
 

 

Social networking by employees can endanger your practice with liability issues and 

misinformation. 

This list covers eight areas of danger created by employee social networking. 

Become aware of each of these eight danger areas so you can prevent liability 

issues and the spread of misinformation about your practice. 
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Employee social networking can actually be a positive thing to the extent 

employees use it to exchange professional guidance and pick up tricks of the trade 

that help them do their jobs better. But, it can also do a lot of harm: 

The greatest risk to business posed by social networking is lost productivity. 

Anyone who has at least dabbled in the experience can understand how addictive 

social networking can be and how easily it can suck up your time. What may be 

intended as a simple exchange can suddenly turn into a day-long interaction. And, 

of course, many employees choose to do their social networking at work. 

The productivity losses resulting from these diversions are only beginning to be 

measured. For example, a 2007 BBC report cites a recent study that reveals that 

social networking could be costing UK employers an average of about £130 million 

in lost productivity – per day! 

One of the things people like to talk about is their jobs. And in a social context, 

they tend to speak candidly. When such conversations occur face-to-face or on the 

phone, they’re generally kept private. But keeping such interactions private is more 

problematic when they occur online, especially within an ESN. Just about anybody 

who has access to the Internet can join an ESN and get in on the conversation. 

Consequently, work-related conversations by employees on social networks can 

create big problems for employers. 

One of the most serious risks is that employees will disclose confidential 

information about the practice or the business. For example, the employee might 
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express concern to her Facebook chum that her clinic is talking to a hospital about 

selling off the business unit she works for. The disclosure may not be a deliberate 

attempt to disclose a business secret. The employee may simply not know that the 

negotiations with the hospital are highly sensitive and must be kept secret. But 

even if the indiscretion isn’t ill-intentioned, once the information is out in 

cyberspace, the damage is done. 

Complaining to friends about work, bosses and colleagues is an ancient and largely 

harmless social tradition. But when it happens online, it’s not so harmless, even if 

the whole conversation takes place while the employee is off duty and at home. In 

a cyberworld, gripes get expressed in the form of inappropriate postings, pictures 

and jokes about doctors, patients, colleagues and the like online where anybody 

can see them. 

In addition to harming morale and collegiality, such communications can expose the 

practice to risk of liability for harassment, discrimination and other violations. They 

also can be a form of insubordination or insolence. 

Example: In her blog, a hospital RN referred to the nurse who supervised her as 

“Nurse Ratched”—the nurse from hell in One Flew Over the Cuckoo’s Nest. Although 

the employee didn’t use her name in the blog, she didn’t bother to hide the fact 

that she worked as a nurse for a hospital in a particular county that had only one 

hospital. Result: It was pretty easy to figure out the identity of the blogger and the 

supervisor the “Nurse Ratched” comment was directed at. An arbitration board 

ruled that the hospital had just cause to fire the employee for insubordination. 

Employees might also say unflattering things or post inappropriate material or 

videos on their networking page about the medical practices, doctors or patients 
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they serve. The negative things employees say on social networks and blogs can 

undo your practice’s reputation and standing in the community. 

Employees may disclose patient records and other protected information in the 

course of their social networking. In addition to violating HIPAA, these 

transgressions can undermine the doctor-patient relationship. 

Employees don’t only talk about their bosses and employers in their blogs or social 

network posts; they also talk about their co-workers. Comments made about co-

workers in an employee’s blog could constitute harassment or discrimination and 

expose your practice to liability. For example, an employee may make inappropriate 

sexual comments about or use a racial epithet to describe a co-worker.  

Employees may also download, view or transmit pornographic, racist and other 

offensive material from the Internet at work in violation of your harassment or 

discrimination policies. Many a  practice has had to deal with the situation of 

employees emailing, tweeting or texting pornographic or objectionable material to a 

colleague. And, of course, simply working in a cubicle next to a co-worker who 

views porn or exchanges smut with co-workers can be extremely offensive. 

Employees may conduct illegal activity on the Internet at work, such as distributing 

child pornography or downloading material in violation of copyright law. And there’s 

no shortage of legal theories that can be used to hold your practice liable for such 

activities especially when employees use your computer and network to conduct 

them.  

Explanation: Prosecutors may argue that your practice, by providing the 

opportunity and the means to engage in illegal activity, condoned it and so is 
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“vicariously liable” for it. That argument is particularly compelling if you knew about 

the employee’s activities and did nothing to stop them. 

Employees who use the Internet for unauthorized purposes often introduce viruses, 

worms, Trojan horses and the like into the practice’s information network, causing 

serious problems for the IT infrastructure. Use of the office network for personal 

business—especially when many employees do it at the same time or when an 

employee downloads a large file—can also slow down the system and make it 

harder for other employees to use the network to do their jobs.
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