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KEY DATES THIS MONTH
MIPS reporting deadlines are fast 
approaching: 10 things to do and know
Deadlines are fast approaching if you plan to submit data for the 2017 
Merit-based Incentive Payment System (MIPS) performance period. 
Don’t wait until the last minute to submit your data. Submit early and 
often. The two key dates are:

 k March 16 at 8 pm Eastern time for group reporting via the CMS 
web interface

 k March 31 for all other MIPS reporting, including via qpp.cms.gov
Now is the time to act. Here are the top 10 things you need to do and 
know if you are an eligible clinician. This list focuses on reporting via 
the qpp.cms.gov data submission feature, not on group reporting on 
via the CMS Web Interface and not on individual reporting on Quality 
measures via claims submission data.
Note: If you’re not sure if you are required to report for MIPS, enter 
your National Provider Identifier (NPI) in the MIPS Lookup Tool to find 
out whether you need to report. Additionally, if you know you are in a 
MIPS APM or Advanced APM, you can use the APM Lookup Tool. 

MANAGING THE OFFICE
An 8-step process to improve your 
medical practice
By Nick Hernandez
Physician owners know that there are four key objectives at the core of 
process improvement:

 k To remove waste and inefficiencies
 k To increase productivity and asset availability
 k To improve response time and agility
 k To sustain safe and reliable operations

The question is, how do we do all this? I would suggest a proven 
technique known as the OODA Loop.

(continues on page 3)

(continues on page 12)
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medical office manager TM SUBSTANCE ABUSE
What employee drug use is costing 
your practice
Workers with substance use disorders miss nearly 50 percent 
more days than their peers, and up to six weeks of work annually, 
according to analysis from the National Safety Council, NORC at 
the University of Chicago, and Shatterproof.
Despite the alarming new statistics, there is a persistent gap between 
employer perceptions of impact and the actual human and business 
costs of substance use. A new survey from the National Safety 
Council found that only 39 percent of employers view prescription 
drug use as a threat to safety, and only 24 percent feel it is a 
problem, despite 71 percent saying they have experienced an issue.

Substance abuse and the workplace
Other findings from the analysis and survey include: 

 k Construction, entertainment, recreation, and food service 
businesses have twice the national average number of 
employees with substance use disorders; 

 k Industries dominated by women or older adults have a two-
thirds lower rate of substance abuse;

 k Industries that have higher numbers of workers with alcohol 
use disorders also have more illicit drug, pain medication, and 
marijuana use disorders; 

 k Employers are most concerned about the costs of benefits (95%), 
the ability to hire qualified workers (93%), and the costs of 
worker’s compensation (84%). Drug misuse impacts all of those 
concerns, but prescription drug misuse and illegal drug sale or use 
were much lower concerns (67 percent and 61 percent);

 k The cost of untreated substance use disorder ranges from 
$2,600 per employee in agriculture to more than $13,000 per 
employee in the information and communications sector;

 k Encouragingly, workers in recovery have lower turnover 
rates and are less likely to miss work days, less likely to be 
hospitalized and have fewer doctors’ visits; 

 k For some industries, employers could save more than $8,400 
for each employee; and

 k Healthcare costs for employees who misuse or abuse prescription 
drugs are three times the costs for an average employee.

What’s it costing your workplace?
Addictions, also known as substance use disorders, cost taxpayers 
more than $440 billion annually. Businesses are particularly 
affected, as substance use disorders lead to employee absenteeism, 
increased healthcare costs, and lower productivity. Seventy-five 
percent of adults struggling with a substance use disorder are in 
the workforce, although adults with substance use disorders are 
about twice as likely to be unemployed, according to the analysis.

(continues on page 11)
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The OODA Loop consists of four overlapping and 
interacting processes. You must:

 k Observe the current situation and form theories, 
 k Orient the picture by setting improvement 
targets and determining root causes, 

 k Decide by developing solutions, and 
 k Act by means of implementing and evaluating. 

The OODA Loop can be subdivided further into an 
eight-step problem solving process.

OBSERVE

Step 1: Clarify the Problem
This is a critical step. You need to recognize 
the correct problem and be sure it is completely 
understood by all. It helps to state the problem by 
developing a “problem statement” in terms of what, 
where, when, and the significance. You also need to 
“lay eyes” on the situation, ensuring you have first-
hand observation. This will then help in drafting 
a flowchart that diagrams the steps of the process. 
Lastly, you need to conduct surveys and interviews, 
talking with the “customer” or end user who 
determines the value of the process under review.
Step 2: Break Down the Problem and Identify 
Performance Gaps
It is tempting to jump to action but you must refrain 
from doing so just yet. Gather and review the key 
data. Understand what data is necessary and what 
role it plays in problem solving. Are there gaps in 
your analysis? Are there bottlenecks in the process 
you are reviewing? Under this step, you must also 
look at waste in your practice as it relates to the 
problem. There are generally eight types of waste: 

defects, over production, waiting, over processing, 
transportation, intellect, motion, and excess 
inventory. You should always look for waste in 
your processes.

ORIENT

Step 3: Set Improvement Targets
Where do you want to be? Determine your desired 
outcome for the practice. Be sure to look at both 
strategic and tactical targets. Strategic targets are 
visions of what your practice strives to become. 
Tactical targets define the performance level 
necessary to make your strategic vision a reality. 
Remember to keep your tactical targets challenging 
but achievable.
Step 4: Determine Root Causes
This is the most vital step in the problem solving 
process. All too often practice managers find 
themselves addressing problems that have been 
“solved” many times before. This is usually due to 
directing problem solving efforts at the symptoms 
of a problem rather than at the root cause of the 
problem. It often helps to do much brainstorming 
and when you think you understand the cause of the 
problem, ask what caused the problem (continue to 
ask “why?”).

DECIDE

Step 5: Select Solutions
When selecting solutions, consider both quality 
and practicality. Be sure to also gain acceptance 
(or “buy in”) from those that must implement 
the solutions. Some key factors to consider 
when analyzing solutions include effectiveness, 
feasibility, and impact. When developing your 
action plan, be sure that you have created a clear 
and detailed plan that everyone can understand.  
Most importantly, build consensus with others 
by involving all of your team appropriately to 
cultivate a sense of ownership in the solution and 
in its success. Effective communications can be a 
deciding element as to whether the plan succeeds.

ACT

Step 6: See the Plan Through
Collect data according to the action plan. 
Remember the old adage, “You can’t manage what 
you can’t measure.” You may need to implement 
a contingency plan as conditions change and you 
need to keep the project on focus. Continue to 
provide required training during this step as well.

OB
SERVE           ORIENT             DECIDE             

  A
CT

(An 8-step process to improve your medical practice  continued from page 1)
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Step 7: Confirm Results and Process
Ensure the plan is producing the intended results. 
Monitor the project for performance relative to: 
a) the baseline developed in steps 1 and 2; b) the 
improvement targets established in step 3; c) where 
you thought you would be at this stage; and d) 
meeting targets by the established deadline. You 
should return to any step as necessary.
Step 8: Standardize Successful Processes
This is the most commonly skipped and under 
completed step of the entire problem solving 
process. You can define this step by asking a series 
of questions : What is needed to standardize the 
improvements? Is the appropriate documentation 
in place? Were other opportunities or problems 
identified by the problem-solving process? 
If the answer to this last question is yes, begin the 
process over ... that is why it is referred to as the 
OODA Loop.

Nick Hernandez, MBA, FACHE is the CEO and founder 
of ABISA, LLC, a consultancy specializing in healthcare 
strategic growth initiatives. He is a speaker, trainer, and 
author who has over 20 years of leadership and operations 
experience. The company’s client list includes physician 
groups, hospital systems, healthcare IT organizations, venture 
capitalists, private equity investment groups, and hedge funds. 
He can be reached at nhernandez@abisallc.com or you can 
follow him on Twitter: @ABISALLC.  

ZERO TOLERANCE
Sexual harassment in the workplace: how your practice’s policy 
can make a difference
Employees are more likely to report sexual 
harassment they witness at work when there is a zero-
tolerance policy in place, according to a new study 
conducted by Florida International University (FIU).
The study’s findings show that companies where zero-
tolerance policies are a top-priority are particularly 
effective in increasing the reporting of the most 
common forms of sexual harassment, whether 
moderate or severe, including sexually suggestive 
remarks that create a hostile work environment. The 
study is the first to show organizational policies can 
actually influence a person’s willingness to report 
sexual harassment they witness.
“We have known for some time that organizational 
policies around sexual harassment are related 

to employee harassment behavior, but it wasn’t 
clear if the policies were actually responsible for 
employee behavior,” said Asia Eaton, psychology 
professor at FIU and study co-author. “We now 
have causal evidence showing that zero-tolerance 
organizational policies around sexual harassment, at 
least in some contexts, actually increases bystander 
willingness to report observed infractions.”
According to the study, a standard policy statement 
saying, “We are an equal opportunity organization 
and subscribe to federal and state laws which forbid 
discrimination and harassment” is not as effective 
as a zero-tolerance policy that provides a clear 
framework for interpreting and acting on what 
someone may witness or experience.

WebinAr AnnOunCeMenT

Register at medicalofficemgr.com or Call 888-729-2315

Growth Through 
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Duration: 60 minutes

essential Financial Metrics 
for Practice Profitability

Presenter: Nick Hernandez, MBA, FACHE
When: Thursday, May 10, 2018 

1:00 pm ET (10 am PT)
Duration: 60 minutes
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About the study
For this study, Eaton and Ph.D. student Ryan K. 
Jacobson conducted two assessments—one with 
undergraduate students using a fictitious company 
and policies and another with human resources 
professionals using actual policy statements 
from a real organization. Student and employee 
participants in both scenarios indicated they would 
be more likely to formally report instances of sexual 
harassment when they were shown an organizational 
policy that was explicitly zero-tolerance.
Results also show a zero-tolerance organizational 
policy can increase the likelihood that more severe 
harassment, including ‘quid-pro-quo’—where the 
harasser offers the employee something in return 
for satisfying a sexual demand—would be reported 
by employee bystanders.

Recommendations for employers
Researchers recommend companies take these steps 
to implement an effective zero-tolerance policy:

 k Look at your policy: Does your organization 
have a zero-tolerance policy that explicitly 
prohibits both moderate and severe sexual 

harassment? Does leadership adhere to the 
policy and frequently ensure it is understood 
by all members of the organization? Does it 
rely too heavily on victim reporting? Optimal 
policies bring all employees into the circle 
and encourage a culture that does not tolerate 
harassment.

 k Encourage diversity: Organizations and 
industries that are numerically male-dominated 
and have less gender diversity may be more 
likely to experience sexual harassment in the 
workplace and substantially more likely if the 
policies and culture are not in place.  Diversity 
in leadership is also important.

 k Follow-through: Leaders need to set the tone 
for the organization and be explicit in their 
expectations. When harassment is reported, 
perpetrators should be held accountable. 

Eaton and Jacobson recommend implementing and 
repeatedly emphasizing a zero-tolerance policy. By 
explicitly indicating all forms of sexual harassing 
behaviors are completely unacceptable, reports of 
these unwanted experiences by both victims and 
bystanders would likely increase.  

SEXUAL HARASSMENT
The predatory patient and 
your workplace environment
By Lynne Curry
You’ve met the predatory patient and possibly even 
tangled with him. He or she makes life difficult for 
your staff, particularly your front desk employees, 
and possibly even for you because his status as a 
patient enables him to do so. Do medical practices 
have a responsibility to protect their employees 
and other clients from a patient that sexually harass 
them?

Protecting your patients and staff from 
a patient who harasses
Last November, Randi Zuckerberg tweeted: 
“Feeling disgusted & degraded after an @
AlaskaAir flight where the passenger next to me 
made repeated lewd sexual remarks. The flight 
attendants told me he was a frequent flier, brushed 
off his behavior & kept giving him drinks. I guess 
his $ means more than our safety?” The tweet 

went viral. More than 26,000 individuals “liked” 
her Nov, 30 tweet, and nearly thirteen thousand 
retweeted it.
Zuckerberg attached to the tweet the letter she sent 
to Alaska’s Airlines CEO, letting her followers 
know the passenger rated women’s bodies, touched 
himself, and asked her if she fantasized about a 
female business college. After she told the flight 
attendants, they suggested she not take it personally 
as he frequently traveled the route and offered 
to reseat her in a middle seat at the back of the 
plane. As all this happened before the plane took 
off; flight attendants could have reseated the man, 
perhaps between two large male passengers, or 
escorted him off the plane. Instead, they left her to 
suffer his presence.
Zuckerberg reported she was furious with the 
airlines for knowingly providing the male 
passenger a platform for harassing women. Alaska 
Airlines has since revoked the male passenger’s 
travel privileges pending the outcome of the 
investigation they’ve launched.



“Whether measures are reasonable can depend on the 
degree of control the company has over the situation. 
If an ongoing customer relationship is anticipated, 
the company should follow up to determine how the 
customer addressed the complaints. If the response 
does not seem adequate, ending the relationship may 
be necessary.”

— Steve Koteff
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Did Zuckerberg expect too much? No. According 
to Steve Koteff, human rights commission senior 
attorney, “There’s no grey area here. An airline 
may not discriminate against someone through 
its customers any more than it may do so directly. 
Companies engaged in customer service must 
ensure that the people providing that service 
are properly equipped to deal with this kind of 
behavior. Ms. Zuckerberg’s complaint suggests 
a corporate culture where employees may be 
uncertain about their responsibilities to protect 
customers from harassment to the point they 
become complicit in it. Clearer guidance, and 
dependable assurance that employees will not 
suffer consequences for doing the right thing, may 
be what’s needed here.” 
According to retired attorney and long-term HR 
consultant Rick Birdsall, medical office managers 
need to ask themselves “whose environment is 
it?” and realize the legal phrase is “hostile work 
“environment” for a reason. Says Birdsall, “Court 
decisions consistently find that employers have 
a duty to prevent or take reasonable precautions 
to prevent sexual harassment in the workplace, 
and this includes everyone in it. This means that 
employers need to take action whether it’s a co-
worker, manager, contractor, or a patient that 
behaves inappropriately. Whether it is an aircraft 
in the sky, a boat on the water or a medical office, 
the employer needs to police it prevent or address 
sexual harassment.”

Protecting your employees from a 
patient who harasses
What about the patient who harasses your front 
desk or other staff or even patients he or she meets 
in the waiting area? 
According to Koteff, “Customer preference is not a 
license to either discriminate or allow an employee 
to be discriminated against. Business owners may 
feel they’re between a rock and a hard place when 
they receive reports about customers’ inappropriate 
behavior, but there is only one legally appropriate 
response when informed about harassment of their 
employees: They must take prompt reasonable 
measures to end the harassment and ensure that it 
does not happen again. This almost always means 
confronting the customer about the behavior, 
regardless of how that may impact the company’s 
bottom line.”

Koteff adds, “Whether measures are reasonable 
can depend on the degree of control the company 
has over the situation. If an ongoing customer 
relationship is anticipated, the company should 
follow up to determine how the customer addressed 
the complaints. If the response does not seem 
adequate, ending the relationship may be necessary.”

Concrete steps to take
Here are other steps medical office managers can 
take to prevent patient harassment:

 k Take employee complaints about patients 
seriously. 

 k Train supervisors and employees to 
professionally intervene when they see 
inappropriate conduct. 

 k Review your practice’s policies related to 
harassment and discrimination and realize that 
policies need to “live” off the paper they’re 
printed on. This means they need to be enforced 
and front-line employees need to know what 
authority they have to remedy a problem.

Conclusion
Create in your practice a corporate culture in 
which respect lives. In the same way it’s harder to 
litter in a clean area, a professional environment 
discourages crass behavior. 
Lynne Curry, PhD, SPHR, SHRM-SCP and author of 
“Beating the Workplace Bully,” AMACOM 2016, and 
“Solutions” founded The Growth Company, Inc., an Avitus 
Group company, and is now a Regional Director of Training 
& Business Consulting for Avitus. Curry and her group 
regularly work with law firms and professional associations 
such as the Alaska Association of Legal Administrators and 
the Alaska Bar Association. Curry and her team provide 
HR On-call, training, expert witness work, facilitation, 
strategic planning, investigation, mediation and executive 
and professional coaching. The Avitus Group has offices from 
coast to coast. You can reach her @ www.thegrowthcompany.
com or LCurry@avitusgroup.com.  

http://www.thegrowthcompany.com/
http://www.thegrowthcompany.com/
mailto:LCurry@avitusgroup.com
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GET ORGANIZED TO GET COMPLIANT
HIPAA Data Breaches in 2017: Another Record Breaking Year
By Danika Brinda
Unfortunately as promised, 2017 brought 
many challenges to properly protecting patient 
information in healthcare. We saw a record number 
of data breaches in 2016 with cybersecurity being 
on a fast and furious rise. In 2017, the trend 
continued with many healthcare organizations being 
hit with different cybersecurity attacks, resulting in 
data breaches. However, on top of the increase in 
cybersecurity issues, many other reasons for data 
breaches emerged. A total of 340 large data breaches 
(500+ individuals impacted) were reported in 2017 
impacting 4,977,655 individuals.

Some key highlights from the 2017 
HIPAA data breaches
Healthcare providers continue to lead in the number 
of data breaches. This should come as no surprise 
as there are more healthcare providers than health 
plans and healthcare clearing houses in the United 
States. Of the 340 large data breaches:

 k 274 were reported by covered entities (81%)
 k 49 were reported from health plans (14%)
 k 17 were reported from business associates (5%)

No healthcare clearing houses reported data 
breaches in 2017—which is interesting as they are 
also the only type of covered entity that was able to 
fully pass a HIPAA audit during the HIPAA audit 
program’s pilot program in 2012.
The total number of individuals impacted by 
large data breaches was 4,977,655, which is 
actually a decrease from 2016. The largest data 
breach of 2017 was due to an employee accessing 
information on approximately 697,800 individuals 
with no business reason to access the information. 
This definitely supports the need for continued 
employee education as well as auditing of access in 
electronic systems containing patient information.

Hacking/IT incidents
The category of Hacking/IT Incident was the 
biggest impact to the number of individual 
impacted at 3,442,748. The one key item in this 
picture is that hacking continues to impact the 
largest number of individuals with healthcare data 
breaches. In 2017, 69% of the total individuals 
impacting were due to Hacking/IT Incidents.

Five (5) types of data breaches occurred in 2017 
with Hacking/IT Incidents topping the list with 140 
data breaches. Unauthorized Access/Disclosure 
came in a close second with 119 data breaches. 
Healthcare continues to see a downward trend in 
the theft and loss breaches categories. Improper 
disposal came in last with only 11 data breaches.
As usual, data breaches by location are all over the 
board. E-mail and network server topped the 2017 
list of data breach locations, with paper coming in a 
close third. We must not forget to protect paper and 
films and properly destroy.

Business associates involvement
The last analysis is how did the business associates’ 
involvement play out in 2017. Of the 340 large data 
breaches reported, 18 were reported that a business 
associate was involved in the data breach. 

Around the country
Other HIPAA Data Breach Facts from 2017:

 k Top State for Data Breaches by Count–Texas 
(32 Large Data Breaches)

 k Top State for Data Breach by Individuals 
Impacted–Kentucky (768,648)

 k Hawaii, New Mexico, Wyoming, and Idaho had 
no large data breaches reported in 2017

Conclusion
So, now that we are well into 2018, if you don’t 
have your HIPAA compliance in order, now is the 
time to start. Don’t know where to start? The best 
place is to complete a complete HIPAA Privacy and 
Security Risk Analysis to know the areas where 
you do not have adequate safeguards or processes 
in place to help protected the confidentiality and 
security of patient information. This also helps to 
create a work plan for getting compliant.
Danika Brinda, PhD, RHIA, CHPS, is the owner of Planet 
HIPAA and TriPoint Healthcare Solutions and has over 
12 years of experience in healthcare privacy and security 
practices, including more than seven years of consulting 
experience in privacy and security locally and nationally. Her 
expertise include HIPAA risk analysis, HIPAA risk mitigation, 
HIPAA privacy and security policy creation, breach 
investigation and notification, privacy and security education, 
business associate process implementation, and evaluating 
best practices in privacy and security.  



Systems and policies should be reviewed and updated to 
accommodate the changes that occur in your practice.
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PATIENT CREDITS
3 questions to help you handle 
patient credits
By Ranadene K. Tapio
How does your office deal with patient credits? 
More importantly, does your office deal with 
patient credits at all? Believe it not, not all offices 
do. There are several reasons why an office 
wouldn’t address patient credits:

 k not knowing they should
 k not knowing how 
 k being short staffed

If you’re uncertain about how to handle patient 
credits, these three questions and answers will help 
you start the project.

Question 1: How do I know if a credit is 
required?
Is the patient still being seen for ongoing services?
If the answer is yes: When is their next 
appointment? Will they be seen within the next 
30-45 days? If so, your office will have to decide 
if you’re going to carry the patient credit forward 
towards the next DOS, or refund it and have the 
patient pay again at next DOS.
If the answer is no: Refund the credit on the next 
credit issuing run.

Question 2: How often should I run my 
credit reports?
Most states have regulations on the timeliness of 
a patient refund once the credit is identified. In 
general, refunding patients within 30-days is a 
broad rule of thumb that could be considered. 
How often you run and work your patient credits 
will play into this timeline. If you’re in a smaller 
clinic, with lower volume, you may wish to run and 
work this report quarterly; whereas mid- to larger 
sized practices may be more effective if they ran 
these reports monthly.

Question 3: Where should I start?
If you’ve never run your patient credit list before 
and there’s a high volume to deal with, you will 
need to prioritize your criteria and just work 
through them. Some suggestions include:

 k Alphabetically. Just start at A and work your 
way towards Z

 k Entire list by highest/lowest dollar to lowest/
highest dollar

 k By insurance class or carrier, with highest/
lowest dollar to lowest/highest dollar

Systems and policies should be reviewed and 
updated to accommodate the changes that occur in 
your practice. Smaller volume clinics may grow 
and need to work these reports more often. After 
the first couple of cycles are worked through, 
mid- to larger sized clinics may need to change the 
method in how they run the lists.

Conclusion
However you decide to work your patient credit 
list, it’s a starting point. The way you initially 
tackle this project does not have to be the criteria 
you use forever. The first run through will be the 
most difficult, becoming more streamlined as you 
progress over time.
Ranadene Tapio, MBA, CMRS, CMC, Guest Contributor, 
is the president of MedCycle Solutions, which provides 
Revenue Cycle Management, Credentialing, Outsourced 
Coding, and Consulting Services to a number of healthcare 
providers in a variety of specialties. She holds an MBA in 
Healthcare Administration & Management and multiple 
professional certifications. You can contact her at Randi@
MedCycleSolutions.com or call 320-290-6448.  



Related reading: 
 � www.medicalofficemgr.com/cybersecurity-and-social-
media-top-compliance-concerns

 � www.medicalofficemgr.com/stay-cyber-safe-with-some-
digital-spring-cleaning

 � www.medicalofficemgr.com/cyberthreats-demand-your-
attention-and-a-customized-approach

Your subscription to this newsletter includes access to Medical 
Office Manager online. Click the links above in the digital version 
of this newsletter, or go to www.medicalofficemgr.com
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CYBERSECURITY
A dozen cybersecurity tips for 
mobile device users
The vast majority of Americans—95%—now owns 
a cellphone of some kind, and the percentage of 
Americans with smartphones has risen to 77%. 
Navigating the waters of security in the wake of 
this expansive usage of mobile devices presents 
serious challenges for families and businesses alike.
The Illinois Bankers Association, on behalf of 
all of its member banks, offers some key actions 
users can take to help minimize the likelihood of 
becoming a victim.
1. Regularly update your device and mobile 

apps: Incidents of mobile malware and mobile 
ransomware are increasing. Updated operating 
systems and security software are critical in 
protecting against emerging threats.

2. Enable encryption: Enabling encryption on 
your smartphone is one of the best ways to 
safeguard information stored on the device, 
thwarting unauthorized access.

3. Use a strong, unique passcode: In case your 
phone ever does fall into the wrong hands, 
don’t make it easy for someone to access all 
your important information. Enable strong 
password protection on your device and include 
a timeout requiring authentication after a period 
of inactivity. Secure the smartphone with a 
unique password, and do not share it with 
others. Avoid storing sensitive information like 
passwords or social security numbers on your 
mobile device.

4. Take advantage of multi-factor 
authentication: Many sites offer a second step 
of logging in by either sending a text message 
to your registered phone or by generating a 
code on an “Authenticator” application. Take 
advantage of this added security.

5. Do not use public Wi-Fi: Do not log into accounts 
or conduct any sensitive transactions, such as 
shopping or banking, while using public Wi-Fi.

6. Log out completely: When you finish a purchase 
or mobile banking session, be sure to completely 
log out of the transaction or retail site.

7. Beware of mobile phishing: Avoid opening links 
and attachments in emails and texts, especially 
from senders you don’t know. Note that your bank 

will never send a text or email requesting your 
password or other personal information. Be 
wary of ads (not from your security provider) 
claiming that your device is infected.

8. Install applications only from trusted 
sources: When downloading apps, be proactive 
and make sure that you read the privacy 
statement, review permissions, check the app 
reviews and look online to see if any security 
company has identified the app as malicious.

9. Install a phone locator/remote erase app: 
Misplacing your device doesn’t have to be a 
catastrophe if it has a locater app. Many such 
apps allow you to log on to another computer 
and see on a map exactly where the device 
is. Remote erase apps allow you to remotely 
wipe data from your device, helping minimize 
unauthorized access to your information in the 
event you cannot reach the device.

10. Disable unwanted services when not in use: 
Bluetooth and Near Field Capabilities (NFC) 
can provide an easy way for an unauthorized 
user nearby to gain access to your data. Turn 
these features off when they are not required.

11. Carefully dispose of mobile devices: With 
constant changes in the smartphone market, 
many users frequently upgrade to new devices. 
Make sure you wipe the information from your 
smartphone before disposal. For information 
on how to do this, check the website of your 
mobile provider or the manufacturer.

12. Communicate with your bank: Report any 
suspected fraud to your bank immediately. 
Additionally, tell your financial institution if 
you change your phone number or lose your 
mobile device.  

www.medicalofficemgr.com/cybersecurity-and-social-media-top-compliance-concerns
www.medicalofficemgr.com/cybersecurity-and-social-media-top-compliance-concerns
www.medicalofficemgr.com/stay-cyber-safe-with-some-digital-spring-cleaning
www.medicalofficemgr.com/stay-cyber-safe-with-some-digital-spring-cleaning
www.medicalofficemgr.com/cyberthreats-demand-your-attention-and-a-customized-approach
www.medicalofficemgr.com/cyberthreats-demand-your-attention-and-a-customized-approach
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Your paid Membership to Medical Office Manager also includes full Premium Member 
access to MedicalOfficeMgr.com where you can access hundreds of searchable articles 

to help you be a better medical office manager.
You can find out how to handle virtually any challenge you face 
in your office. You can also download hundreds of ready-to-use 
policies, forms, checklists, and many other practical “working 
tools” to make your job easier. Plus, you can stay up-to-date on 
the latest news, gain valuable insight and help from leading 
medical office experts, and much more! 

If you do not yet have a username and password just call us 
NOW at 888-729-2315. One of our friendly Customer Service 
reps will quickly get you set up with unlimited access to the 
leading website for professional medical office managers.

Don’t wait. Call today!

Join Us on MedicalOfficeMgr.com TODAY! 

Slow patching cadences indicate several factors are 
affecting IT departments.
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CYBERSECURITY
Healthcare organizations are 
deathly behind on this one 
cybersecurity practice
SecurityScorecard, a leader in security ratings, recently 
released a new report titled, “SecurityScorecard 
2018 Healthcare Report: A Pulse on The Healthcare 
Industry’s Cybersecurity Risks,” which pulls data 
from more than 1,200 healthcare companies.
The research team analyzed information such as issue 
severity, industry-defined risk level, corporate peer 
performance, and more. The team’s analysis revealed 
insights on how the healthcare industry performs 
compared to others, and specific areas of cybersecurity 
weakness within healthcare organizations.
“Last year took a toll on the overall cybersecurity 
confidence in healthcare organizations, with dozens 
of ransomware attacks, and data breaches. It’s no 
surprise that our research team found healthcare 
organizations are behind in proper network and 
endpoint security protocols,” said Jasson Casey, 
CTO, SecurityScorecard. “As we move through 
2018, healthcare organizations need to get back to 
the fundamentals of good cybersecurity hygiene 
by keeping up with patching schedules and 
outfitting the organization with enough personnel 
to accomplish this goal.”

Key Insights:

 k The healthcare industry ranks 15th when 
compared to 17 other major U.S. industries.

 k The healthcare industry is one of the lowest 
performing industries in terms of endpoint 

security, posing a threat to patient data and 
potentially patient lives.

 k Social engineering attacks continue to put 
patient data at risk.

 k 60 percent of the most common cybersecurity 
issues in the healthcare industry relate to poor 
patching cadence.

 k All healthcare organizations struggled with 
patching cadence and network security.

Slow patching cadences indicate several factors are 
affecting IT departments. Sometimes companies 
lack engineering resources to implement a solution 
while other times they lack resources to respond to 
problems patches cause. In more concerning cases, 
some companies do not know vulnerabilities and 
patches exist. Since many standards and regulations 
require ongoing monitoring, this last reason for 
slow patching cadence risks the organization’s data 
and its compliance stance.
The sheer number of ongoing software patches 
often paralyzes organizations, keeping them from 
implementing the most critical repairs and updates. 
This opens breached companies to negligence 
claims and lawsuits. With so many vulnerabilities 
and security concerns, risk assessments that 
catalogue critical assets and focus on continuous 
monitoring for critical vulnerabilities act as the 
road map to cybersecurity success.  

http://www.MedicalOfficeMgr.com
http://explore.securityscorecard.com/cybersecurity-healthcare-report
http://explore.securityscorecard.com/cybersecurity-healthcare-report
http://explore.securityscorecard.com/cybersecurity-healthcare-report


“This finding stands up for every one of the 16 industry 
sectors. Supporting workers to treat substance use 
disorders is cost effective for employers.”

— Eric Goplerud, VP, Public Health with NORC, 
University of Chicago.

By now, you probably know that 
Medical Office Manager is also online at 

www.medicalofficemgr.com, where you’ll find 
a library of articles, tools, policies, past issues 
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But what you may not know is that 
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In response to the data, and to help employers 
understand the need to act quickly, Shatterproof, 
NSC and NORC at the University of Chicago have 
created the Substance Use Cost Calculator, which 
employers can use to quickly compute what the 
crisis means to their workforce. 
“Businesses that do not address the prescription 
drug crisis are like ostriches sticking their head in 
the sand,” said Deborah A.P. Hersman, president 
and CEO of the National Safety Council. “The 
problem exists and doing nothing will harm your 
employees and your business. As the tool shows, 
the cost of inaction is far too great.”
Getting an employee into treatment—which an 
employee is more likely to undergo if it is initiated 
by an employer—can save an employer up to 
$2,607 per worker annually. 
“This is a wakeup call for businesses. When it comes 
to addiction’s cost in the workplace, the numbers 
are staggering,” said Gary Mendell, founder and 
CEO of Shatterproof. “Knowing what I do about 
substance use disorder as well as about running a 
business as the former CEO of HEI hotel and resorts, 
I see the extraordinary impact this tool will have. 
It will save lives and save money. It will also help 
address the stigma that may keep employees from 
coming forward and seeking help when they need it.”

About the calculator
The Substance Use Cost Calculator allows 
businesses to input basic statistics about their 
workforce such as industry, location, and number of 
employees. The results show estimated prevalence 
of substance use disorders among employees and 
dependents, associated costs, and potential savings 
if employees and their family members treat 
substance use disorders.
Developed through scientific analysis, the 
Substance Use Cost Calculator provides the 
individual costs of alcohol, prescription pain 
medication, marijuana and illicit drug use, and 
is broken down by industry and number of 
employees.

How supporting recovery benefits the 
employer
“The most significant finding that is new and may 
be surprising to employers, is that workers who 
are in recovery, who have received treatment at 

some time in the past, but who are not currently 
abusing substances, are less likely to leave their 
employer, use less unscheduled leave, and use 
fewer healthcare resources than co-workers with 
an untreated substance use disorder.” said Eric 
Goplerud, Vice President, Public Health with 
NORC at the University of Chicago. “This finding 
stands up for every one of the 16 industry sectors. 
Supporting workers to treat substance use disorders 
is cost effective for employers.”  

(What employee drug use is costing your practice  continued from page 2)

http://www.medicalofficemgr.com
https://www.nsc.org/forms/substance-use-employer-calculator/index.aspx
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1. Visit qpp.cms.gov and click on the “Sign-In” 
tab to use the data submission feature.

2. Check that your data are ready to submit. You 
can submit data for the Quality, Improvement 
Activities, and Advancing Care Information 
performance categories.

3. Have your CMS Enterprise Identity 
Management (EIDM) credentials ready, or get 
an EIDM account if you don’t have one. An 
EIDM account gives you a single ID to use 
across multiple CMS systems.
More EIDM tips: You can use your EIDM 
account to report for multiple NPIs associated 
with your EIDM. If you’ve reported for legacy 
programs like the Physician Quality Reporting 
System (PQRS), you already have an EIDM 
account. You can also use our EIDM Guide to 
get started.

4. Sign in to the Quality Payment Program data 
submission feature using your EIDM account.

5. Begin submitting your data early. This will give 
you time to familiarize yourself with the data 
submission feature and prepare your data.

6. The data submission feature will recognize you 
and connect your NPI to associated Taxpayer 
Identification Numbers (TINs).

7. Group practices:
 k A practice can report as a group or 
individually for each eligible clinician in 
the practice. You can switch from group to 
individual reporting, or vice versa, at any 
time.

 k The data submission feature will save all the 
data you enter for both individual eligible 
clinicians and a group, and CMS will use 
the data that results in a higher final score 
to calculate an individual MIPS-eligible 
clinician’s payment adjustment.

8. You can update your data up to the March 31 
deadline. The data submission feature doesn’t 
have a “save” or “submit” button. Instead, it 
automatically updates as you enter data. You’ll 
see your initial scores by performance category, 
indicating that CMS has received your data. If 
your file doesn’t upload, you’ll get a message 
noting that issue.

9. You can submit data as often as you like. The 
data submission feature will help you identify 
any underperforming measures and any issues 
with your data. Starting your data entry early 
gives you time to resolve performance and data 
issues before the March 31 deadline.

10. For step-by-step instructions on how to submit 
MIPS data, check out this video and fact sheet.

If you are in an ACO or other APM, make sure 
you are working with your ACO or APM to make 
sure they have any patient information they need to 
report. Remember you need to report on Advancing 
Care Information measures on your own.
Questions about your participation status or MIPS 
data submission? Contact the Quality Payment 
Program Service Center by:

 k Email: qpp@cms.hhs.gov
 k Phone: 866-288-8292 (TTY: 877-715-6222)  
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