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CHANGE MANAGEMENT

3 mistakes that cause medical 
practice change initiatives to fail
By Nick Hernandez
Good is rarely good enough, and opportunities for improvement 
are never lacking. Unfortunately, the success rate of major change 
initiatives in medical practices is often low due to poor management of 
the change. 
Physician leaders and practice managers should expect and accept 
disruption and resistance to change, and never lose sight of the fact 
that costs are high when change efforts go wrong. 
The consequences of poorly executed change are not only financial 
costs, but also lost opportunity, wasted resources, confusion, and 
diminished morale. 
Your change management efforts stand a greater chance of success if 
you avoid these three common mistakes.

Mistake #1: Failing to clarify and communicate direction
As the saying goes, “culture is everything.”  To effectively manage 
change, you must consider your practice culture, and thus clarify how 
the change relates to your practice culture, vision, and goals.

SUBSTANCE ABUSE
When an opioid crisis hits your medical 
practice 
By Lynne Curry
The first time you saw “Bill” appear to nod off during a staff meeting, 
you pulled him aside after the meeting. When you asked if he was 
okay, he said he was. You gave him the benefit of the doubt because 
he’d worked for you for three years and been a good employee. You 
knew he’d recently gone through a divorce and thought maybe he’d 
had a hard time sleeping due to personal problems Then Bill blew up 
at a patient and when you brought him in a second time, he told you 
he’d been trying to get off the prescription pain killers he’d been using 
for back pain. 

(continues on page 3)

(continues on page 12)

http://www.MedicalOfficeMgr.com


Reader tips

page 2 medical office manager / october 2017 / medicalofficemgr.com 

www.medicalofficemgr.com

Catherine Jones, Executive Editor 
catherine@plainlanguagemedia.com

Barbara Manning Grimm, Managing Editor 
barb@plainlanguagemedia.com

Susan Crawford, Founding Editor

Glenn Demby, Contributing Editor

Michael Sherman, Marketing Director

Jim Pearmain, General Manager

editorial advisory board

Karen Blanchette, MBA 
PAHCOM Association Director, Lady Lake, FL

L. Lamar Blount, CPA 
President, Health Law Network, Atlanta, GA

Kent Masterson Brown, JD  
Attorney at Law, Lexington, KY and associated 
with Webster, Chamberlain & Bean 
Washington, DC

Steve M. Cohen, Ed.D., CMC 
President, Labor Management Advisory Group 
Kansas City, MO

Nick Hernandez, MBA, FACHE 
CEO and founder of ABISA, LLC
Valrico, Florida

David E. Hunt, CHBC 
Chief Operating Officer for Heart of Texas 
Community Health Center 
Waco, TX

Brent V. Miller, MSPA 
Director of Federal Government Relations, 
Marshfield Clinic, Washington, DC

Craig C. Mullins, CPA, CFP, Fellow HFMA 
President, Mullins Associates, Atlanta, GA

Chester A. Speed, JD, LLM 
Vice-President, Public Policy 
American Medical Group Association, 
Alexandria, VA

Katherine H. West, BSN, MSED, CIC 
Infection Control/Emerging Concepts 
Manassas, VA

Karen Zupko 
Karen Zupko & Associates, Chicago, IL

Medical Office Manager (ISSN 1052-4894) is published monthly by 
Plain Language Media, LLC, 15 Shaw Street, New London, CT, 06320. 

Subscription rate: $297/year; back issues are available at $10 each. 
Periodicals postage paid at New London, CT 06320. Send address changes 
to Medical Office Manager, P.O. Box 509, New London, CT 06320.

Opinions expressed are not necessarily those of Medical Office 
Manager. Mention of products and services does not constitute 
endorsement. Advice given is general, and readers should consult 
professional counsel for specific legal, ethical, or clinical questions. 

Medical Office Manager is a 2017 copyright of Plain Language Media, 
LLC. All rights reserved. Distribution, translation, or reproduction in any 
form is forbidden without written permission. 

Medical Office Manager is a trademark of Plain Language Media, LLC

medical office manager TM

How one medical center created their 
dream schedule
At Barnard Medical Center in Washington, DC, the staff and 
physicians worked together to create a schedule that meets of the 
patients, as well as the practice’s working parents. Melissa Gohacki, 
the practice manager, explains how the schedule was designed.
I work at a small primary care office—two physicians and two 
nurse practioners. One of the physicians is married to one of the 
NPs, and they are expecting baby #2 any second now. When 
discussing how to handle their impending situation, there were a 
few challenges:  

 k Childcare is ridiculously expensive here (DC Metro), and 
they’d be paying as much as a mortgage payment per month 
with two children in diapers in daycare.

 k Mom really wants to work part-time after the second child is 
born.

 k Dad also wants to be able to spend more quality time with his 
family.

 k Our office is fairly new (not yet two years old) and when 
we opened, hours were limited to 8:30 a.m. to 3:30 p.m. for 
patient appointments, and we are currently trying to figure out 
how to expand our service hours, not cut back.

What we decided to do was offer the NP two 10-hour days per 
week, and the physician three 12-hour days per week, plus some 
admin time at home. This way there is always somebody available 
for childcare (the dad works Monday, Tuesday, and Thursday, 
while the mom works Wednesday and Friday), and we get 40 
hours from the doctor and 20 hours from the NP per week.
We thought staffing would be a challenge, since this would mean 
having earlier opening and later closing times than previously. 
To solve the staffing problem, what I said to the staff was that we 
needed their help and were hoping to expand our clinic hours to 
better accommodate both our providers AND patients, and I asked 
them to give me their “dream schedules.” I told them to tell me 
when they’d like to work, and to give me what a four-day week 
would look like, and what a five-day week would look like. 
For example, one person might want to work four 10-hour days, 
with Friday off, or work five 8-hour days, starting later in the day 
and staying until the last patient leaves, or they might want to 
work four 9-hour days plus a half day at the beginning or end of 
the week. I told them I was open to reviewing any schedule which 
gave them 40 hours in the week and met our patients’ needs.

(continues on Page 11)



“The more professional stature you have, the less likely 
you are going to be forced into recovery, and the longer 
your addiction is likely to go on unchecked.”

— Patrick Krill, Hazelden Betty Ford Foundation
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You gave Mary three weeks off after a car rear-
ended her on her vacation in Maui. When she 
returned from work and said she could initially 
only work half days, you modified her schedule.  
Because she’d always had great work ethic, the fact 
that she now abuses your flexibility surprises you. 
You can’t count on her arriving consistently at ten 
a.m. and she makes frequent math errors, appearing 
to have trouble concentrating. 
Welcome to the opioid epidemic, it just found its 
way into your workplace. 
Otherwise good physicians, managers, and 
employees, who are prescribed opioids or other 
prescription painkillers to relieve pain following an 
injury can start down a path to opioid dependency. 
Their managers and colleagues notice the effects—
drowsiness, problematic attendance, depression, 
concentration problems, anxiety and mood swings—
once dependency sets in. Those struggling with 
opioid dependency may pose a safety or liability 
risk to themselves or others because they don’t 
react as quickly or use sound judgment. They may 
embezzle because they need the money for drugs. 
Not only are those in the medical profession not 
immune, they may have easier access to prescription 
opiates as detailed in “Drug Abuse Among Doctors, 
Easy, Tempting and Not Uncommon.”

Here’s what medical office managers 
need to know
1. Your turn may be next
If the problem hasn’t yet hit you, it may soon. 
According to the Centers for Disease Control and 
Prevention, nearly two million Americans abuse 
prescription opioids. Physicians wrote enough 
opioid prescriptions in 2012 for every American 
adult to have their own bottle. According to 
Castlight Health’s research, one out of every three 
opioid prescriptions is being abused
2. Physicians are self-medicating
According to Dr. Lisa Merlo, researcher at the 
University of Florida’s Center for Addiction 
Research and Education, as quoted in Drug 
Abuse Among Doctors: Easy, Tempting, and Not 
Uncommon,  while “physicians are about as likely as 
the general public to abuse alcohol or illegal drugs, 
they’re more likely to misuse prescription drugs.” 
Merlo’s research, published in the Journal of 
Addiction Medicine, involved her interviewing 

fifty-five physicians monitored by the state 
physician health programs for alcohol and drug 
abuse problems. Sixty-nine percent or thirty-eight 
of those fifty-five doctors abused prescription drugs 
and most said they turned to drugs to relieve either 
stress or physical and emotional pain. 
Although physicians and those with professional 
access to prescription opiates aren’t unlike others 
who turn to prescription drugs to copy with 
pain or life struggles, they have greater access 
to prescriptions through prescribing privileges, 
professional contacts or proximity to hospital and 
clinic supplies. 
According to Hazelden’s Chief Medical Officer 
Dr. Marvin Seppala, this access can both foment 
and perpetuate addiction. “They’re often described 
as the best workers in the hospital,” says Seppala. 
“They’ll overwork to compensate for other ways 
in which they may be falling short, and to protect 
their supply. They’ll sign up for extra call and show 
up for rounds they don’t have to do. Physicians are 
intelligent and skilled at hiding their addictions.” 
3. The problem can show up in your best 
managers and employees
According to the Hazelden Betty Ford Foundation’s 
Patrick Krill, “The more professional stature you 
have, the less likely you are going to be forced into 
recovery, and the longer your addiction is likely to 
go on unchecked.” 
Ruby Shoes details the true story of corporate sales 
professional Michele Zumwalt who received a shot 
of the opioid Demerol for her headaches, and soon 
learned she’d get headaches if she didn’t get her 
shot. Said Zumwalt, “I didn’t know I was addicted, 
but I just knew that it was like you were going to 
ask me to live in a world without oxygen.” 
Zumwalt says her addiction went unnoticed. “I 
could show up at Xerox and put on a presentation, 
and I was high on Percodan.  …I mean, fully out of 
it. I don’t know how many I had taken, but so many 
that I don’t remember the presentation. And do you 
know that people didn’t know?”

(When an opioid crisis hits your medical practice  continued from page 1)



page 4 medical office manager / october 2017 / medicalofficemgr.com 

How to head off problems 

1. Educate your employees
Prescription drug abuse sneaks up on those who 
ordinarily would never think of abusing drugs. 
After all, doctors prescribe pain killers, and opioids 
soften the edges of post-surgery or injury pain, and 
to those battling chronic pain who seek to avoid 
surgical intervention.
According to Gregory DeLapp, chief executive of 
the Employee Assistance Professionals Association, 
fifty-five to eighty-five percent of employees out 
for seven or more days on work-related injuries 
receive at least one opioid prescription. 
Some employees use as few pain killers as possible. 
Others, battling more pain, or at-home boredom, 
take more than necessary.
Provide your employees suffering from workplace-
related or other injuries with education and 
counseling so they know the risks they face if 
they let themselves become used to opioids. 
For many, it’s an easy slide from using to using 
legally prescribed and necessary painkillers to 
inappropriately abusing opioids.
2. Educate your managers and supervisors
Managers and supervisors need to understand the 
potential signals of opioid abuse and learn what 
to say if they have concerns. While managers and 
supervisors cannot be expected to informally diagnose 
a problem, they need to know how refer the employee 
to alcohol and drug testing. A sample statement might 
be, “Because of what I am observing right now, I am 
concerned about you. Based on my observation, we 
need a professional to evaluate the situation.”
3. Offer help
Encourage employees to tell you if prescription 
painkillers have created a problem for them by 
making it clear you are willing to work with good 
employees who intend to kick the problem. 
It’s hard for colleagues who see their coworker as 
a friend to view them as a potential addict. So it’s 
important to give all employees the information 
that problems don’t get better on their own and ask 
that they confidentially tell their human resources 
officer or manager if they suspect another employee 
has a problem and needs help.  
4. Provide drug testing
Keep your workplace safe. If you suspect an 
employee has a problem, arrange for testing. 

Despite our country’s opioid epidemic, according 
to the testing firm Quest Diagnostics, only thirteen 
percent of the roughly 6.5 million workplace drug 
tests include screening for prescription painkillers. 
5. Implement a policy
To be able to fairly and effectively handle 
problems, your workplace needs a guiding policy 
more detailed than “please don’t use drugs or 
alcohol at work.” Your policy needs to outline the 
circumstances under which a manger might have 
“reasonable suspicion” concerning an employee’s 
potential drug abuse and the procedures to follow 
to have the employee tested.
If your company’s drug testing policy predates 
December 2016, it may contradict OSHA 
requirements. Effective December 1, 2016, OSHA’s 
new rule requires employers to drug test after a 
workplace accident only when the employer has 
a reasonable basis to believe that the incident was 
likely to have been caused by the employee’s 
impairment and the employer believes that the 
drug test may determine whether the employee was 
impaired at the time of the incident. “This doesn’t 
preclude an employer’s ability to test any employee 
involved in a workplace accident,” notes former 
attorney turned HR consultant Richard Birdsall.
You may also want to reconsider your company’s 
policy if it’s zero tolerance, as it may cost you 
employees you want to keep. You can instead make 
termination discretionary and require counseling 
for employees who fail drug tests. Your policy 
also needs to clarify the permitted use of necessary 
prescription drug use while working. 
6. Check the legalities
Finally, because an employee’s drug use or abuse 
may overlap into legal areas such as the Americans 
with Disabilities Act and HIPPA, consult your 
attorney when handling any particularly thorny 
problem. 
Lynne Curry, Ph.D., SPHR, author of Beating the Workplace 
Bully and Solutions and Regional Director of Training and 
Business Consulting for the Avitus Group, consults with 
medical clinics and hospitals to provide employee training, 
physicians’ retreats and to provide other  solutions for 
workplace challenges. Her company’s services include 
HR On-call (a-la-carte HR), investigations, mediation, 
management/employee training, executive coaching, 360/
employee reviews and organizational strategy services.  
You can reach Lynne @ LCurry@avitusgroup.com, via her 
workplace 911/411 blog, www.workplacecoachblog.com or @
lynnecurry10 on twitter..  

mailto:LCurry@avitusgroup.com
http://www.workplacecoachblog.com/


There are legal limits on how far you can go to 
discipline employees for using marijuana, especially in 
states where marijuana use is legal.
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COMPLIANCE QUIZ 
Which employees can you discipline for smoking pot at work?

SITUATION

Your practice is located in Colorado, Washington 
or another state where recreational and medical 
marijuana use is legal. But still you’re shocked to find 
three of your employees smoking pot at work. The 
employees recognize that they’ve been caught red-
handed but each offers up a different explanation:

 k Bud reveals that he’s addicted to marijuana;
 k Herb explains that he uses medical marijuana to 
treat his cancer-related pain; and

 k Mary Jane admits to being a recreational (rather 
than medical) user but can prove that she got 
the pot legally.

QUESTION

Which employee(s) can you fire for violating your 
practice’s zero tolerance workplace drug policy?

ANSWER

All three 

RULE

Use of marijuana in the workplace is grounds for 
discipline up to and including termination. 

EXPLANATION

There are legal limits on how far you can go 
to discipline employees for using marijuana, 
especially in states where marijuana use is legal. 
But none of these restrictions preclude employers 
from banning marijuana use at work and imposing 
discipline to enforce those policies. The best way 
to explain the rules is to go through each one of the 
employees in the scenario.
Bud, the Marijuana Addict
EEOC laws require employers to make 
accommodations for employees with disabilities. 
Addiction to drugs and alcohol is considered a 
disability under the law. But accommodations 
aren’t required if they’d impose undue 
hardship. And while the line between required 
accommodation and undue hardship is determined 
case-by-case, the clear consensus from court cases 
and EEOC guidelines is that permitting employees 
to use or be impaired while at work would create an 
unacceptable health and safety risk.

Herb, the Medical Marijuana User
The same disability analysis applies to Herb 
because cancer and most other illnesses, injuries 
and conditions for which marijuana is used as a 
medical treatment would constitute “disabilities” 
under the law. While tolerating medical 
marijuana use away from work may be a required 
accommodation (as long as the employee isn’t 
impaired while actually working), tolerating it at 
work would clearly be undue hardship.
Mary Jane, the Casual User of Legal Marijuana
Disability protections don’t apply to Mary Jane 
because she isn’t an addict and doesn’t smoke pot 
to treat a disability. She’s only a casual user. The 
fact that she obtained the marijuana legally won’t 
shield her from discipline for violating a zero 
tolerance policy banning drug use in the workplace.

PRACTICAL IMPACT

Using marijuana at work in violation of a clear 
HR policy is justifiable under neither disability 
discrimination nor marijuana legalization laws and 
thus subject to discipline up to termination.  
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CYBERSECURITY 
Cyberthreats demand your attention and a customized approach
The recently released BakerHostetler 2017 Data 
Security Incident Response Report highlights the 
critical need for senior executives in all industries 
to understand and be ready to tackle the legal and 
business risks associated with cyberthreats and 
to have enterprisewide tactics in place to address 
intrusions before they happen. 
At the same time, Dell just released the results of 
its Dell End-User Security Survey, which finds 
that not only are many employees likely to share 
confidential information, but that they are doing so 
without proper data security protocols in place or in 
mind.

The BakerHostetler report
The BakerHostetler report provides a broad range 
of lessons to help executives identify risks, appraise 
response metrics and apply company-specific risk 
mitigation strategies based on an analysis of more 
than 450 cyber incidents that BakerHostetler’s 
Privacy and Data Protection team handled last year. 
The firm’s experience shows that companies should 
be focused on the basics, such as education and 
awareness programs, data inventory efforts, risk 
assessments, and threat information sharing. 
Theodore Kobus, leader of the Privacy and Data 
Protection team, said, “Like other material risks 
companies face, cybersecurity readiness requires an 
enterprisewide approach tailored to the culture and 
industry of the company. There is no one-size-fits-
all approach.”

Why incidents occur
Phishing/hacking/malware incidents accounted 
for the plurality of incidents for the second year 
in a row, at 43 percent—a 12 percentage point 
jump from a year earlier. The only category for 
which phishing/hacking/malware was not the most 
common incident cause was finance and insurance, 
where employee action/mistake was the top reason. 
Ransomware attacks—where malware prevents 
or limits users from accessing their system until 
a ransom is paid—have increased by 500 percent 
from a year earlier, according to industry research. 
The BakerHostetler report details the typical 
ransomware scenario and the challenges that such 
incidents present. “Having a regularly scheduled 
system backup and a bitcoin wallet to pay a ransom 

will help with operational resiliency. Ransomware 
is not likely to go away, and incidents will probably 
increase over the short term, so companies should 
be prepared,” added Kobus. 
Included in the report is a checklist of actions 
companies can take to minimize their risk against 
these attacks and to respond promptly and 
thoroughly should a cyber breach occur. Topping 
the list is increasing awareness of cybersecurity 
issues through training and education. In addition, 
the report lists six other core steps most businesses 
should take to prepare for an incident and mitigate 
risk. 
Kobus continued, “It’s no longer a question of 
which industries are most at risk. All industries 
are faced with the task of managing dynamic 
data security risks. Even companies in the retail, 
restaurant and hospitality industries, while highly 
regulated, had the fourth-highest rate of data 
security incidents.”

A look at the numbers
Key statistics from BakerHostetler’s 2017 Data 
Security Incident Response Report include:
Incident causes: Phishing/hacking/malware 43%, 
employee action/mistake 32%, lost/stolen device or 
records 18%, other criminal acts 4%, internal theft 
3%.
Industries affected: Healthcare 35%, finance 
and insurance 16%, education 14%, retail/
restaurant/hospitality 13%, other 9%, business and 
professional services 8%, and government 5%.
Company size by revenue: Less than $100 million 
39%, between $100 million and $500 million 33%, 
$500 million to $1 billion 17%, and greater than $1 
billion 11%.
Most breaches discovered internally: 64% of 
breaches were internally discovered (and self-
reported) compared with 36% that were externally 
discovered. In 2015, only 52% of incidents were 
self-reported.
Incident response timeline: On average 61 
days from occurrence to discovery; eight days 
from discovery to containment; 40 days from 
engagement of forensics until investigation is 
complete; 41 days from discovery to notification.
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Notifications and lawsuits filed: In 257 incidents 
where notification to individuals was given, only 
nine lawsuits were filed. This is partially explained 
by companies being prepared to better manage 
incidents.
No notification required: 44% of incidents 
covered by the report required no notification to 
individuals—similar to 2015 results.
Average size of notification: Incidents in the 
retail/restaurant/hospitality industry had the 
highest average notification at 297,000, followed 
by government at 134,000 and healthcare at 
61,000. All other industries had less than 10,000 
notifications per incident.
Forensic investigation costs: The average 
total cost of forensic investigations in 2016 
was  $62,290, with the highest costs in excess of 
$750,000. 
Healthcare: The number of incidents rose last year, 
but the average size of the incidents decreased. Of 
the incidents analyzed by the BakerHostetler report, 
35% were in healthcare, yet the average size of the 
incident notification was 61,000—only the third 
highest of all industries surveyed. 
Triggering state breach notification laws: Just 
over half of cyber incidents last year (55%) were 
subject to state breach notification statutes—down 
slightly from the year prior. Of the incidents where 
notification was required, the highest percentages 
were those involving Social Security numbers 
(43%) and healthcare information (37%). Only 
12% of cases involved payment card data.
Active state attorneys general: AG’s made 
inquiries after notifications were made in 29% of 
incidents, although overall regulatory investigations 
and inquiries were down to 11% in 2016, from 24% 
in 2015, and litigation was down to 3% last year 
compared with 6% the prior year. 

Back to the basics
The first line of defense in protecting a practice’s 
data and reputation during a cybersecurity incident 
is to outfit your organization with baseline 
procedures and processes to reduce the practice’s 
risk profile. By focusing on key areas like employee 
awareness and education, practices can help 
prevent incidents while laying the groundwork for 
a successful response and reducing the likelihood 
events will be severe should they happen.

“Employees are often cited as a company’s greatest 
asset. In the cybersecurity arena, they can also 
be a liability. The report’s numbers reinforce the 
ongoing need to focus on effective employee 
awareness and training. They also show that a 
defense-in-depth approach is necessary, because 
even well-trained employees can make mistakes or 
be tricked,” said Kobus.

Employees and security breaches
According to the Dell End-User Security Survey, 
today’s workforce is caught between two 
imperatives: be productive and efficient on the job 
and maintain the security of company data. Like 
the BakerHostetler report, this survey also suggests 
that to address data security issues, companies 
must focus on educating employees and enforcing 
policies and procedures that secure data wherever 
they go—but without hindering productivity.

Employees likely to share confidential 
information
Dell’s survey found that among those who work 
with confidential information on a regular basis, 
there is a lack of understanding in the workplace 
on data security policies and how confidential data 
should be shared. This lack of clarity and confusion 
is not without merit; there are many circumstances 
under which it makes sense to share confidential 
information in order to push business initiatives 
forward. 
Three in four employees say they would share 
sensitive, confidential, or regulated company 
information under certain circumstances for a wide 
range of reasons including: 

 k Being directed to do so by management (43 
percent) 

 k Sharing with a person authorized to receive it 
(37 percent) 

 k Determining that the risk to their employer is 
very low and the potential benefit of sharing 
information is high (23 percent) 

 k Feeling it will help them do their job more 
effectively (22 percent) 

 k Feeling it will help the recipient do their job 
more effectively (13 percent)

Four in five employees in financial services (81 
percent) would share confidential information, and 
employees in education (75 percent), healthcare (68 



Related reading: 
 � www.medicalofficemgr.com/new-healthcare-cybersecurity-
report-exposes-risk-of-attacks-through-social-engineering

 � www.medicalofficemgr.com /stay-cyber-safe-with-some-
digital-spring-cleaning

 � www.medicalofficemgr.com /how-would-you-grade-your-
cybersecurity-program

Your subscription to this newsletter includes access to Medical 
Office Manager online. Click the links above in the digital version 
of this newsletter, or go to www.medicalofficemgr.com

page 8 medical office manager / october 2017 / medicalofficemgr.com 

percent) and federal government (68 percent) are 
also open to disclosing confidential or regulated 
data at alarmingly high rates.
Further, Dell’s survey finds that when employees 
handle confidential data, they often do so 
insecurely by accessing, sharing and storing the 
data in unsafe ways.
Twenty-four percent of respondents indicated 
they do so to get their job done and 18 percent 
say they did not know they were doing something 
unsafe. Only 3 percent of respondents said they 
had malicious intentions when conducting unsafe 
behaviors.
“When security becomes a case-by-case judgement 
call being made by the individual employee, there 
is no consistency or efficacy,” said Brett Hansen, 
vice president of Endpoint Data Security and 
Management at Dell. “These findings suggest 
employees need to be better educated about data 
security best practices, and companies must put 
procedures in place that focus first and foremost on 
securing data while maintaining productivity.”

Unsafe behaviors common in the 
workplace 
Forty-five percent of employees admit to engaging 
in unsafe behaviors throughout the work day. These 
behaviors include: 

 k connecting to public Wi-Fi to access 
confidential information (46 percent),

 k using personal email accounts for work (49 
percent), or

 k losing a company-issued device (17 percent) 
One in three employees (35 percent) says it is 
common to take corporate information with them 
when leaving an employer.
Employees also take on unnecessary risk when 
storing and sharing their work, with 56 percent 
using public cloud services such as Dropbox, 
Google Drive, iCloud and others to share or back-
up their work, and 45 percent of employees will 
use email to share confidential files with third-party 
vendors or consultants.

Employees want to protect data but 
don’t know how 
Dell’s survey findings also indicate that employees 
struggle with cybersecurity in the workplace. They 
do not want to see their employer suffer a data 

breach, but they feel security programs can limit 
their day-to-day activities and productivity.

 k Nearly two in three employees (65 percent) feel 
it is their responsibility to protect confidential 
information, including educating themselves 
on possible risks and behaving in a way that 
protects their employer. 

 k Thirty-six percent of employees feel very 
confident in their knowledge of how to protect 
sensitive information.

 k Twenty-one percent feel it is difficult to keep up 
with changing security guidelines and policies, 
and 22 percent say they are worried that 
someday they will do something by mistake and 
cause damage to their employer.

 k Nearly two in three (63 percent) employees 
are required to complete cybersecurity training 
on protecting sensitive data. However, of 
those who received cybersecurity training, 18 
percent still conducted unsafe behavior without 
realizing what they were doing was wrong, 
whereas 24 percent conducted unsafe behavior 
anyway in order to complete a task.

Conclusion 
Hansen notes that while every employer has 
different security needs, these surveys show how 
important it is that all employers understand the 
daily tasks and scenarios in which employees may 
share data in an unsafe way. Your data security 
solution needs to achieve the balance between 
protecting your data and enabling your employees 
to stay productive.
The full 2017 BakerHostetler Data Security 
Incident Response Report can be found here in the 
digital edition of Medical Office Manager.  
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http://www.medicalofficemgr.com /stay-cyber-safe-with-some-digital-spring-cleaning
http://www.medicalofficemgr.com /stay-cyber-safe-with-some-digital-spring-cleaning
http://www.medicalofficemgr.com /how-would-you-grade-your-cybersecurity-program
http://www.medicalofficemgr.com /how-would-you-grade-your-cybersecurity-program
http://www.medicalofficemgr.com
https://surveys.concep.com/s/90a990733f3329af882cb3e1a853066186adb9d2


Related reading: 
 � www.medicalofficemgr.com/patient-self-scheduling-offers-
advantages-for-busy-medical-practices

 � www.medicalofficemgr.com/separate-room-for-schedulers-
calms-front-office-chaos

 � www.medicalofficemgr.com/model-policy-patient-
scheduling-and-appointments

Your subscription to this newsletter includes access to Medical 
Office Manager online. Click the links above in the digital version 
of this newsletter, or go to www.medicalofficemgr.com

“With the addition of Google last week, Doctor.com 
can now offer healthcare providers near complete 
coverage of the most important consumer sites for 
online appointment booking. Collectively, our network of 
partners reaches tens of millions of people seeking care 
every month.”

— Andrei Zimiles, CEO, Doctor.com
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MANAGING THE OFFICE
Doctor.com launches first 
universal “web-wide” online 
scheduling solution for 
healthcare providers
Doctor.com, a customer experience platform 
purpose-built for the healthcare industry, has 
launched ScheduleSync™, the first universal web-
wide online scheduling solution for healthcare 
providers.
With ScheduleSync™, healthcare providers 
can enable powerful and highly customizable 
online scheduling on their own websites, blogs, 
and Facebook pages, as well as directly from 
their listings on nearly every major consumer 
health destination including Google, Bing, Yelp, 
Healthgrades, Vitals, Wellness.com, and more than 
20 others.
Going beyond just a “Make Appointment” link on 
a page, ScheduleSync™ integrates natively into 
partners’ sites and mobile apps to provide a rich 
and consistent online booking experience that’s 
designed to convert prospects into patients.
On the back-end, ScheduleSync™ also integrates 
with the most common electronic health record 
(EHR) and practice management systems, making 
it easy for providers to expose open slots in their 
calendars and fill unused appointment inventory. 
Providers also get access to a dashboard and 
comprehensive reports to help them understand 
how various online channels perform.
Patients benefit from centralizing their personal 
details in a single Doctor.com account that 
effectively gives them a “single sign-on” for 
appointment booking across the consumer health 
ecosystem, reducing redundant data entry and 
streamlining check-in when they arrive.
“With the addition of Google last week, Doctor.
com can now offer healthcare providers near 
complete coverage of the most important consumer 
sites for online appointment booking. Collectively, 
our network of partners reaches tens of millions 
of people seeking care every month,” said Andrei 
Zimiles, CEO of Doctor.com “The trend towards 
online scheduling is accelerating at a rapid pace. 
It’s being driven by the undeniable convenience of 
24/7 appointment booking and an increasingly tech-
savvy healthcare consumer. Today, Doctor.com has 

the only universal solution that connects patients 
with providers at this critical last mile in their care-
seeking journey, improving the experience for all 
involved.”
According to a recent study by Accenture 64% 
of patients will use digital tools to make medical 
appointments by the end of 2019. Savvy healthcare 
providers, from private practices to large health 
systems have recognized the opportunity presented 
by this fundamental shift in how patients access 
care. 
“We have been using Doctor.com in our practice 
for over a year, and are delighted with how it has 
helped our practice grow,” said Scott Kwiker, co-
owner of a Massachusetts-based plastic surgery 
practice. “Interacting with potential new clients 
online in a way that’s convenient for them is 
an important part of our practice. We are really 
excited about Doctor.com’s new universal online 
scheduling solution. Patients are already going to 
these sites to research potential medical providers. 
Allowing them the convenience of booking an 
appointment with us directly through our online 
profiles is huge. It will both make life easier for 
patients, and help our practice grow.”  

http://www.medicalofficemgr.com/patient-self-scheduling-offers-advantages-for-busy-medical-practices
http://www.medicalofficemgr.com/patient-self-scheduling-offers-advantages-for-busy-medical-practices
http://www.medicalofficemgr.com/separate-room-for-schedulers-calms-front-office-chaos
http://www.medicalofficemgr.com/separate-room-for-schedulers-calms-front-office-chaos
http://www.medicalofficemgr.com/model-policy-patient-scheduling-and-appointments
http://www.medicalofficemgr.com/model-policy-patient-scheduling-and-appointments
http://www.medicalofficemgr.com
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PATIENT EXPERIENCE
In the News: Alliance helps member physicians collect patient 
reviews and manage online reputation
Physicians belonging to Collier County Medical 
Society (CCMS) in Florida now have help boosting 
their online reputation and gaining insight into 
their practices from patient reviews about their 
experiences, thanks to a new strategic alliance with 
Testimonial Tree.
For a discounted price, member physicians will 
have access to Testimonial Tree’s reputation 
management services, which helps locals, tourists, 
and visitors more easily find a physician to meet 
their needs. The review tool allows patients to post 
about their experiences with member physicians, 
allowing other patients visibility into practices 
and to educate doctors on areas of concern in their 
practice.
According to Dr. Catherine Kowal, president 
of the professional organization of physicians, 
“Testimonial Tree will benefit our CCMS members 
by helping our partner physicians learn from 
patient feedback gathered from ratings, reviews 

and survey tools. Feedback allows our members to 
better understand patient experience, address areas 
of concern, and manage their online reputation 
to ensure they’re meeting patient needs and 
expectations.”
Testimonial Tree CEO Jason Dolle believes that 
the alliance will help member physicians embrace 
the informative power of curated patient reviews. 
“We anticipate enrichment of patient experience 
with CCMS member physicians via access to 
informative testimonials.” 
Most physicians are required in 2017 to submit 
Merit-based Incentive Payment System (MIPS) 
data, or they will be penalized in 2019. “Obtaining 
feedback and follow-up on the patient’s experience 
is one of the first steps in improving a physician’s 
online reputation,” says Dolle. “In addition, this 
same collected data also can be used to improve the 
physician’s MIPS score, which makes this alliance 
so timely.”  

MANAGING STAFF
Most outrageous employee 
excuses for being late
Are any of your staff members chronically late 
for work? If so, they’re not alone. According to a 
CareerBuilder survey, when asked how often they 
come in late to work, more than 1 in 4 workers (29 
percent) admitted they do it at least once a month 
and 16 percent say it’s a weekly occurrence for them.

Most Outrageous Excuses 
for Being Late to Work
Most of the time when people are late, the excuses are 
pretty common. In general, the usual suspects are to 
blame: traffic (49 percent), oversleeping (32 percent), 
bad weather (26 percent), too tired to get out of bed 
(25 percent) and procrastination (17 percent).
But other times, the story gets stranger—which can 
make it harder to believe. When asked about the 
most outrageous excuses employees have given 
them for being late, employers shared the following:

 k I forgot it wasn’t the weekend. 

 k I put petroleum jelly in my eyes. 
 k I had to watch a soccer game that was being 
played in Europe. 

 k I thought Flag Day was a legal holiday. 
 k My pet turtle needed to visit the exotic animal 
clinic. 

 k The wind blew the deck off my house. 
 k I overslept because my kids changed all the 
clocks in the house. 

 k I was cornered by a moose. 
 k My mother locked me in the closet. 
 k The pizza I ordered was late being delivered, 
and I had to be home to accept/pay for it. 

 k The sunrise was so beautiful that I had to stop 
and take it in. 

 k My mother-in-law wouldn’t stop talking. 
 k My dad offered to make me a grilled cheese 
sandwich, and I couldn’t say no.

Share your stories: What’s the strangest excuse an 
employee has given you for being late? Send me a 
note to catherine@plainlanguagemedia.com.  

mailto:catherine@plainlanguagemedia.com
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Your subscription to this newsletter includes access to Medical 
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of this newsletter, or go to www.medicalofficemgr.com
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Because I engaged them and asked them to help me 
solve the problem, it was much easier to solve the 
staffing issue than if I had simply dictated a new 
schedule to everyone. Our new schedule is on the 
books and everybody is happy with what they’ve 
got. Better for patients, better for providers, and 
better for staff.

Improving patient flow with 
one simple gadget
Having an efficient patient flow is, of course, 
good for your patients and good for your practice. 
However, despite all your efforts, sometimes a 
good flow is derailed during transitions from one 
stage of a patient’s visit to the next, negatively 
affecting both the patient’s experience and your 
practice’s productivity. 
Fortunately, not every problem needs an expensive 
solution, as seen in this great tip shared by Dianne 
McKinnon, office manager of Eastman & Vempati 
in Chesterfield, MI.
We had an issue with our medical assistants not 
knowing when a patient was ready for a lab test 
or immunizations after the provider had seen the 
patient.
We now have a chart holder to put the router into 
that has a portable doorbell button next to it. When 
the provider is ready for the patient to have labs, 

immunizations, etc., they put the router/clipboard in 
the holder and they ring the doorbell.
The doorbell is loud enough for all the medical 
assistants, no matter where they are in the office, to 
hear it. The person who is responsible for working 
the lab then knows they have a chart to attend to.
This has been a huge help in expediting labs and 
immunizations for our patients.

Tested Ways to “Ease the Squeeze” 
on Practice Revenue and Cash Flow 
to Achieve Increased Profitability 
and Improved Service to Patients.
Join us on November 16, and you’ll 
discover the specific steps you can take 
to immediately improve revenue cycle 
performance, cut costs, and improve the 
cash flow of your medical practice.

WEBINAr ANNouNCEMENt

To register, go to www.medicalofficemgr.com or call 1-888-729-2315

How to Improve the Revenue Cycle Efficiency of Your Medical Practice

When: Wednesday November 16, 
1:00 p.m. EST (10 a.m. PST) 

Duration: 60 minutes

Presenters: Andrew Davis and Kevin 
Don, Managers, ECG 

Price: $0 for Premium Members,
$197 for Limited Access MembersKevin Don 

Manager, ECG

(Reader Tips  continued from page 2)

Medical Office Manager wants to send you 
$100. Tell us how you solved a problem, 

implemented a successful program – or share 
any idea we can use in our Reader Tips column 
and we’ll send you $100. Contact catherine@

plainlanguagemedia.com 

Andrew Davis 
Manager, ECG
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Communication is paramount when trying to raise 
the level of understanding of why the change is 
taking place. Employees should be told why the 
change is taking place, what the change will mean 
for them, when the change will be happening, how 
the change will be carried out, what support will 
be available to help them adjust to the change, and 
what will be expected of employees as a result of 
the change. 
Over-communicate your goals, direction, and 
expectations. It’s not enough to send out an email 
addressing those points. Communication should 
be regular and should continue over an extended 
period of time.

Mistake #2: Dismissing staff’s concerns 
and not encouraging their input
Make change a part of your business and an 
expectation among staff and providers. Many 
members of your practice are innovative and eager 
to contribute their insights and suggestions for 
improvement. Treat them as a natural part of the 
process and address resistance by asking for input. 
Work with all staff to measure “real” vs. “perceived” 
disruption. The path of rolling out change is 
immeasurably smoother if these people are tapped 
early for input on issues that will affect their jobs. 
The goal is to quickly get employees through 
the denial and resistance stages and on to the 
commitment phase where you get the buy-in from 
staff.

Mistake #3: Demanding staff’s 
compliance instead of requesting 
commitment
Work on developing commitment from the staff 
and avoid demanding compliance. People respond 
to calls to action that engage their hearts as well as 
their minds, making them feel as if they’re part of 
something consequential, so make the rational and 
emotional case for change together. 
Your staff’s full-hearted engagement can smooth 
the way for complex change initiatives, whereas 
their resistance will make implementation an 
ongoing challenge. Address any reservations and 
give some consideration to possibly rewarding 
initiative. You must either build commitment or 
prepare for the consequences.

Conclusion
Medical practices must constantly change in order to 
survive in today’s competitive healthcare arena. Practices 
should never settle for something that is considered 
completed; all things can improve with change. 
Managing change in an already busy practice 
environment, however, can be challenging and you 
may want to consider bringing someone in to help 
structure the rollout of a project and guide you 
through key change initiative milestones. When 
employees who have endured real upheaval and put 
in significant extra hours for an initiative that was 
announced with great fanfare see it simply fizzle 
out, cynicism sets in.
Nick Hernandez, MBA, FACHE is the CEO and founder 
of ABISA, LLC, a consultancy specializing in healthcare 
strategic growth initiatives. He is a speaker, trainer, and 
author who has over 20 years of leadership and operations 
experience. The company’s client list includes physician 
groups, hospital systems, healthcare IT organizations, venture 
capitalists, private equity investment groups, and hedge funds. 
He can be reached at nhernandez@abisallc.com or you can 
follow him on Twitter: @ABISALLC.  

(3 mistakes that cause medical practice change initiatives to fail 
  continued from page 1)
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