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CYBERSECURITY

Stay cyber safe with some digital 
spring cleaning
The National Cyber Security Alliance (NCSA) and Better Business 
Bureau (BBB) are encouraging consumers to get their online lives in 
good order by conducting a thorough cleanse of their cyber clutter 
and make “digital spring cleaning” an annual ritual to help protect 
valuable personal data. A NCSA survey found that preventing 
identity theft is a top safety concern for Americans, but there are 
several easy steps that everyone should do that will go a long way in 
tidying up digital disorder.
“Chances are that over the years you’ve accumulated lots of digital 
clutter that can impact your cybersecurity posture. It’s critical to 
remember that just as you shred sensitive paper documents before 
discarding, you should properly destroy important electronic data,” 

™

STAFF TRAINING

Develop a habit of training your 
staff and create a corporate culture 
of excellence
“Excellence is an art won by training and habituation,” said Aristotle. 
“We are what we repeatedly do. Excellence, then, is not an act but a 
habit.”
If excellence is a habit you’d like to instill in your staff, then you need 
to train them properly and make a habit, too, of training and retraining.

Why invest in training employees?
There are many reasons there’s an ongoing need for training in medical 
offices, such as the growing use of technology, as well as regulatory 
and legislative changes.
Your staff members need to learn many new skills so they can be 
proficient at their jobs. By providing proper training and committing to 
a culture of learning, you’re setting the stage for your people to succeed. 
This makes your practice a productive and desirable place to work. 

(continues on page 3)

(continues on page 8)

http://www.MedicalOfficeMgr.com
https://staysafeonline.org/stay-safe-online/resources/research-findings-keeping-up-with-generation-app-ncsa-parent-teen-online-safety-study
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medical office manager TM HEALTH CARE REFORM

Accountable Health Communities 
Model names 32 local ‘hubs’ linking 
clinical and community services
Last year, the Centers for Medicare & Medicaid Services 
(CMS) released a Funding Opportunity Announcement (FOA) 
for applications for the Center for Medicare and Medicaid 
Innovation’s (Innovation Center) Accountable Health 
Communities (AHC) model. Over a five-year period, CMS will 
implement and test the three-track AHC model to support local 
communities in addressing the health-related social needs of 
Medicare and Medicaid beneficiaries by bridging the gap between 
clinical and community service providers. Social needs include 
housing instability, food insecurity, utility needs, interpersonal 
violence, and transportation.
Now the CMS has announced the participants for two of the 
tracks, the Assistance and Alignment Tracks, of the AHC model. 
By addressing critical drivers of poor health and high health 
care costs, the model aims to reduce avoidable health care 
utilization, impact the cost of health care, and improve health 
and quality of care for Medicare and Medicaid beneficiaries. The 
organizations in the AHC Assistance Track will provide person-
centered community service navigation services to assist high-risk 
beneficiaries with accessing needed services. The organizations 
in the AHC Alignment Track will also provide community service 
navigation services, as well as encourage community-level partner 
alignment to ensure that needed services and supports are available 
and responsive to beneficiaries’ needs.
“We know that innovation at the state and community level is 
essential to improve health outcomes and lower costs. In this 
model, we will support community-based innovation to deliver 
local solutions that address a broader array of health-related needs 
of people across the country,” said Dr. Patrick Conway, CMS 
Deputy Administrator for Innovation & Quality. “As a practicing 
pediatrician, I know the power of a model like this to help address 
the health and social support needs of beneficiaries, and their 
families and caregivers.”
CMS received applications for the Assistance and Alignment 
Tracks from a variety of organizations across the country. After a 
review process, 12 Assistance Track and 20 Alignment Track bridge 
organizations representing rural and urban communities across 193 
counties in 23 states were chosen to participate in the model. The 
32 bridge organizations in the AHC model are diverse—varying in 
type (e.g., county governments, hospitals, universities, and health 
departments), size, location, and beneficiary demographics.
As two examples of how AHC bridge organizations will operate:
In the AHC Assistance Track, Community Health Network 
Foundation in Indianapolis will partner with the Eastside 

(continues on Page 4)
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said Michael Kaiser, NCSA’s executive director. 
“By following a few easy-to-use digital spring 
cleaning tips, you can be significantly safer and 
more secure online. In addition, you will have a 
renewed peace of mind that you are helping to 
protect yourself, your family, and the community 
at large. NCSA and BBB want everyone to enjoy 
the internet’s extraordinary benefits with increased 
confidence.” 
“Just as we urge people to safely shred old paper 
records, BBB is also urging consumers and 
businesses to make sure that electronic files are 
properly disposed of when no longer needed,” 
said Bill Fanelli, chief information officer with 
the Council of Better Business Bureaus. “Old hard 
drives, data sticks, cell phones, tablets—anything 
that contains sensitive data should securely 
destroyed. Digital spring cleaning also means 
deleting old files, updating passwords, and taking 
other steps to make sure your private information 
stays private.” Many BBBs are hosting Secure Your 
ID Day shredding events in April.

9 ways to refresh your online life
Refreshing your online life is a relatively simple 
process. NCSA has identified our top, trouble-free 
tips that everyone should follow this spring. 
1. Keep a clean machine: Ensure all software 

on internet-connected devices—including 
PCs, smartphones and tablets—is up to date to 
reduce risk of infection from malware. 

2. Lock down your login: Your usernames 
and passwords are not enough to protect key 
accounts like email, banking, and social media. 
Begin your spring cleaning by fortifying your 
online accounts and enabling the strongest 
authentication tools available, such as 
biometrics, security keys or a unique one-time 
code through an app on your mobile device. 

3. Declutter your mobile life: Most of us have 
apps we no longer use and some that need 
updating. Delete unused apps and keep others 
current, including the operating system on your 
mobile device. An added benefit of deleting 
unused apps is more storage space and longer 
battery life. Actively manage your location 
services, Bluetooth, microphone, and camera—
making sure apps use them appropriately. 

4. Do a digital file purge: Perform a good, 
thorough review of your online files. Tend 
to your digital records, PCs, phones, and any 
device with storage just as you do for paper 
files. Get started by doing the following: 
a. Clean up your email: Save only those 

emails you really need and unsubscribe to 
email you no longer need/want to receive. 

b. Back it up: Copy important data to a secure 
cloud site or another computer or drive 
where it can be safely stored. Password-
protect backup drives. Make sure to back up 
your files before getting rid of a device, too. 

5. Own your online presence: Review the 
privacy and security settings on websites you 
use to be sure that they remain set to your 
comfort level for sharing. It’s okay to limit how 
and with whom you share information. 

6. Know what devices to digitally “shred”: 
Computers and mobile phones aren’t the 
only devices that capture and store sensitive, 
personal data. External hard drives and 
USBs, tape drives, embedded flash memory, 
wearables, networking equipment, and office 
tools like copiers, printers, and fax machines all 
contain valuable, personal information. 

7. Clear out stockpiles: If you have a stash of old 
hard drives or other devices—even if they’re 
in a locked storage area—information still 
exists and could be stolen. Don’t wait: wipe 
and/or destroy unneeded hard drives as soon as 
possible. 

8. Empty your trash or recycle bin on all 
devices and be certain to wipe and overwrite: 
Simply deleting and emptying the trash isn’t 
enough to completely get rid of a file. You must 
permanently delete old files. Use a program that 
deletes the data, “wipes” it from your device 
and then overwrites it by putting random data in 
place of your information—that then cannot be 
retrieved. 
Various overwriting and wiping tools are 
available for electronic devices. For devices like 
tape drives, remove any identifying information 
that may be written on labels before disposal, 
and use embedded flash memory or networking 
or office equipment to perform a full factory 
reset and verify that no potentially sensitive 
information still exists on the device.

(Stay cyber safe with some digital spring cleaning  continued from page 1)



Events and Resources  
Want to learn more about digital spring cleaning?

 k NCSA—Here’s a handy list of digital spring cleaning tips: https://
staysafeonline.org/stay-safe-online/resources/do-a-digital-spring-cleaning-
and-clear-out-cyber-clutter 

 k NCSA—Help others get their houses in order by hanging posters around the 
office: staysafeonline.org/stop-think-connect/posters

 k NCSA—Check your privacy settings: staysafeonline.org/data-privacy-day/
check-your-privacy-settings

 k NCSA—Keep a clean machine! Use these free security checkups to learn 
how: staysafeonline.org/stay-safe-online/free-security-check-ups

 k BBB—Check out bbb.org/secure-your-id-day for more information on 
shredding events and tips on what to save and for how long. Businesses 
should check out bbb.org/cybersecurity for “5 Steps to Better Business 
Cybersecurity.” 

 k U.S. Department of Homeland Security (DHS)—The Protecting Your 
Digital Home Tip Card: Many of the items in our homes—our thermostats, 
coffee machines and music speakers—are now connected to the internet 
and store sensitive, personal information. As you go through and clean your 
house this spring, take note in each room which devices or appliances are 
connected to the internet. In this tip card, DHS provides five simple steps you 
can take today to secure your digital home and devices to protect you and 
your family from online threats.  
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9. Decide what to do with the 
device: Once the device is clean, 
you can sell it, trade it in, give 
it away, recycle it, or have it 
destroyed. Note the following: 
a. Failed drives still contain 

data: On failed drives, wiping 
often fails, too; shredding/
destruction is the practical 
disposal approach for failed 
drives. Avoid returning these 
drives to the manufacturer; 
you can purchase support that 
allows you to keep it—and then 
destroy it. 

b. To be “shredded,” a hard 
drive must be chipped into 
small pieces: Using a hammer 
to hit a drive only slows down 
a determined cybercriminal; 
instead, use a trusted shredding 
company to dispose of your old 
hard drives. Device shredding 
can often be the most time- 
and cost-effective option for 
disposing of a large number 
of drives.

Redevelopment Committee, an organization 
representing 50 businesses and community-
based organizations focused on improving health 
through high-quality support services, educational 
programs, and workforce development. Together, 
they will serve residents of East Indianapolis, 
a community where 40% of the population 
received Indiana Medicaid services in 2015 and 
an emergency room utilization rate above the 
national average. Through their participation in the 
AHC Assistance Track, they hope to reduce health 
care costs for high-risk beneficiaries who receive 
navigation services.
In the AHC Alignment Track, the Oregon Health 
& Science University (OHSU) will seek to reduce 
health care utilization and cost to beneficiaries 
across nine rural counties in Oregon by working 
with over 50 clinical sites, community service 
providers, and local health departments. In Oregon, 
the AHC model is targeting over 300,000 Medicare 
and Medicaid beneficiaries. OHSU will coordinate 

the model activities through the Oregon Rural 
Practice-based Research Network, a statewide 
network of primary care clinicians, community 
partners, and academicians dedicated to studying 
the delivery of health care to rural residents and to 
reducing rural health disparities.
The Assistance and Alignment Tracks of the 
Accountable Health Communities Model is to begin 
on May 1, 2017 with a five-year performance period. 
For more information and to view a list of 
the Assistance and Alignment Tracks bridge 
organizations in the Accountable Health 
Communities Model, visit: https://innovation.cms.
gov/initiatives/ahcm.
The Accountable Health Communities Model is 
authorized under Section 1115A of the Social Security 
Act, which established the Innovation Center to test 
innovative payment and service delivery models to 
reduce Medicare, Medicaid, and Children’s Health 
Insurance Program expenditures while maintaining 
or enhancing the quality of beneficiaries’ care.  

(Accountable Health Communities Model, continued from page 2)

https://staysafeonline.org/stay-safe-online/resources/do-a-digital-spring-cleaning-and-clear-out-cyber-clutter
https://staysafeonline.org/stay-safe-online/resources/do-a-digital-spring-cleaning-and-clear-out-cyber-clutter
https://staysafeonline.org/stay-safe-online/resources/do-a-digital-spring-cleaning-and-clear-out-cyber-clutter
https://staysafeonline.org/stop-think-connect/posters/
https://staysafeonline.org/data-privacy-day/check-your-privacy-settings/
https://staysafeonline.org/data-privacy-day/check-your-privacy-settings/
https://staysafeonline.org/stay-safe-online/free-security-check-ups/
http://www.bbb.org/secure-your-id-day
http://www.bbb.org/cybersecurity
https://www.dhs.gov/sites/default/files/publications/Week4TipCard - 508 compliant_0.pdf
https://www.dhs.gov/sites/default/files/publications/Week4TipCard - 508 compliant_0.pdf
https://innovation.cms.gov/initiatives/ahcm
https://innovation.cms.gov/initiatives/ahcm


The problem is that the payers now have enough 
experience with the population covered by the ACA 
exchanges to realize that it will never be profitable. 
The population is just too severe, and they haven’t 
been able to attract enough young healthy people to 
offset the risk.

Editor’s Picks: 
 � www.medicalofficemgr.com//answering-your-questions-
about-macra/

 � www.medicalofficemgr.com//ready-set-hipaa-enforcement-
2017-is-going-to-be-a-year-to-remember/

 � www.medicalofficemgr.com//4-steps-to-preventing-
medical-claim-denials
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WATCH FOR ACA CHANGES 
Repeal and Replace has 
failed—now what?
By Ron Howrigon
It’s no secret that the health care environment is 
changing on a daily basis. As it stands today, it 
appears highly unlikely that the Republicans will 
be able to make good on their promise to repeal 
and replace the Affordable Care Act. This means 
Obamacare (or some form of it) will continue to be 
the law of the land. Many physicians and medical 
practices are left wondering how all of this will 
impact them.
It’s important to understand that changes can still 
be made to Obamacare through administrative 
order from the Secretary of Health and Human 
Services, Dr. Tom Price. He will probably make 
some changes to the current structure of the ACA, 
but nothing that will look like repeal and replace. 
Knowing this, it is important for physician practices 
to look ahead to 2018 and the changes that are 
likely to take place to determine the impact on their 
practices.
The biggest change starting in 2018 will be the 
demise of the health care exchange market. The 
major national payers, Aetna, United, Cigna 
and Humana, have either already pulled out of 
the exchanges or will do so in the near future. 
Anthem has already made suggestions that it is 
leaning toward exiting most—if not all—of the 
exchange markets they are currently involved with. 
I would also expect that most—if not all—of the 
independent Blue Cross and Blue Shield plans 
will make similar announcements over the next 
few weeks. What we are seeing is the corporate 
equivalent of a run on the bank where no one wants 
to be the only one left without an exit strategy. 
The problem is that the payers now have enough 
experience with the population covered by the ACA 
exchanges to realize that it will never be profitable. 
The population is just too severe, and they haven’t 
been able to attract enough young healthy people to 
offset the risk. When the payers exit the exchanges, 
it will leave a significant number of Americans 
without any option to purchase insurance under the 
ACA subsidies. As a result, we are likely to see a 
significant increase in the uninsured population. If 
something isn’t done to stop it, we could get back to 
pre-ACA uninsured levels within a couple of years. 

The other thing that is likely to happen is a shift 
toward more patient responsibility through high 
deductible and catastrophic coverage plans. 
Medical practices and hospitals need to make 
sure they are checking benefits prior to rendering 
service and that their revenue cycle management is 
as tight as possible. If a medical practice has signed 
an exchange-based contract with any payers, those 
contracts may become a moot point if that payer 
drops out of the exchanges.
The long-term prognosis is much more troubling. 
Health care has been inflating faster than general 
inflation for over 60 years. It has increased from 
being just 5% of the U.S. economy to over 17%. 
That trend cannot continue because if it does, I 
will see health care consume over 50% of the U.S. 
economy in my lifetime. Economists agree that the 
entire U.S. economy will fail long before health 
care reaches those levels.
The bottom line is that we still have a health care 
system with unsustainable costs. Think of it like 
being on an airplane that is losing altitude. Neither 
the ACA nor the failed attempt at repeal and replace 
has changed our rate of descent. The ground is 
coming quickly, and if we don’t pull up soon, we 
are not likely to survive the crash.
Ron Howrigon is president of Fulcrum Strategies, a 
healthcare-consulting firm that represents medical practices 
across the U.S. in their dealings with managed care 
companies. Ron is the author of the recently published book 
“Flatlining: How Healthcare Could Kill the U.S. Economy.” 
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EMPOWER TOP BRAIN FUNCTION
What we’re overlooking when 
it comes to time management
By Brady Wilson 
Many times, I’ve seen business leaders send 
their employees off to time management courses 
in the hopes that the training will help increase 
engagement and productivity.
Many times, I’ve seen those same leaders show 
bewilderment when the training doesn’t seem 
to have any impact—or worse yet, results in 
employees being less engaged and less productive.

Why is this happening?
Traditionally, organizations have believed that, to 
create higher-performing workplaces, employees 
must:

 k Be more committed and dedicated to the cause;
 k Stay later and come in earlier; and
 k Make more of an effort—that is, “try harder” 
(such as by learning new skills).

In other words, organizations seem to think that 
sheer determination is the key to helping employees 
perform their absolute best.
Now, I’m not going to lie: Time management 
courses can be helpful.
But when a person is depleted of energy, all the 
skills and know-how in the world won’t help them, 
especially when it comes to managing their time.
That’s because wherever you see high performance, 
you will see the efficient management of energy.
It’s time that business leaders start looking at time 
management differently—through the lens of brain 
science.

Understanding the executive function
First, a little science lesson.
The brain is, inarguably, a very powerful organ. It 
controls how we think, feel, behave, and perceive 
and understand the world around us.
Moreover, within the brain lies a remarkable central 
processing unit called the “executive function” 
(EF). Capable of astonishing levels of value 
creation, the EF enables us to:

 k Process: analyze, predict outcomes, and 
problem-solve

 k Focus: memorize, pay attention, and verbalize
 k Self-regulate: maintain impulse control, self-
monitor, and cognitively flex

 k Initiate: prioritize, plan, and decide
But wait, there’s more! The EF also helps us:

 k Think strategically: addressing systemic issues, 
uncovering root causes, and predicting the 
downstream implications of decisions and 
actions

 k Collaborate broadly: influencing and aligning 
stakeholders across the organization

 k Communicate clearly: providing context, 
making meaning, harmonizing competing 
priorities, and resolving conflict

 k Execute decisively: drawing out the best 
information possible, making a call, and closing 
the loops to ensure complete follow-through 
has been achieved

Directly or indirectly, every one of the above 
capabilities is related to our ability to 1) manage 
time and 2) be productive.
In other words, the executive function is absolutely 
critical to how we manage our time.

Gas guzzler
Science shows that the brain is also one of the 
most fuel-hungry organs in the human body—
which makes sense, given that it houses the very 
important EF.
The body’s use of fuel is judicious. It considers 
safety a necessity, and self-actualization a luxury. 
As such, when the body’s energy tank runs low, the 
brain prioritizes the use of fuel: giving first dibs 
to things like autonomic responses (blinking and 
breathing), immune and digestive systems, balance 
and locomotion, and flight/fight safety features.
When we are low on energy, our base-level 
thinking continues to function. However, the mind’s 
“power tools” fail to operate: those tools that 
enable us to think strategically, collaborate broadly, 
communicate clearly, and execute decisively.
In other words: when we are depleted and our 
brains aren’t well-fueled, we lose the ability to 
properly manage our time.

How this shows up at work
Here are a couple real-life situations I’ve seen 
throughout my career, which further demonstrate 
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how essential the executive function is to time 
management.
On an individual level: A manager or employee 
is driving to work, thinking “I need to have 
that tough conversation with Ellen.” However, 
resolving conflict requires the ability to pay close 
attention, maintain impulse control, and come 
up with solutions—all enabled by the executive 
function. If that person already feels run down 
and low on energy, they may put the task off until 
the next day—even indefinitely. By the time they 
get to work, they may still be determined to be 
productive; but determination just won’t cut it. 
Depleted, they may check their email, watch a 
YouTube video, organize their office, or drop in 
on a colleague—anything but one of those value-
adding activities that requires so much of one’s 
energy.
On an organizational level: Knowledge workers 
without well-fueled brains are unable to think 
innovatively about how to get to root causes and 
fix systemic issues. Lacking energy, they may 
allow unaddressed concerns to fester and simmer; 
or resort to quick fixes, workarounds, and reactive 
firefighting that only provide Band-Aid solutions. 
This can lead to ongoing depletion into the system, 
eventually requiring multiples of additional 
energy, time and mind-space from everyone in the 
organization.

How to energize the executive function
Here are three ways organizations can help 
reinvigorate the executive function, and make time 
management easier for their employees. 
1. Minimize distractions
Like any technology, the brain itself has a limited 
amount of “RAM”—and will become bogged 
down if too many “applications” are open at the 
same time. As a result, when people’s focus is 
continuously split between multiple responsibilities, 
the impact is intense mental exhaustion.
Minimizing distractions that interrupt employees in 
the middle of “flow” can make a positive difference 
in employee performance. If minimizing the 
number of employee tasks is impossible, consider 
holding fewer meetings—or at the very least, 
holding fewer impromptu meetings.
2. Combat negative thinking
The emotional part of the brain is much more 
powerful than the rational part. In fact, the brain 

will not allot us the resources to do something 
unless we are convinced it is possible. As a 
result, when people feel negative, this depletes 
their energy and makes them significantly less 
productive. But according to science, it is not 
our capability but our belief in our capability that 
makes us effective.
The good news is that negative thinking and 
unhelpful beliefs can be overcome by strengthening 
the anterior cingulate (the “clutching mechanism”) 
between the emotional and rational parts of the 
brain. Leaders can pave the way toward more 
positive thinking by encouraging employees to 
meditate regularly.
3. Make meaningful connections
Science shows that when you have meaningful, 
face-to-face conversations that demonstrate 
value, respect and care, this releases three high-
performance hormones in the brain: dopamine 
(which enhances pleasure, cuts pain, and increases 
creativity), oxytocin (which increases bonding and 
trust, and decreases stress), and serotonin (which 
reduces fear, tension and worry).
Even within just two minutes of talking, 
conversation can stimulate the executive function—
forming a feel-good energy cocktail of connection, 
calm, concentration, creativity and curiosity. 
Quality conversation requires being present in 
the moment, so business leaders must ensure they 
focus closely on the person they are speaking to, 
show genuine curiosity, and not appear distracted 
by other things or thoughts.

Conclusion
It’s time to look at time management differently
Without energy, the ability to manage one’s time is 
simply not possible.
But by understanding and honoring how the human 
brain works, business leaders have an opportunity 
to better equip employees toward being more 
productive, and create organizations that make the 
most efficient use of time.
Brady Wilson is co-founder of Juice Inc., a corporate training 
company that services organizations from Toronto to Los 
Angeles. Also a speaker, trainer and author, Brady recently 
released his latest book, Beyond Engagement: A Brain-Based 
Approach That Blends the Engagement Managers Want with 
the Energy Employees Need. Follow Brady on Twitter (@
BradyJuiceInc), visit his website, www.bradywilson.com or 
receive a free downloadable copy of his book by visiting, 
www.juiceinc.com/promo.  

http://tcismith.pr-optout.com/Tracking.aspx?Data=HHL%3d805382-%3eLCE58451%40%26SDG%3c90%3a.&RE=MC&RI=5054519&Preview=False&DistributionActionID=33497&Action=Follow+Link
http://tcismith.pr-optout.com/Tracking.aspx?Data=HHL%3d805382-%3eLCE58451%40%26SDG%3c90%3a.&RE=MC&RI=5054519&Preview=False&DistributionActionID=33496&Action=Follow+Link


So how do you determine where training is needed 
and how much to provide? There are many different 
approaches to making this assessment.
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Developing a culture of learning 
and growth
To make a training program succeed, though, 
it’s important that you obtain buy-in from both 
the doctors and the staff. Worker morale, job 
satisfaction, and productivity are all improved 
when employees believe that an organization is 
genuinely interested in their development.
There are several ways you can demonstrate that 
your practice has a culture of learning. You can:

 k include training in your annual budget;
 k include learning opportunities for all levels 
of the practice, including IT, administration, 
physicians, assistants, etc.;

 k create a policy on employee training, including 
how often employees are expected to take 
training and whether or not they will be 
reimbursed for workdays missed for training;

 k offer regular lunch-and-learn sessions, beyond 
regular training sessions;

 k encourage input from employees, such as 
evaluations and suggestions for future topics;

 k provide desk-side support; and
 k offer mentoring. Peer-to-peer learning is not 
only an effective training method, it is also 
great for team-building.

Encourage your team to view everything as an 
opportunity to learn, such as a new piece of 
legislation, a new piece of software, a seasonal 
event, a successful transaction, or even a mistake.
Take, for example, the HIPAA enforcement fines 
recently levied against Presence Health for failure 
to write timely notification to those affected by 
data breaches. This error should be looked at as 
a teachable moment on Breach Investigation and 
Notification Process for every medical practice.
Identifying your training triggers
There is often an event that triggers a need for 
training. It can be anything from putting the wrong 
patient’s name on a document to forgetting to set a 
follow-up appointment. These errors reflect poorly 
on the practice. It’s embarrassing. And the patient’s 
now thinking, “If you can’t get my name right on a 
document, I don’t want you.” That’s a sign that it’s 
time for refresher training.

Of course, it’s preferable to go the route of 
“intentional learning,” where opportunities are 
sought out with the intention of learning. Some 
training triggers for intentional learning would 
include:

 k the purchase of new equipment or technology, 
such as a billing system or phone system;

 k practice reorganization or a merger. You want 
to ensure that everyone is following the same 
procedures;

 k office relocation;
 k promotions, transfers, or new hires;
 k job redesigns;
 k performance issues;
 k changes in laws, procedures, or regulations;
 k succession planning; and
 k safety issues.

Don’t ignore the basics either, such as Windows file 
management or email etiquette. Many people have 
not received formal training on these tasks or, if 
they have, they may require a refresher.

Assessing your practice’s training needs
So how do you determine where training is 
needed and how much to provide? There are many 
different approaches to making this assessment. 
Some knowledge gaps can be identified through: 

 k exit interviews;
 k patient feedback;
 k employee complaints;
 k personal observations;
 k employee surveys; and
 k performance reviews.

There are pros and cons to each of these methods. 
For example, a survey, whether web-based or print, 
will enable honest and open feedback. However, it 
can be tricky to design appropriate questionnaires 
and the survey itself might not provide any insight 
into the reasons behind the need. A personal 
interview allows for flexibility in the type and 

(Develop a habit of training your staff  continued from page 1)



The responsibility for training staff often lands on 
HR or IT managers, but those managers do not 
always have the requisite skills to develop a training 
program. It takes a certain type of person to be 
informative and engaging.
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GET SMART ABOUT TRAINING 
Is your medical practice’s 
social media policy adequate?
By Nick Hernandez
By now every physician should be aware of the 
benefits that can be bestowed upon their practice as 
a result of social media. Indeed, many practices are 
engaging in one or more social media platforms on 
a regular basis. Moreover, staff members are most 
definitely active in social media, and probably use 
it while at work. 

Physicians and practice managers must be smart 
about training employees on what they should and 
should not share online. Staff in your practice could 
incur liability on behalf of your practice as a result 
of their comments on social media. Because of the 
confidentiality rules in HIPAA, staff training is 
important. You should constantly remind employees 
that they are representatives of the practice.
You should also have some sort of social media 
policy in place. Here are a few key items your 
policy should include:

scope of questions, but, in a large medical practice, 
can be very time-consuming. And while personal 
observations may reduce interruptions in work, it 
would require a trained observer.
Of course, employees can also simply tell you what 
they need. For example, you could share with your 
staff members the long-term goals of the practice 
and invite their input into how these goals will 
affect them and where they might require training.
Other approaches can be:
A skills survey: This is an anonymous self-
assessment a practice can administer to allow 
staff to report their level of knowledge on certain 
technology platforms, or even particular features 
of a single piece of software (such as Microsoft 
Word). The goal is to gather self-reported data in 
a non-threatening manner. This is a non-scored 
assessment.
A knowledge check: This is a graded quiz on 
a specific feature or features of an identified 
application. The cumulative scores can be used to 
guide a training plan.
A skills assessment: This is a comprehensive 
task-oriented online test designed to definitively 
determine skill gaps and proficiencies in an 
identified application.

How much time should be scheduled 
for training?
The time required to train your staff will, of course, 
vary depending on the topic. For example, moving 
from an old platform to a new one will require 
more time than would be necessary if training on 
software upgrades.  

It’s important to be flexible. And remember that if you 
opt for shorter training sessions, then you will likely 
require more desk-side support and follow-up sessions 
to fill the gaps that were missed in the training.

Choosing a trainer
Of course, you don’t need a training consultant 
every time the practice acquires software. Software 
packages have embedded training. But there are 
different levels of use, depending on the staff 
member’s role in the practice and how much of his 
or her job involves that particular software, so be 
sure that the training and trainer are suitable.
The responsibility for training staff often lands 
on HR or IT managers, but those managers do 
not always have the requisite skills to develop a 
training program. It takes a certain type of person to 
be informative and engaging. Your IT person may 
be too technical, and you don’t need an advanced 
financial expert training everyone on your billing 
software.

Conclusion
Develop a holistic approach to training and make 
it a part of the practice’s culture. Your staff, 
patients, and bottom line will all benefit from the 
investment.  



Editor’s Picks: 
 � www.medicalofficemgr.com//how-to-use-social-media-to-
promote-your-medical-practice-and-propel-your-career

 � www.medicalofficemgr.com//your-personal-social-media-
posts-are-they-really-personal

 � www.medicalofficemgr.com//ready-set-hipaa-enforcement-
2017-is-going-to-be-a-year-to-remember
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1. Guidelines and expectations
Your policy should set clear expectations for how 
team members (as representatives of your practice) 
must conduct themselves online.
Your policy should clearly state that there will be 
no posting of protected health information (PHI) 
and that employees are not allowed to use social 
media in work areas near patients. Be specific in 
training your employees and inform them to avoid 
identifying patients in any way on social media—
this includes names, unique characteristics, etc.
Some practices do not allow employees to use 
social media for personal reasons on work time. 
While that is fine as a policy, it does not circumvent 
the need to appropriately train your staff. Moreover, 
it can be hard to police.
It is advisable to discourage team members from 
participating with patients on various websites. 
If they do engage patients on social media, they 
certainly should not be discussing patient-related 
matters.
Lastly, someone (most likely the practice 
administrator) should be designated as the 
spokesperson responsible for answering questions 
about your practice on social media.

2. Penalties and consequences
Penalties for data breaches increased under the 
American Recovery and Reinvestment Act so your 
policy should make it clear to employees about 
the consequences of their actions on social media 
sites.  An individual claiming they did not know 
they violated HIPAA is subject to a minimum of 
$100 per violation.  A HIPAA violation due to 
reasonable cause and not due to willful neglect 
carries a minimum fine of $1,000 per violation.  A 
HIPAA violation that is due to willful neglect (but 
corrected in short order) is subject to a minimum 
of $10,000 per violation. Lastly, a HIPAA violation 

that is due to willful neglect and not corrected 
carries a minimum fine of $50,000 per violation.  
The maximum fine for each of these four categories 
is $50,000 per violation.

3. Explanations of rules and regulations
The social media policy should outline what is 
illegal, what is considered confidential information 
of the practice, and what is protected health 
information.

Conclusion
Your social media policy should be a separate 
document from your employee handbook. But 
it’s not enough to have a social media policy—
employers should put in just as much time and 
effort in training their employees on the ins and 
outs of the policy. 
Nick Hernandez, MBA, FACHE is the CEO and founder 
of ABISA, LLC, a consultancy specializing in healthcare 
strategic growth initiatives. He is a speaker, trainer, and 
author who has over 20 years of leadership and operations 
experience. Since founding ABISA in 2007, his emphasis has 
been on developing and maintaining a strong relationship 
with physicians and identifying areas for business opportunity 
and support. The company’s client list includes physician 
groups, hospital systems, healthcare IT organizations, venture 
capitalists, private equity investment groups, and hedge funds. 
He can be reached at nhernandez@abisallc.com or you can 
follow him on Twitter: @ABISALLC.  
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BILLING & COLLECTIONS
4 steps to preventing medical 
claim denials
By Ricki Ransom 
It’s no secret that the relationship between health 
care providers and insurance companies is 
complicated. Health care providers are spending 
a significant amount of time and energy with 
patients just to find out that an insurance company 
will fight them on paying for the services 
provided. Preventing claim denials helps ease the 
complications but denial management doesn’t come 
so easy to every medical practice.
While every medical practice is bound to 
experience some claims denials, practices need 
to recognize when denials are out of control and 
pointing to a bigger problem in terms of revenue 
cycle management.

The real cost of revenue cycle 
management errors
Underpaid, rejected or denied claims can cost your 
practice as much as $100,000 per month, according 
to the American Medical Association.
And, if an insurance provider underpays a claim, 
statistics show that it is up to 35% lower than the 
original contract amount.
Not only that, but your practice can potentially 
lose more than $75,000 per year in denied claims, 
since studies show that once a claim is denied, 
many practices do not resubmit (up to 50% of their 
denied claims).
Insurance providers are in the business of carefully 
inspecting every claim that comes their way. There 
is always the potential to resubmit a claim or appeal 
denied claims, but it is time-consuming, costly, and 
typically doesn’t happen within most revenue cycle 
management operations.

Denial management 101
A better performing clinic will, on average, have a 
4% denial rate. What’s yours?
Maybe it’s worse or maybe it’s better. Hopefully 
it is the latter but for most practices, denial 
management is a very difficult piece of the revenue 
cycle management process.
How do you make sure your clinic is a top 
performer in denial management? Here are five 
essential steps to follow.

1. Improve data quality
Front office staff must be checking eligibility 
before patients are seen and determining if the 
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services that will be provided are going to be 
covered by the patients insurance. Simple clerical 
errors, such as the patient’s name being spelled 
incorrectly or a missing Social Security Number 
can result in a claim rejection. The payment isn’t 
necessarily being denied but the claim is being 
kicked back to your staff and resulting in more time 
and money being wasted.
An example of a claim being denied because of 
data quality would be along the lines of an incorrect 
diagnosis code being used. While this could be 
appealed, it’s best to prevent it from happening in 
the first place which starts with improving the data 
quality of every claim.

2. Review coding processes
If a high number of your claim denials are resulting 
from insufficient medical necessity, you may need to 
consider some additional training for the clinicians. 
The best way to prevent this from happening in the 
first place is to make sure good communication exists 
among clinicians, medical billing staff, and coders.
Monitor your medical necessity denials and you 
can see where patterns exist and put in place the 
necessary processes to prevent these denials.

3. Focus on pre-authorization
Neglecting to get pre-authorization can cost your 
practice. Your practice management software can 
assist (in some cases) by flagging certain procedures 
and insurers so you’re staff will know what to 
do but your staff should also be aware of which 
insurers require pre-authorization and for what.
Additionally, it’s better to get pre-authorization 
for a procedure that isn’t ultimately done, rather 
than to do a procedure and try to get retroactive 
authorization for it. Some practices have found 
success by dedicating certain employees to this 
process entirely so that’s always something you can 
consider if your staffing volume is there.

4. Submit claims on time
Time is money and each insurance has a window in 
which you can submit a claim. Held on to a claim 
too long? You likely won’t be getting paid. 
Some insurance guidelines will state that a claim 
must be submitted within 30 days of the date of 
service while others may be more lenient and give 
you 12 months. Occasionally claims are submitted 
but maybe not received or they just weren’t 
submitted in time in the first place.

Other instances where a claim is denied for timely 
filing may come about because you submitted a 
claim, it was denied, and then you resubmitted it in 
which then it was denied because of timely filing. 
In this particular instance you’ll need to appeal the 
denial which is going to take up even more time.
The solution? Submit clean claims and be proactive 
in following up on every claim to ensure that they 
are received by the insurance carrier.
If you are experiencing a high volume of denials 
but aren’t sure why, we would be happy to help. 
You can request a free RCM analysis and we can 
help diagnose your revenue cycle to see where 
you’re losing revenue.
Ricki Ransom is a Billing Resource Manager for GroupOne 
Health Source, a health care revenue cycle management, and 
EHR implementation firm based in St. Louis, Missouri. Ricki’s 
30 years of health care reimbursement experience has led her 
to the Billing Resource Manager position where she consults 
on internal and client Accounts Receivables operations and 
makes suggestions to increase efficiency.  
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