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AFFORDABLE CARE ACT 

Six key questions arising from the 
Trump/ACA executive order
Milliman, Inc., a global consulting and actuarial firm, has compiled six 
questions for consideration by health care stakeholders about the Trump 
Administration’s January executive order, which gives a sweeping 
command to the leaders of the new administration to unwind certain 
aspects of the Patient Protection and Affordable Care Act (ACA)—
especially those components deemed “burdensome.” It remains unclear 
how the Trump Administration will implement this authority, especially 
due to the interconnected nature of the ACA, but given Milliman’s 
comprehension of the law, several key questions arise. 
“Milliman has been working with clients across the health care 
system to implement reform since before the Affordable Care Act 

™

HIPAA

Big start to enforcement in 2017
By Danika Brinda 
Well, HIPAA enforcement in 2017 is getting off to an active start. 
While 2016 saw a record year with 13 HIPAA enforcement fines 
amounting to $23.5 million, the OCR had already published two 
HIPAA enforcement fines amounting to $2.7 million just 19 days into 
the New Year. It is safe to assume that we are going to see another 
active year with HIPAA Fines and Enforcement.
2017 HIPAA Enforcement Fine #1
Lack of Timely HIPAA Breach Notification
Fine: $475,000
Presence Health found out about missing operating room paper 
schedules containing 836 patients’ protected health information on 
Oct. 22, 2013. Notification was made to the Department of Health and 
Human Services on Jan. 31, 2014, approximately 101 days later. This 
was definitely a flag and the Office for Civil Rights (OCR) went in to 
investigate the concerns. During the investigation, it was found that 
Presence Health failed to write timely notification to those affected by 

(continues on page 3)

(continues on page 9)
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Decoding workplace personality 
conflicts
By Lynne Curry 
No one told you when you accepted a medical office manager job 
that your primary role would be that of peacemaker. You thought 
you’d be overseeing systems and finances and that the major 
hiccups you’d have to resolve would be ones involving computers 
and upset patients. Not even close. Instead, you put out people 
fires daily.

The players
There’s Daniel. He means well, but his immediate and incessant 
questioning of others’ ideas raises everyone’s hackles. Last week, 
a staff member who worked steadily for six weeks on an intricate 
project proudly presented it at an office-wide meeting. Before he’d 
even finished, Daniel raised his hand and critiqued a minor point.
Then there’s Margaret, one of your physicians’ assistants, who acts 
like a task-focused guided missile, never stopping to acknowledge 
employees as she passes them in hallways. A small issue but it 
takes a toll. 
When Glenna handed in her resignation last month, she cited 
Margaret’s behavior as a reason for seeking work elsewhere. “I’ve 
busted my butt for Margaret for two years now,” said Glenna, “and 
she’s never said ‘thank you’ once. And I say ‘good morning’ to her 
every morning and have yet to get a ‘hi’ or even a grunt in return.”
Finally, there’s Jamie, your head of marketing, and possibly 
the most talented but hardest to manage employee you’ve ever 
supervised. She never shows up to meetings on time, turns every 
discussion you have with her into a contest, and cheerily asks, “Oh, 
was that rule important?” when you call her on policy violations. 

The personalities
Are the doctors, assistants, and support staff in your practice 
driving each other up the wall, leaving you to clean up their 
messes? If so, you may find the descriptions below valuable in 
helping you resolve the inevitable people conflicts you face.  
Relators like Glenna care about feelings, and how a practice’s 
leaders treats employees. Relators give and depend on support, 
connection, understanding and approval. Because relators expend 
energy to create workplace harmony, they feel the lack of positive 
human-to-human interaction when others don’t meet them half-way. 

(continues on Page 4)

Insight

The Medical Office Manager column Insight can be found at our 
website, www.medicalofficemgr.com. Aimed at helping you manage 
your medical office, it features advice and, yes, insight from experts.

mailto:http://www.medicalofficemgr.com?subject=
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was signed into law, and we stand ready to assist 
clients in another round of reform,” said Lorraine 
Mayne, Milliman Health Practice Director. “The 
executive order … is the first step in a new health 
care reform journey. Based on our understanding 
of the regulatory authority held by various federal 
and state entities, we have highlighted several 
complex questions. We’ve drawn a particular focus 
on what this may mean for the ACA individual 
health insurance market, Medicaid, and small 
employers. Changes for large employers are likely 
less significant while pharma and others might not 
see any immediate differences.” 
Strategic questions facing health care stakeholders 
include:
1. Will “hardship” undermine the individual 
mandate? The executive branch does not have 
the power to undo statutes—that requires an act of 
Congress—but the administration could defang the 
individual mandate via expansion of the hardship 
exception. It’s unclear if individuals would need 
to apply for such hardship, if proof of hardship 
might become part of tax forms (e.g., simply a 
check box), or if the administration could simply 
opt not to enforce the requirement. Some repeal 
and replace proposals have called for enrollment 
penalties similar to those in the Medicare Part B 
program as an alternative to a mandate—after all, 
any stable risk pool needs to ensure healthy people 
have an incentive to enroll. But until any alternative 
measure is installed, a weakening of the individual 
mandate may result in lower enrollment by healthy 
people and a sicker, higher cost risk pool.
2. Are transitional plans here to stay? Thirty-
three states allowed insurers to provide “transitional 
plans” where insureds have been able to keep 
their pre-ACA health coverage. The option began 
with the initial 2014 open enrollment and remains 
available through the end of 2017. Because pre-
ACA coverage was subject to underwriting and 
risk-based rating, many insureds could maintain 
lower rates in the transitional coverage while those 
with less favorable terms migrated to ACA markets. 
As a result, these transitional plans generally have 
lower risk and the plans sold through the ACA 
marketplace have higher risk than if the pools were 
combined. Insurers anticipated that the expiration 
of the transitional plans had the potential to 
introduce new, healthier members to the risk pool 

and lead to lower rate increases. If transitional 
plans are extended indefinitely, it could deny ACA 
plans that relief. 
3. What impact could the executive order have 
on selling insurance across state lines? President 
Trump argued repeatedly in favor of selling health 
insurance across state lines during the presidential 
campaign. And, in fact, the executive order includes 
a provision calling on agencies to “encourage the 
development of a free and open market in interstate 
commerce for the offering of health care services 
and health insurance.” However, it is not clear how 
this executive order can actually do that; statutory 
change is probably required. McCarran-Ferguson 
remains in place, which gives insurance regulatory 
authority to the states, and thus would seemingly 
prohibit interstate sales. Practically speaking, it’s 
unclear why a state would cede authority to allow 
for a plan from another state to sell insurance in its 
market or how interstate regulation would actually 
work.
4. Will the executive order fast-track pending 
1115 waivers? The Feds now may be willing to 
grant more flexibility to state Medicaid programs 
requested through pending Section 1115 waivers. 
As of today, there are 11 new Medicaid 1115 
waiver applications pending with the federal 
government. The executive order may encourage 
the federal Department of Health and Human 
Services (HHS) to quickly approve these waivers 
and empower states to make changes. The approval 
of the 1115 waivers would lead to a number of 
Medicaid transformation projects for the requesting 
states, which include, but are not limited to, 
healthy rewards accounts, work requirements, and 
integrated mental health programs.  
5. Could the employer market be at the center 
of the action? Over the years, employers have 
repeatedly expressed concern about the extra 
burdens placed upon them by the ACA. These 
concerns related to higher taxes and fees (e.g., 
the insurer fee passed on to them in the form 
of higher premiums, the Cadillac tax, and the 
employer mandate penalties). Employers have 
also taken issue with increased administrative 
reporting requirements. Small-group employers 
have faced even greater changes than the large-
group market, with limited plan design choices and 
restrictive premium structures. Many employers 
would applaud a loosening of restrictions. It could 

(Six key questions from Trump/ACA executive order  continued from page 1)
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Relators are soft touches who give others a second 
and third chance. Relators often worry there’s 
something amiss or they’ve done something wrong 
when they don’t get the same cooperative treatment 
from others that they give. I often tell relators, 
“This other person didn’t mean a thing when he 
or she walked by your ‘hi’ in the hallway without 
returning a greeting.” 
If you’re a relator yourself, please remember that 
others can manipulate relators by withholding 
approval, understanding, or support from them, 
sending relators into a “trying harder” tail spin.
A detective’s favorite words are “why” and 
“Google.” Detectives like Daniel love to tweak 
others’ plans and proposals, not realizing how their 
comments, questions, and suggestions can deflate 
others’ feelings. Detectives thrive when they’re 
figuring things out, often diving over empathy into 
questioning and problem-solving when their co-
workers find themselves in a tangle. 
Interestingly, while detectives value competency 
and logic, their intellectual curiosity rarely extends 
to people issues. When detectives get into trouble 
with others, they need to realize, “Stop with the 
questions; you’re making your coworker feel 
interrogated.”  
Free spirits like Jamie push against boundaries. 
Free spirits hate to be boxed in and when others 
say, “Do it this way,” they raise an eyebrow and 
ask, “Oh really?” Free spirits also compete about 
things the rest of us don’t even see as contests, 
tying those of us who love systems into knots.  

Deciders such as Margaret (and many office 
administrators) value structure and systems. They 
expect others to fall into line and create systems 
and operating procedures because they want others 
to do things the right way—their way.  
Deciders thrive when developing and administering 
plans and provide and expect clearly defined 
expectations. They create and use to do lists and 
checklists so much that when they do things not on 
the list, they add these tasks to the list. Free spirits 
who violate rules drive deciders crazy.
Finally, none of these types of individuals do or act 
as you expect them; they do what makes sense to 
them.
Lynne Curry, PhD, author of “Beating the Workplace Bully,” 
AMACOM 2016, and “Solutions” regularly presents to the 
Medical Group Management Association, Alaska Chapter and 
provides services to multiple medical practices and hospitals. 
You can contact Curry @ www.thegrowthcompany.com.  

start with a reduction in paperwork. An easing of 
reporting requirements for employer groups could 
signal a relaxation on other requirements. 
6. Will essential health benefits be affected? 
The ACA created the notion of minimum essential 
health benefit (EHB) categories. Through 
regulation, HHS allowed states some flexibility in 
the definition and implementation of EHBs. One 
such measure was allowing states to select their 
own “benchmark plan” to use as their comparative 
standard. This would allow states to cover the 
required categories while at the same time 

recognizing their own mandated benefits. If EHB 
regulations are relaxed, some modifications to these 
minimums may occur. The requirement to provide 
what are sometimes viewed as controversial 
benefits such as contraception coverage could 
potentially be modified by an executive order, or 
when and if the ACA is modified or replaced. Also 
linked to this issue is the calculation of the actuarial 
value of the benefits after cost sharing is applied. 
This process is dictated by law and regulation and 
will need to be carefully watched as reconsideration 
of ACA proceeds.  

(Insight, continued from page 2)

http://www.thegrowthcompany.com/
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CYBERSECURITY
How would you grade your 
cybersecurity program?
DomainTools, a leader in domain name and DNS-
based cyber threat intelligence, has released its 
2017 Cybersecurity Report Card global research.
Developed in conjunction with cybersecurity 
veteran Byron Acohido, the survey took place in 
December 2016 and polled more than 550 security 
analysts, IT managers, and executives working 
in health care, government, finance, retail, and 
technology industries.
The survey revealed that the majority of 
organizations are struggling to monitor and prevent 
cyberattacks on their network.  More than one in 
four organizations have been breached in the past 
12 months, while shockingly 23 percent aren’t sure 
if they have been breached or not.

Low grades for cybersecurity programs
When asked to grade their organization’s 
cybersecurity program, 43 percent gave themselves 
a “C”, “D”, “F”, or “non-existent”, and only 15 
percent gave themselves an “A”.
While there isn’t a one-size-fits-all solution to 
network security, the “A” grade companies have 
several attributes in common, including a high level 
of automation, a threat intelligence framework, and 
a robust training program for security staff.
“Given that the sophistication and frequency 
of cyberattacks are only expected to increase 
in the next year, any business that touches the 
internet—which is nearly all companies—is highly 
susceptible to a successful attack on their network,” 
said Byron Acohido. “Based on the data from 
DomainTools new global survey, we know that 
companies are aware of the cyber dangers and 
are doing what they can to protect their networks, 
but knowing is only half the battle. As we have 
seen from the ‘A’ grade companies, organizations 
must move beyond human-intensive processes 
and disparate systems in order to more effectively 
mitigate potential risk.”

Key findings of the survey include:

1. Networks are inundated by cyberattacks 
and security teams admit they can’t detect or 
prevent them all
One-third of security pros are savvy enough to 

detect daily attacks, but the looming majority (66 
percent) are unaware of the daily onslaught of 
malicious activity. While malware (76 percent) and 
spearphishing (56 percent) are the most common 
types of threat vectors, business email compromise 
(25 percent) and DDoS attacks (24 percent) are on 
the rise. Finally, nearly one-third of respondents 
were the recipients of attempted cyberextortion, 
also known as ransomware, which cost businesses 
more than $1 billion in 2016.
2. Automation, training, and threat intelligence 
make for an “A” grade enterprise
Of the 15 percent of companies that gave 
themselves an “A” grade, the vast majority (82 
percent) boast a formalized training program for 
security staff, virtually all (99 percent) use some 
degree or a high level of automation within their 
security programs, and 78 percent use threat 
intelligence to follow up on forensic clues of an 
attack to protect the company.
These attributes compare starkly to lower-graded 
companies. For example, only 37 percent of the 
“C” companies and none of the “F” companies 
have a formalized training program, 63 percent 
of “D” companies use manual processes and are 
more likely to think they do not need automated 
processes.
What’s more, when asked if they have experienced 
a network breach in the past 12 months, only 15 
percent of “A” companies have, compared to 
27 percent of “C” companies, 38 percent of “D” 
companies, and 63 percent of “F” companies. In 
addition to more budget (50 percent) and more staff 
(49 percent), 42 percent of companies that did not 
grade themselves an “A” said that they need more 
time to evaluate and install technologies in order to 
be successful.
3. Amongst the disparate tools and strategies, 
threat hunting emerges as a top tactic
The overwhelming number of ways to attack a 
network naturally begets the need for a variety of 
protections. Almost all companies use more than 
one cybersecurity system, including:

 k firewalls (63 percent),
 k anti-phishing or other messaging security 
software (57 percent),

 k Security Information and Event Management 
(SIEM) systems (52 percent), and

 k threat intelligence platforms (42 percent).

http://domaintools.com/
http://www.domaintools.com/resources/white-papers/survey-report-2017-cybersecurity-report-card
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HIRING 
How job candidates can blow 
the interview process
Interviews are vulnerable times. There aren’t many 
things more nerve-wracking than walking into a 
room of people you desperately want to impress. 
In a new survey from CareerBuilder, employers 
shared the most memorable job interview mistakes 
candidates have made and how body language 
can hinder their chances of moving forward in the 
interview process. 
According to the nationwide survey, conducted 
online by Harris Poll on behalf of CareerBuilder 
from Nov. 16 to Dec. 6, 2016 among more than 
2,600 hiring and human resource managers, it 
doesn’t take long for a hiring manager to make a 
decision. Around half of employers (51 percent) 
know within the first five minutes of an interview if 
a candidate is a good fit for a position—on par with 
last year (50 percent).

The strangest things people have done in 
job interviews
When asked to share the most unusual things job 
candidates have done during the interview process, 
employers and hiring managers recalled the 
following:

 k Candidate asked to step away to call his wife to 
ask her if the starting salary was enough before 
he agreed to continue with the interview. 

 k Candidate asked where the nearest bar was 
located. 

 k Candidate brought his childhood toys to the 
interview. 

 k Candidate ate a pizza he brought with him (and 
didn’t offer to share). 

 k Candidate asked interviewer why her aura 
didn’t like the candidate. 

 k Candidate invited interviewer to dinner afterwards. 
 k Candidate stated that if the interviewer wanted 
to get to heaven, she would hire him. 

 k Candidate ate crumbs off the table. 
 k Candidate said her hair was perfect when asked 
why she should become part of the team. 

 k Candidate sang to a song on the radio playing 
overhead. 

 k Candidate bragged about the fact that they were 
in the local newspaper for allegedly stealing a 
treadmill from an older woman’s house. 

 k Candidate put on and took off her sunglasses 
repeatedly. 

10 body language mistakes
When asked to identify the biggest body language 
mistakes job seekers make during an interview, 
hiring managers named the following:
1. Failing to make eye contact: 67 percent 
2. Failing to smile: 39 percent 
3. Playing with something on the table: 34 percent 
4. Fidgeting too much in their seats: 32 percent 
5. Crossing their arms over their chests: 32 percent 
6. Having bad posture: 31 percent 
7. Playing with their hair or touching their faces: 

28 percent 
8. Having a weak handshake: 22 percent 
9. Using too many hand gestures: 13 percent
10. Having a handshake that was too strong: 9 percent

More than one quarter (26 percent) spend 26 hours 
or more per week hunting threats in the network, 
and the vast majority (78 percent) find value in 
threat hunting—specifically in drilling down 
on forensic clues from phishing emails, such as 
domain name, IP address, or email address, and 
disclose that it leads to information that makes the 
organization more secure. Not surprisingly, “A” 
and “B” companies were more likely to follow up 
on clues and evidence compared to “D” and “F” 
companies.

“With devious hackers leveraging various tactics 
and threat vectors, it’s clear there is no one-size-
fits-all approach to protecting the network,” said 
Tim Helming, director of product management at 
DomainTools. “What’s interesting about our new 
global survey data is to see the actual connection 
between hunting threats and secure networks, as 
the ‘A’ companies that are more likely to drill down 
on forensic clues were less likely to be breached 
compared to the other companies, pointing to some 
of the necessary components of a more secure 
network.”  
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YOUR CAREER
Good news, health care 
professionals: You’re in the 
right industry
U.S. News & World Report has unveiled its 2017 
Best Jobs report, offering a look at the year’s best 
jobs across 15 categories—from best-paying jobs 
to diverse sectors like business and technology. 
The rankings take into account the most important 
aspects of a job, including growth potential, work-
life balance and salary. 

Health care tops the list
Health care jobs dominate the 2017 rankings, with 
52 of the 100 Best Jobs in health-related fields. 
Dentist ranks as the Best Job overall, followed by 
nurse practitioner at No. 2, and physician assistant 
at No. 3. The majority of the Best-Paying Jobs are 
also in health care, with anesthesiologist topping 
the list, followed by surgeon at No. 2, and oral and 
maxillofacial surgeon at No. 3.
“Health care jobs often require a human element, 
so they can’t be exported or entirely replaced by 
robots—at least not yet,” said Susannah Snider, 
personal finance editor at U.S. News. “Continued 
growth in the health care sector, low unemployment 
rates, and high salaries make these jobs especially 
desirable. Plus, individuals can pursue a range of 
health care positions that require varying levels of 
skill and education.”

Analysts needed
Statistician (No. 4) and mathematician (No. 20) 
also make this year’s list of the Best Jobs, in 
large part due to the explosion of data and use 
of advanced analytics to solve problems across 
sectors.

“Almost every type of company is hiring people 
to collect, analyze and provide insights on data to 
improve their operations,” said Brian Kelly, editor 
and chief content officer. “These roles—along with 
technology positions—are going to be important to 
almost any business in the future.”

How the list is compiled
To calculate Best Jobs, U.S. News draws data from 
the U.S. Bureau of Labor Statistics to identify jobs 
with the greatest hiring demand. Jobs are then 
scored using seven component measures: 10-year 
growth volume, 10-year growth percentage, median 
salary, employment rate, future job prospects, stress 
level, and work-life balance. 

The rankings

5 best jobs overall
1. Dentist
2. Nurse Practitioner
3. Physician Assistant
4. Statistician
5. Orthodontist

5 best-paying jobs
1. Anesthesiologist
2. Surgeon
3. Oral and Maxillofacial Surgeon 
4. Obstetrician and Gynecologist
5. Orthodontist

5 best health care jobs 
1. Dentist
2. Nurse Practitioner
3. Physician Assistant
4. Orthodontist
5. Nurse Anesthetist  

5 ways to ruin a job interview
What are the absolute worst things a candidate can 
do when interviewing for a job? Here are five instant 
deal breakers, according to employers:
1. Candidate is caught lying about something: 66 

percent 
2. Candidate answers a cellphone or text during 

the interview: 64 percent 

3. Candidate appears arrogant or entitled: 59 percent 
4. Candidate dresses inappropriately: 49 percent 
5. Candidate appears to have a lack of 

accountability: 48 percent
Editor’s Note: What are the most unusual things a 
candidate has done in a job interview that you’ve 
conducted? Send your stories or comments to 
catherine@plainlanguagemedia.com  

mailto:mailto:catherine%40plainlanguagemedia.com?subject=
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INDUSTRY NEWS
IBM Watson Health and FDA 
to improve public health using 
blockchain technology
IBM Watson Health has signed a research initiative 
with the U.S. Food and Drug Administration 
(FDA) aimed at defining a secure, efficient, and 
scalable exchange of health data using blockchain 
technology. 
IBM and the FDA will explore the exchange of 
owner-mediated data from several sources, such 
as Electronic Medical Records, clinical trials, 
genomic data, and health data from mobile devices, 
wearables and the “Internet of Things.” The initial 
focus will be on oncology-related data.

Facilitating data exchange
In its press release, IBM says that transformative 
health care solutions are possible when health 
care researchers and providers have access to a 
360-degree view of patient data. Today, patients 
have little access to their health data and cannot 
easily share with researchers or providers. Giving 
patients the opportunity to share their data 
securely, for research purposes or across their 
health care providers, creates opportunities for 
major advancements in health care. Blockchain 
technology, which enables organizations to work 
together with more trust, is designed to help make 
this a reality. 
By keeping an audit trail of all transactions on 
an unalterable distributed ledger, blockchain 
technology establishes accountability and 
transparency in the data exchange process. In the 
past, large scale sharing of health data has been 
limited by concerns of data security and breaches 
of patient privacy during the data exchange process.

Goal of the project
A recent IBM Institute for Business Value paper 
Healthcare Rallies for Blockchains, based on 
a survey of about 200 health care executives, 
found that more than seven in ten industry leaders 
anticipate the highest benefits of blockchain in health 
care to accrue to managing clinical trial records, 
regulatory compliance, and medical/health records.
IBM and the FDA will explore how a blockchain 
framework can potentially provide benefits to 
public health by supporting important use cases 
for information exchange across a wide variety 

of data types, including clinical trials and “real 
world” evidence data. New insights combining data 
across the health care ecosystem can potentially 
lead to new biomedical discoveries. Patient data 
from wearables and connected devices for example, 
can help doctors and caregivers better manage 
population health. 
The collaboration will also address new ways 
to leverage the large volumes of diverse data in 
today’s biomedical and health care industries. A 
secure owner-mediated data sharing ecosystem 
could potentially hold the promise of new 
discoveries and improved public health. 
As the promise of blockchain in health care 
becomes increasingly evident, IBM will work to 
define and build the technological solution for a 
scalable and decentralized data sharing ecosystem.
“The healthcare industry is undergoing significant 
changes due to the vast amounts of disparate data 
being generated. Blockchain technology provides 
a highly secure, decentralized framework for data 
sharing that will accelerate innovation throughout 
the industry,” said Shahram Ebadollahi, Vice 
President for Innovations and Chief Science 
Officer, IBM Watson Health. 
The initiative with the FDA is a two-year 
agreement. IBM Watson Health and the FDA plan 
to share initial research findings in 2017.

About IBM Watson Health
IBM Watson Health is the first commercially 
available cognitive computing capability and 
represents a new era in computing. The system, 
delivered through the cloud, analyzes high volumes 
of data, understands complex questions posed in 
natural language, and proposes evidence-based 
answers. Watson continuously learns, gaining in 
value and knowledge over time, from previous 
interactions.
In April 2015, the company launched IBM Watson 
Health and the Watson Health Cloud platform. IBM 
Watson Health is helping to improve the ability 
of doctors, researchers and insurers to innovate 
by surfacing insights from the massive amount of 
personal health data being created and shared daily.
For more information on IBM Watson, visit: ibm.
com/watson.
For more information on IBM Watson Health, visit: 
ibm.com/watsonhealth.  

http://ibm.com/watson
http://ibm.com/watson
http://ibm.com/watsonhealth


Want to learn more about how 
to stay HIPAA compliant?

Medical Office Manager is pleased to 
welcome Danika E. Brinda as presenter 

of our March 16, 2017 webinar,
HIPAA in 2017: Hot Topics You Can’t Ignore.
Visit Medical Office Manager to register today. 
(Remember: Registration is free for premium members.) 

Our recent webinar, “10 Things You 
Must Know About ICD-10,” received 
thousands of website page views. 
And “Top 10 Ways to Improve Your 

Collections” and “What Makes a 
Successful Medical Office Manager” 

also generated a lot of interest.
Site traffic numbers suggest that 

MOM members who aren’t attending 
webinars “live” are listening to webinar 

recordings and accessing slide decks 
at their leisure—and that they find 

the webinars very valuable.

Your fellow medical office 
managers are taking advantage 

of what MOM webinars have 
to offer. Are you?

How popular are 
MOM webinars?
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data breaches on multiple occasions. In additional, 
Presence Health did not provide timely notification 
to the media and to the Secretary of OCR.
The one area I thought was interesting in the 
corrective action plan was the statement that “Each 
day on which Presence Health failed to notify 
each affected Individual of the breach indicates a 
separate violation of the Breach Notification Rule.” 
Every day late counted as a separate violation of 
the HIPAA Breach Notification Law.
Lesson Learned: Create a solid Breach Investigation 
and Notification Process. Don’t be late on notification 
to any party and don’t delay notification once a 
decision is made. If you know it is a data breach at 
day 34, complete the proper notifications shortly 
thereafter. Don’t wait until day 60.

2017 HIPAA Enforcement Fine #2
Failure to Conduct a HIPAA Risk Analysis and 
Implement Safeguards
Fine: $2,200,000
MAPFRE Life Insurance Company of Puerto Rico 
had a USB data storage device stolen from its IT 
department. The USB storage device had patient 
information including name, date of birth, and 
social security number for about 2,209 individuals. 
OCR is making a statement that failure to conduct 
a risk analysis, understand the risks to the 
organization and PHI, and implement safeguards 
contributed to the theft on an unencrypted USB 
storage device with patient information.
MAPFRE Life was found out of compliance in the 
following areas:

 k Impermissible disclosures of PHI
 k Failure to conduct a thorough risk analysis and 
implement security measures

 k Failure to provide security awareness and 
training to members of the workforce

 k Failure to implement encryption technologies 
for protected health information

 k Failure to implement appropriate policies 
and procedures to company with the HIPAA 
Security Rule

Within the press release, OCR Director Jocelyn 
Samuels stated “Covered entities must not only 
make assessments to safeguard ePHI, they must act 
on those assessments as well. OCR works tirelessly 

and collaboratively with covered entities to set 
clear expectations and consequences.” 
Lesson Learned: Don’t ignore the need to be 
HIPAA compliant. Any device or media that has 
protected health information needs to be properly 
protected. HIPAA is not system or hardware 
specific: It applies to all.

Struggling with HIPAA Compliance?
You are not alone. Many organizations don’t 
understand what is needed for HIPAA compliance 
and even where to begin.

(Big start to enforcement in 2017  continued from page 1)

http://www.medicalofficemgr.com/
http://www.medicalofficemgr.com/10-things-you-must-know-about-icd-10/
http://www.medicalofficemgr.com/10-things-you-must-know-about-icd-10/
http://www.medicalofficemgr.com/top-10-ways-to-improve-your-collections/
http://www.medicalofficemgr.com/top-10-ways-to-improve-your-collections/
http://www.medicalofficemgr.com/what-makes-a-successful-medical-office-manager/
http://www.medicalofficemgr.com/what-makes-a-successful-medical-office-manager/


Templated policies and procedures serve their purposes, 
but customization of those templates is a necessity.
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The first step an organization can take is to 
conduct a HIPAA Risk Analysis. This will help an 
organization understand risks to the organization, 
understand current controls (technology and 
administrative) aimed to reduce risks, and create 
a plan to help increase privacy and security 
protections to protected health information. If you 
haven’t conducted a HIPAA risk analysis in the past 
12 to 24 months, it is definitely time to conduct one.
Second, make sure that you have a solid set of 
HIPAA Policies and Procedures that document 
how your organization is compliant with HIPAA. 
I emphasize “your organization” because you want 
to ensure that your policies and procedures reflect 
your practices and overall statement of what is 
needed for compliance. Templated policies and 
procedures serve their purposes, but customization 
of those templates is a necessity.
Third, make sure that you have a solid training 
program for your workforce members and that they 
understand their responsibilities when it comes 
to protecting patient information. Additionally, 
reminders should be sent out throughout the year—
hearing it multiple ways and at multiple times can 
help workforce remember and keep protection of 
the privacy and security of PHI on their mind.

Fourth, don’t panic. If you don’t have a great 
program or know you are out of compliance, 
change it. You can take the time to show that you 
were aware of your lack of compliance and show 
that you are taking steps towards compliance.
“Nobody can go back and start a new beginning, 

but anyone can start today and make a new ending.”
 ~ Maria Robinson

Conclusion
Cheers for a great year! It will be interesting to 
watch where HIPAA Enforcement and HIPAA 
Breaches go in 2017.
Danika Brinda, PhD, RHIA, CHPS, HCISPP, is the owner 
of Planet HIPAA and TriPoint Healthcare Solutions and has 
over 12 years of experience in health care privacy and security 
practices, including more than seven years of consulting 
experience in privacy and security locally and nationally. 
Her expertise include HIPAA risk analysis, HIPAA risk 
mitigation, HIPAA privacy and security policy creation, breach 
investigation and notification, privacy and security education, 
business associate process implementation, and evaluating best 
practices in privacy and security. She is a nationally recognized 
speaker on a variety of health care privacy and security topics. 
You can reach her at danika@planethipaa.org.  

 ( Brief history on HIPAA 
privacy and security

 ( Update on data breaches

 ( Update on the HIPAA audits

 ( Best steps to take to prepare 
your organization in 2017
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Speaker: 
Danika Brinda, owner of 
Planet HIPAA and TriPoint 
Healthcare Solutions, is a 
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Millennials in emerging markets generally expect to 
be both financially (71 percent) and emotionally (62 
percent) better off than their parents.
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MANAGING STAFF
Anxious millennials seek 
stability and opportunity to 
make a difference 
Want to retain your millennial staff members? Offer 
them stability and the chance to contribute to a 
good cause.
A turbulent 2016—punctuated by terror attacks in 
Europe, Brexit, and a contentious US presidential 
election—appears to have rattled millennials’ 
confidence, according to Deloitte’s sixth annual 
Millennial Survey. They indicate they’re less likely 
to leave the security of their jobs, more concerned 
about uncertainty arising from conflict, and not 
optimistic about the directions their countries are 
going. The findings were revealed through a survey 
of nearly 8,000 millennials from 30 countries.
Millennials in emerging markets generally expect 
to be both financially (71 percent) and emotionally 
(62 percent) better off than their parents. This is 
in stark contrast to mature markets, where only 
36 percent of millennials predict they will be 
financially better off than their parents and 31 
percent say they’ll be happier. The US is the only 
mature market where a majority of millennials 
expect to be better off than their parents. In only 11 
of the 30 countries covered does a majority expect 
to be “happier” than their parents.
“This pessimism is a reflection of how millennials’ 
personal concerns have shifted,” explains Punit 
Renjen, Deloitte Global CEO. “Four years ago, 
climate change and resource scarcity were among 
millennials’ top concerns. This year, crime, 
corruption, war, and political tensions are weighing 
on the minds of young professionals, which impacts 
both their personal and professional outlooks.”
Millennials’ anxiety may be partially responsible 
for more young professionals wanting to remain 
in their jobs. Last year, the “loyalty gap” between 
those who saw themselves leaving their companies 
within two years and those who anticipated staying 
beyond five years was 17 percentage points. This 
year, the balance of millennials looking to “leave 
soon” is only seven points. 
The desire for security is also apparent in the 
finding that, while millennials perceive across-
the-board advantages of working as freelancers 
or consultants—from the opportunity to work in 

different industries, to learning new skills, to the 
ability to travel or work abroad—nearly two-thirds 
said they prefer full-time employment. Among 18 
areas of personal concern measured, unemployment 
ranked third.

Making an impact through their 
employers
Millennials feel accountable for many issues in 
both the workplace and the wider world. However, 
it is primarily in and via the workplace that they 
feel most able to make an impact. Opportunities to 
be involved with “good causes” at the local level, 
many of which are enabled by employers, provide 
millennials with a greater sense of influence. 
This local, small-scale change has a ripple effect 
that cascades from the individual to the broader 
workplace to society at large.
More than half of millennials say they are 
provided with opportunities to contribute to 
charities/worthwhile causes in their workplaces. 
“The survey’s findings suggest those given such 
opportunities show a greater level of loyalty to their 
employers, which is consistent with the connection 
we saw last year between loyalty and a company’s 
sense of purpose,” explained Jim Moffatt, Deloitte 
Global Consulting CEO. “But, we are also seeing 
that purpose has benefits beyond retention. Those 
who have a chance to contribute are less pessimistic 
about their countries’ general social/political 
situations, and have a more positive opinion of 
business behavior.”
In general, millennials say they intend to stay longer 
with employers that engage with social issues, such 
as education, unemployment, and health care, and 
those most optimistic about their countries’ progress 
are more likely to report their employers getting 
involved with wider social and economic issues.
Millennials’ attitudes on business overall continue 
to improve. For the third year in a row, more 
respondents believe businesses behave ethically 
and that their leaders are committed to improving 
society, and fewer feel businesses are purely profit-
driven and prioritize their agendas with little regard 
for society. 
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While six in 10 people surveyed say multinational 
businesses have made a positive impact on the 
challenges millennials say are their greatest concerns, 
they believe large organizations can do much more. 
“The events of last year were a wake-up call for 
business and government leaders,” said Renjen. 
“The business community can, and must, address 
millennials’ pessimism by doing more for society. 
We’re in the best position to address many of society’s 
most challenging problems and lead the way in 
creating an economy that works for everyone.”

Flexibility improves performance, 
retention
Overall, 84 percent of millennials report some 
degree of flexible working in their organizations, 
and 39 percent say their organizations offer highly 
flexible working environments. They believe flexible 
working arrangements support greater productivity 
and employee engagement while enhancing their 
personal well-being, health, and happiness. 
Those in highly flexible organizations appear to be 
much more loyal to their employers and are two-
and-a-half times more likely to believe that flexible 
working practices have a positive impact on 
financial performance than those in more restrictive 
organizations. Three-quarters of those offered 
flexible working opportunities say they trust 
colleagues to respect it, and 78 percent feel trusted 
by their line managers.

Additional findings from the survey 
include:

 k Automation brings threats and 
opportunities. There is no doubt automation 
brings with it some trepidation—40 percent 
of those surveyed see it posing a threat to 
their jobs; 44 percent believe there will be 
less demand for their skills; a majority believe 
they will have to retrain; and 53 percent see 
the workplace becoming more impersonal and 
less human. Conversely, many respondents—
especially those considered “super-connected” 
millennials—see automation as providing 
opportunities for value-added or creative 
activities, as well as the learning of new skills. 

 k Seeking directness and passion, not radicalism. 
Surveyed millennials, in general, do not support 
leaders who take controversial or divisive 
positions, or aim for radical transformation rather 
than gradual change. They are more comfortable 

with plain, straight-talking language from both 
business and political leaders. 

 k Skepticism of business-government 
collaboration. With respect to meeting 
society’s challenges, millennials are equally 
split between those that believe businesses and 
governments work well together (49 percent) 
and those that don’t (48 percent). Further, only 
27 percent of respondents consider citizens/
society to be the ultimate beneficiaries when 
businesses and governments work together. 

 k GenZ’s creativity and skills are welcomed. 
Millennials tend to have a broadly positive 
opinion of GenZ (those currently aged 18 or 
younger), believing the group to have strong 
information technology skills and the ability to 
think creatively. Six in 10 millennials believe 
GenZ will have a positive impact as their 
presence in the workplace expands; this belief 
is higher in emerging markets (70 percent) than 
in mature markets (52 percent).  
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