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COMPLIANCE 

How to comply with new ACA 
non-discrimination requirements
Section 1557 of the Affordable Care Act (ACA) requires covered 
entities to take certain actions to ensure they comply with their duty 
not to discriminate on the basis of race, color, national origin, sex, age, 
or disability in certain health programs and activities. Section 92.7 of 
the ACA final rule specifies two things entities must do to meet their 
nondiscrimination obligations:

™

MANAGING STAFF

Are you stifling your staff’s 
enthusiasm?
Many articles have been written about motivating staff. Medical Office 
Manager has published several of these, which are usually how-to 
articles, aimed at increasing productivity.
These pieces often share tried-and-true ways to engage employees 
more fully. Sometimes rewards and recognition are the hooks for 
motivation and greater engagement.
Such techniques work, and can help you build a better team. However, 
one element that sometimes gets overlooked when trying to motivate 
others is enthusiasm.
Dangling a carrot will get short-term results. But enthusiasm, when 
you can harness and cultivate it, is the difference between surviving 
and thriving.

Enthusiasm at work
It helps to understand exactly what enthusiasm means in the context of 
the workplace.
Enthusiasm is defined as strong excitement about something; a strong 
feeling of active interest in something you like or enjoy. Synonyms for 
enthusiasm include eagerness, passion, zeal, zest, and gusto. 
In the workplace, enthusiasm doesn’t allow for rote participation and 
simply meeting goals. It aims for excellence and drives innovation.
Enthusiasm, genuine enthusiasm, is what you ideally want from your 
staff.

(continues on page 3)

(continues on page 12)

http://www.MedicalOfficeMgr.com
https://www.gpo.gov/fdsys/pkg/FR-2016-05-18/pdf/2016-11458.pdf
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3 steps a manager must take to end 
harmful gossip in the workplace 
By Lynne Curry 
The conversation stops when you walk into the break room. Two 
employees look at each other, mouth “later,” and head back to 
their desks.
An hour later, you see another employee dart into the restroom and 
come out five minutes later with reddened eyes. You ask her “what’s 
up?” and when she looks like she might burst into tears, you usher 
her into your office. You learn she’s overheard other employees 
talking about a personal situation she considers private.
Gossip, it spreads as fast as wildfire, sours the workplace, 
negatively impacts morale and productivity, and can create legal 
liability. If you’d like to wipe it out in your workplace, take these 
three action steps.

Step 1: Shine the light on gossip
Gossip hides in the corners and behind the “it wasn’t me who 
started it.” If you want to stop gossip, identify the instigators and 
the spreaders. 
You can generally locate those who fuel gossip’s transmission. 
Simply ask the last individual identified in the gossip chain “who 
did you hear this from?” Because this person wants absolution, 
she’ll normally point the finger at the person who told her.
Interview that person and ask “and who did you hear it from?” 
Call each person in the gossip chain on her behavior; they’re all 
culpable. Let each know you consider them responsible for their 
part and that there’s no such excuse as “I only passed along what I 
heard”; passing it along is the definition of gossip.
Tracking the individual who launches the gossip takes more time; 
however, you’ll start to notice the same individuals at the center 
of each gossip firestorm. Meet with them, and let them know the 
discipline that may result if their behavior continues.

Step 2: Provide training
Some managers hope they can end gossip by telling the culprits 
“Stop it. Now get back to work.” Edicts only send gossip 
underground. To truly eradicate gossip, your team members need 
to buy into stopping it.
Hold a team meeting and ask, “What are the consequences if 
we allow gossip?” This creates the foundation for a no-gossip 

(continues on Page 11)

Insight

The Medical Office Manager column Insight can be found at our 
website, www.medicalofficemgr.com. Aimed at helping you manage 
your medical office, it features advice and, yes, insight from experts.

mailto:http://www.medicalofficemgr.com?subject=
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1. Section 92.7(a) requires designation of an 
employee responsible for carrying out Section 
1557 compliance efforts (which, for simplicity’s 
sake, we will refer to as “1557 coordinator”); 
and

2. Section 92.7(b) requires the establishment of 
a grievance procedure to ensure fast and fair 
resolution of grievances under Section 1557.

Here are two reader questions we’ve received 
regarding these Section 1557 requirements, which 
took effect on July 18, 2016.

Question 1: Must the 1557 
Coordinator Be an Attorney? 
Can we designate a manager or doctor to be the 
1557 coordinator, or does it have to be an attorney?
Answer: No, the 1557 coordinator does not 
necessarily have to be an attorney. You can make 
any employee the coordinator as long as he/she can 
perform the role without a conflict of interest.
Explanation: Note that you may not have to 
designate a 1557 coordinator at all if your practice 
is really small. The 1557 coordinator requirement 
applies only to covered entities that employ 15 or 
more persons.

Question 2: Can We Rely on 
Our Existing Grievance Procedure? 
What has to be in the grievance procedure? Can we 
rely on our existing Section 504 procedure or do we 
have to create a whole new one for Section 1557?
Answer: You can extend your current Section 504 
procedure as long as it meets the OCR’s criteria.
Explanation: After OCR first proposed the 
Section 92.7(b) grievance procedure rule, several 
commenters asked the agency to specify what 
the procedure should contain. But the agency 
declined, saying it wanted covered entities to 
show “flexibility” in implementing the rule. But 
the OCR did offer guidance and even published a 
model at the end of the final rule that we adapted 
and improved to create the Model Section 1557 
Grievance Procedure. (See Quick Link box to 
access this tool. 

How to Create a Section 1557 
Grievance Procedure 
While not officially binding, the Model Procedure 
is a useful template that you can use to develop a 

grievance procedure for your own practice. Like the 
Model, your procedure should: 

 k State your practice’s general non-discrimination 
policy (Model, par. 1);

 k Clarify that the procedure is intended to serve 
that policy (Model, par 2);

 k List the nitty-gritty procedural details, starting 
with the deadline for submitting a grievance 
(which we set at 60 days in accordance with the 
OCR model) (Model, par. 3(a));

 k Say that the grievance must be in writing and 
specify the information it must contain (Model, 
par. 3(b));

 k Explain that the 1557 coordinator will 
investigate grievances internally (Model, par. 
3(c));

 k Indicate that the 1557 coordinator will take 
steps to preserve the confidentiality of the 
grievor and related grievance records (Model, 
par. 3(d));

 k Require the 1557 coordinator to issue a decision 
within 30 days (Model, par. 3(e));

 k Describe the appeal rights of the person who 
files the grievance (Model, par. 4);

 k Explain that the grievance procedure is not 
intended to be exhaustive and that persons 
filing grievances have the right to pursue other 
remedies (Model, par. 5);

 k Indicate that appropriate accommodations will 
be made so that persons with disabilities and/
or limited English proficiency can participate in 
the grievance process (Model, par. 6); and

 k Specify that individuals will not be subject to 
retaliation for filing grievances or taking part 
in grievance investigation under the procedure 
(Model, par. 7).  

from MOM’s toolbox

Model Tool: 
Section 1557 Civil Rights Grievance Procedure

Enter 4499 in the Quick Links box at 
www.medicalofficemgr.com to download this 
Model Tool, or, if you are reading the digital edition, 
click here to download.

(ACA non-discrimination requirements continued from page 1)

http://www.medicalofficemgr.com
http://www.medicalofficemgr.com/model-section-1557-civil-rights-grievance-procedure/


FLSA rule delayed 
The Fair Labor Standards Act (FLSA) new rule, due for employer 
compliance by Dec. 1, 2016, has been temporarily put on hold. 
This rule was to raise the minimum salary threshold required to 
qualify for a “white collar” overtime pay exemption to $47,476 
per year, which is $913 per week, among other provisions.

Many Republicans in Congress have opposed these new 
regulations and it is possible that President-elect Donald 
Trump’s Department of Labor will repeal them. Several states 
also sued to block the rules.

For more on this go our new Insight post by Mike O’Brien at: 
www.medicalofficemgr.com/the-new-overtime-rules-are-put-
on-hold-what-does-that-mean-for-you
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CYBERSECURITY ROUNdUP
New healthcare cybersecurity report exposes risk of attacks 
through social engineering
SecurityScorecard, a security rating and continuous 
risk monitoring platform, recently released its 2016 
Healthcare Industry Cybersecurity Report. 
This comprehensive analysis exposed alarming 
cybersecurity vulnerabilities across 700 health 
care organizations including medical treatment 
facilities, health insurance agencies, and healthcare 
manufacturing companies. Security breaches in this 
industry pose devastating consequences because 
they can render an entire system or network 
inoperable, creating a life or death situation that 
needs immediate attention.

Employees and IoT devices 
compromising data security
The Verizon Data Breach Report ranks Social 
Engineering as the third most common cause for 
breaches, a number that is rising at the same rate as 
Hacking and Malware.
Among all industries, Healthcare ranks 15th out 
of 18 in Social Engineering, suggesting a security 
awareness problem among healthcare professionals, 
putting millions of patients at risk.
Blancco Technology Group, cautions organizations 
“The low Social Engineering scores among a 
multitude of healthcare organizations show that 
security awareness and employee training are likely 
not sufficient,” said Alex Heid, Chief Research 
Officer at SecurityScorecard. “Security is only as 
strong as the weakest link, and employees are often 
the lowest-hanging fruit when it comes to phishing, 
spear phishing, and other Social Engineering 
attacks. For a hacker, it only takes one piece of 
information such as learning the email structure 
of an organization to exploit an employee into 
divulging sensitive information or providing an 
access point into that organization’s network.”
Another risk is the array of devices with wireless 
capabilities such as Internet of Things (IoT) 
devices—wireless medical devices and tablets, 
which have paved the way for medical advances 
benefiting hospitals and patients. However, their 
speedy delivery and implementation has resulted in 
subpar security setups. 
“As long as these IoT devices are manufactured 
with poor security standards, the vulnerability 

doesn’t only lie within the devices themselves, 
but they also pose a risk to any hospital, treatment 
center, or individual using the device. If a 
connected device is hacked into, the device can 
be forced to malfunction or it can be used as 
a pathway to reach an organization’s primary 
network,” continued Mr. Heid.

Key findings
Among the report’s key findings are:

 k Over 75% of the entire healthcare industry has 
been infected with malware over the last year 

 k 96% of all ransomware targeted medical 
treatment centers 

 k Healthcare manufacturing nearly reaches a 90% 
malware infection rate 

 k 63% of the 27 Biggest US Hospitals have a C 
or lower in Patching Cadence, which measures 
an organization’s ability to implement security 
software patches in a timely fashion 

 k Healthcare has the 5th highest count of 
ransomware among all industries 

 k Over 50% of the healthcare industry has a 
Network Security score of a C or lower 

 k Past-breached healthcare companies still have 
242% as many low scores in Social Engineering 
compared to non-breached companies.  

http://www.medicalofficemgr.com/the-new-overtime-rules-are-put-on-hold-what-does-that-mean-for-you/
http://www.medicalofficemgr.com/the-new-overtime-rules-are-put-on-hold-what-does-that-mean-for-you/
http://globalmessaging2.prnewswire.com/clickthrough/servlet/clickthrough?msg_id=8345873&adr_order=2444&url=aHR0cHM6Ly9zZWN1cml0eXNjb3JlY2FyZC5jb20v
http://globalmessaging2.prnewswire.com/clickthrough/servlet/clickthrough?msg_id=8345873&adr_order=2444&url=aHR0cDovL3d3dy52ZXJpem9uZW50ZXJwcmlzZS5jb20vdmVyaXpvbi1pbnNpZ2h0cy1sYWIvZGJp%0Aci8yMDE2Lw%3D%3D


Scam emails are often designed to look real and may 
insist that personal or corporate information is needed.
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Busting 7 common 
information security myths
Commonly held myths about information security 
can lead to a potential data breach and ultimately 
have a big impact on a company’s bottom line and 
reputation. However, these breaches can be avoided 
when businesses provide their employees with the 
right training and tools to separate fact from fiction 
and responsibly manage confidential information.
A recent study shows that 23 percent of data 
breaches in the past year were caused by human 
error. However, according to the 2016 Shred-
it Security Tracker information security survey 
conducted by Ipsos earlier this year, only 57 
percent of US C-Suite respondents say they train 
employees more than once a year on how to remain 
compliant with their industry’s legal requirements 
for the storage and destruction of confidential 
information.
Results are similar on the small business front, 
with 28 percent of US small business owners 
reporting that they never train employees on how 
to remain compliant with legal requirements or 
company information security procedures and 22 
percent only conduct training on an ad .hoc or as-
needed basis.
“Without training and education on how to safely 
manage, store, and destroy confidential information 
employees may be unaware of their responsibilities 
and how their actions can open their business or 
customers to fraud,” said Andrew Lenardon, 
Global Director at Shred-it International. 
“Businesses need to help their teams become more 
aware of the risks associated with mishandling 
confidential information to avoid penalties, fines, 
or damages to their reputation caused by poor 
information security.
Shred-it sets the facts straight on 7 common 
information security myths:

Myth 1: Erasing data from a hard drive 
completely removes the information.

Fact: Simply deleting confidential electronic 
records does not ensure the data stored on the hard 
drive is completely gone. The only way to ensure 
confidential information is protected is to remove 
and destroy the hard drive before the device is 
resold, recycled, or disposed.

Myth 2: It is safe to dispose of 
confidential information, as long as the 
paper is torn into little pieces.

Fact: Torn paper can easily be removed from 
an unsecure bin and pieced back together. 
Organizations should have locked disposal consoles 
and require all documents to be shredded.
Implementing a Shred-it-All policy eliminates 
the guesswork of what is and isn’t confidential 
and ensures employees don’t accidentally leave 
confidential information in an unsecure bin. In 
addition, shredding also has an environmental 
benefit if shredded paper is recycled.

Myth 3: You can confidentially enter 
personal information on a website if you 
recognize the source or the sender that 
sent you the link.

Fact: Scam emails are often designed to look 
real and may insist that personal or corporate 
information is needed. Business or personal 
information should never be entered into a link 
from an email, even if the site appears credible. 
Experts recommend typing the website in directly 
or navigating to it via bookmarks.

Myth 4: You can use your own 
smartphone or another device at work, 
as long as it is password protected.

Fact: Although it’s common practice for employees 
to use their own devices for work, personal devices 
can create a number of security-related issues. Even 
if they are password protected, all devices should 
be encrypted to protect the confidential information 
stored on them. Bring your own device (BYOD) 
security programs should also be in place to protect the 
pathway from the personal device to corporate systems.

Myth 5: Keeping material on your desk 
at work is safe.

Fact: Untidy workstations pose a threat because 
loose paperwork on desktops can be vulnerable 
to snooping and data theft. Organizations should 
implement a Clean Desk policy and require all 
documents to be stored in locked filing cabinets 
when employees are away from their desks.



“The only proper way to protect information is to 
physically destroy the hard drive—simply wiping 
the device does not ensure sensitive information is 
completely removed.”

— Andrew Lenardon, Global Director, Shred-it
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Myth 6: Messages on smartphones or 
laptops are private.

Fact: Visual hacking of information on mobile 
devices can occur almost anywhere. Organizations 
should provide employees with privacy screens for 
laptops, tablets, and other mobile devices to keep 
confidential information safe from prying eyes.

Myth 7: Public WiFi is safe if it is 
password-protected.

Fact: Even when password protected, shared 
or public internet connections can still expose 
valuable information to data thieves and hackers. 

Never use public WiFi for sensitive work 
information. Organizations should establish policies 
that encourage employees to connect only to trusted 
networks for work purposes.
Conclusion
Without the right training on how to work with 
confidential information, employees may be 
unaware of their responsibilities and the security 
risks their actions can bring to the business. By 
debunking myths and banishing information 
security bad habits, organizations will be better 
able to protect their customers, their reputation, and 
their people.  

7 guidelines to protect your 
firm’s digital data
According to a recent study, American business 
leaders are unprepared for the increased threat to 
information security that comes with flexible office 
environments. The 2016 Shred-it Security Tracker 
information security survey shows that leaders are 
not providing the protocols and training needed 
to ensure customer and competitive information 
remains secure in a mobile work environment.
With the number of mobile workers in the US 
expected to reach 105 million by 2020, more 
workers are using the tools of the modern workforce, 
including laptops, USBs, and cloud storage to 
connect outside the traditional office environment.
The 2016 Security Tracker shows that the majority 
of C-Suite Executives (92%) and just over half of 
small business owners (SBOs) (58%) have at least 
some employees using a flexible/offsite working 
model. Yet, only 31% of C-Suite Executives 
and 32% of SBOs said they have an information 
security policy for both off-site work environments 
and flexible working areas in place. 
“Without ongoing training and comprehensive 
policies for remote and flexible workplaces, 
businesses are at risk,” says Andrew Lenardon, 
Global Director, Shred-it. “Although employees 
want increased flexibility and the ability to work 
remotely, business leaders must ensure that the 
right information security and training protocols 
are in-place to protect confidential customer and 
business data.”

How are you storing and destroying your 
digital data?
Policies and procedures governing the secure 
storage and destruction of mobile devices are 
essential in an organization’s information security 
policy. While larger U.S. organizations have 
incorporated this as part of their overall efforts, 
small businesses have room to improve how they 
are destroying and storing digital data. 
SBOs are more likely to wipe/degauss electronic 
devices in-house (37%), risking inadvertently 
exposing the confidential data stored on the hard 
drive when the device is sent to be recycled or 
reused. In contrast, their C-Suite counterparts follow 
the best practices for data destruction and almost 
half (47%) use a professional destruction service to 
dispose of their unneeded electronic material.
Regularly destroying hardware is another important 
part of device management, as legacy hardware 
stockpiled and stored in the office is a risk for theft. 
However, 60% of SBOs only dispose of hard drives, 
USBs, and other electronic devices containing 
confidential information less than once a year or never. 
Comparatively, a majority of C-Suite Executives (76%) 
indicate their businesses destroy hardware every 
two to three months—or more frequently.
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“The only proper way to protect information is to 
physically destroy the hard drive—simply wiping 
the device does not ensure sensitive information 
is completely removed,” says Lenardon. 
“Implementing security policies that address how 
digital devices are stored and destroyed is vital 
for any sized organization to help address the 
additional risks associated with mobile working.”
While C-Suite Executives are focused on electronic 
device and data destruction, they must not become 
complacent with the storage and destruction of 
paper documents as their employees are no longer 
tied to the traditional office. Approximately 46% 
of C-Suite Executives report having a protocol for 
destroying confidential documents adhered to by 
all employees— a dramatic drop from 2015 where 
63% of C-Suite Executives reported having a 
protocol in place adhered to by all employees.
7 data protection guidelines
To help businesses of all sizes ensure their 
corporate policies and training around data 
protection and security keep pace with the evolving 
work environment, Shred-it suggests these seven 
simple workplace guidelines: 
1. Remind employees not to leave hardware or 

materials in vehicles, hotels, coffee shops, or 
elsewhere. 

2. Limit the type of documents that employees 
can remove from the office, as there is no way 
to ensure data is secured when outside of the 
company’s control 

3. Encrypt all phones and hard drives, and activate 
passwords on electronic devices. 

4. Perform a regular cleaning of storage facilities 
and avoid stockpiling obsolete electronic devices 

5. Destroy all unused hard drives using a third-
party provider who has a secure chain of 
custody and confirms destruction. 

6. Regularly review your organization’s 
information security policy to incorporate new 
and emerging forms of electronic media. 

7. Schedule on-going training so employees 
understand best practices for protecting 
confidential information—in and out of the 
workplace.

Conclusion
As workforces become more mobile, C-Suite 
Executives and Small Business owners face 
similar challenges when it comes to protecting 
sensitive data. To mitigate the increased risk of an 
increasingly mobile workforce, businesses of all 
sizes must be proactive in introducing protocols 
and training to keep employee, customer and 
company data safe.  

Urgent Tactics to Eliminate Bullying in the Workplace: Bullies don’t stop on the playground—they take 
it straight to the workplace. So if you’re tired of being pushed around, TAKE BACK YOUR OFFICE! Join us on 
December 7th for proven steps you can use right NOW to crack down hard on destructive behavior to regain 
control of your workplace. Quickly end common behaviors that kill productivity and dramatically improve overall 
morale to make your office far more productive—and profitable.

This session will help anyone – at any level! In this 60-minute webinar you will learn and discuss:
   Dynamics of Confrontation: discover the simple, proven technique that 

stops even the meanest bully dead in their tracks
   The 7 Bullying Types: learn how to quickly spot and stop the most common 

bullying behaviors that kill office morale
   Handle Yourself “Under Fire”: easy strategies for an effective response 

using intellect instead of emotion
   Turn the Tables: easy steps to quickly change a bully into productive employee
   Take Back Your Office: immediate, proven steps to crack down hard on 

bullying.Regain control of your workplace, quickly end common “bully 
behaviors” that kill productivity & dramatically improve office morale

WEBINAr ANNouNCEMENt

To register, go to www.medicalofficemgr.com or call 1-888-729-2315

When: Wednesday, December 7, 
1:00 PM Eastern (10:00 AM Pacific)
Duration: 60 minutes
Presenter:

Outsmarting Workplace Bullies: A Tactical Guide to Taking Charge

Dr. Lynne Curry, PhD
President, The Growth Company, Inc. and author 
of Beating the Workplace Bully: A Tactical Guide to 
Taking Charge

$197 for 
Limited Access

Free 
for Medical Office 

Manager premium 
members

Make no mistake—office 
bullies affect everyone and 
hurt your office in countless 

ways. The techniques revealed 
by Dr. Curry in this 60-minute 

webinar can help any 
manager handle undesirable 
behavior. So don’t delay! 

Register NOW!

http://www.medicalofficemgr.com/category/topics/upcoming-webinars/


“When an unmanaged app that can potentially access 
corporate data or bypass corporate security measures 
achieves broad consumer adoption, IT departments look 
to blacklist it because they can’t protect corporate data in 
an app they don’t manage.”

— James Plouffe
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Are you still complacent about 
mobile security risks?
Organizations continue to fall short when it comes 
to protecting corporate data on mobile apps and 
devices, according to the Mobile Security and Risk 
Review, recently released by MobileIron. Mobile 
threats are on the rise but only 8% of companies are 
enforcing OS updates and less than 5% are using App 
Reputation or Mobile Threat Detection software.
The second edition of the Mobile Security and Risk 
Review—which is based on aggregate, anonymous 
usage data shared by customers and compiled from 
April 1, 2016 through June 30, 2016—updates Q4 
2015 data and discusses an emerging set of threats 
and risks, including enterprise compliance failures, 
compromised devices, and data loss risks. The 
review also identifies enterprise security trends on 
a geographic regional basis and for the government 
vertical.
“The velocity of mobile attacks is increasing but the 
latest data shows that enterprises are still not doing 
the things they could be to protect themselves,” 
said James Plouffe, Lead Architect, MobileIron. 
“This lack of security hygiene demonstrates that 
enterprises are alarmingly complacent, even when 
many solutions are readily available.”

Mobile attacks on the rise
The report outlines several new mobile attacks 
which have emerged that threaten companies. Most 
are simply re-using old tactics against mobile-
specific services, such as SideStepper’s use of 
Man-In-the-Middle (MITM) against MDM, rather 
than employing new techniques or exploiting new 
vulnerabilities. However, when attacks against 
users are successful, they can result in the loss of 
both personal and business data. 
The following mobile attacks either emerged or 
worsened in the last six months: 

 k Android GMBot: This spyware remotely 
controls infected devices in order to trick 
victims into providing their bank credentials. 

 k Acedeceiver iOS malware: This malware is 
designed to steal a person’s Apple ID. 

 k SideStepper iOS “vulnerability”: This 
technique was discovered to intercept and 
manipulate traffic between an MDM server and 
a managed device. 

 k High-severity OpenSSL issues: These 
vulnerabilities can potentially impact large 
numbers of applications and services, which 
could ultimately jeopardize enterprise data-in-
motion. 

 k Marcher Android malware: This malware 
has evolved to mimic bank web pages that 
trick users into entering their login information 
through e-commerce web sites.

Mobile security practices largely 
unchanged in the face of new threats
Security incidents are often the precursor to 
a breach because they leave a device or app 
vulnerable and that can put corporate data at risk. 
This quarter saw a number of trends in employee 
compliance incidents and corporate security 
practices, including:

 k Missing devices: 40% of companies had 
missing devices, up from 33% in Q4 2015. 

 k Out-of-date policies: 27% of companies had 
out-of-date policies, up from 20% in Q4 2015. 

 k Not enforcing OS updates: 8% of companies 
were enforcing OS updates, which was 
comparable to Q4 2015. 

 k Not using app reputation software: Less 
than 5% of companies deployed app reputation 
software, which was comparable to Q4 2015.

Evernote and Line among most 
blacklisted consumer apps
“When an unmanaged app that can potentially 
access corporate data or bypass corporate security 
measures achieves broad consumer adoption, 
IT departments look to blacklist it because they 
can’t protect corporate data in an app they don’t 
manage,” said Plouffe. 
New to the list of top 10 consumer unmanaged apps 
most often blacklisted by organizations include 
Line and Evernote.  

http://www.mobileiron.com/securityandriskreview
http://www.mobileiron.com/securityandriskreview
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PROdUCTIVITY 
Study: Excessive sitting 
is more disruptive to your 
business than cyberloafing
Prolonged sitting is not only detrimental to 
employee health, it may also be killing your 
office’s productivity and culture.
A new survey commissioned by Ergotron (a Nortek 
company) found that 61 percent of full-time U.S. 
employees are more likely to get up and move 
when they are feeling restless from sitting versus 
cyberloafing (39 percent), an activity currently 
estimated to cost U.S. businesses upwards of $85 
billion a year. (“Cyberloafing” is when employees 
spend company time doing personal Internet-
related activities, such as catching up on Facebook 
or shopping online).
The report, JustStand® Index: Getting Productivity 
Up and Moving, captures the attitudes and actions 
of today’s workforce in order to measure the 
adverse effects sedentary behavior has not only 
on an employee’s personal health, but also on the 
overall health of an organization. 
The JustStand Index analyzed the following five 
categories:
1. Company productivity is adversely affected. 

While taking regular breaks is important, the 
data suggests that employees are spending 
excessive time away from their desks due to 

restlessness and physical discomfort from 
prolonged sitting. This situation is hurting 
overall productivity and is easily avoidable.

2. Office culture is taking a hit from exposure 
to prolonged sitting. Over 60 percent of 
employees dislike or even hate sitting, yet 
nearly 70 percent do it all day, every day. 

3. Employee health is in question. With the influx 
of wearable technology, people are presumably 
more health-conscious than ever before, but are 
they being lulled into a false sense of fitness 
and health? Sixty-two percent of employees 
indicated that they get the recommended 2.5 
hours a week of exercise. However, sitting 
too much at work, despite physical activity 
undertaken throughout the week, is detrimental 
to the human body. 

4. Wellness programs are lacking awareness and 
variety of offerings. Despite health and wellness 
programs in corporations being a stated priority, 
only 23 percent of employees are aware of a 
wellness program at their company and of that small 
population, only 35 percent of those programs offer 
alternative workstations as a benefit option to 
help avoid prolonged sitting and encourage 
more movement throughout the workday. 

5. Sitting disease awareness is increasing. Since 
the JustStand Index was introduced in 2013, 
awareness has doubled but has yet to achieve 
widespread understanding. While 86 percent of 

Due to an overwhelming response, we are excited to welcome 
back MACRA expert Tina Colangelo December 15th at 1:00 PM 
EST to share her deep knowledge on immediate changes 
you must be prepared for!

January 1st is upon us, folks, and if you don’t have a firm 
grasp on new changes you are poised to lose a tremendous 
amount of money in penalties – and lost bonus opportunities. 
Ms. Colangelo, a 15-year industry veteran with a keen focus 
MACRA, is well practiced in helping  physicians and medical 
offices achieve maximum incentives and avoiding hefty fines. 

Join her to review and discuss:
   What MACRA is … and its impact on your business
   MIPS and APM … what each pathway is and its 

importance in 2017
   MIPS Track  … and how a practice is scored under it
   Who is Eligible to Participate
   The Payment Schedule
   Demonstrated Performance Deadlines
   And much, much more!

WEBINAr ANNouNCEMENt

To register, go to www.medicalofficemgr.com or call 1-888-729-2315

When: Thursday, 
December 15, 2016
1:00 PM Eastern
(10:00 AM Pacific)

Special Encore Presentation December 15th!  
MACRA: What You Need to Know to Survive and Thrive in 2017

Call 1-888-729-2315 
to register TODAY!

http://www.medicalofficemgr.com/category/topics/upcoming-webinars/
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YOUR CAREER 
Here are four good ways to 
get your work done before the 
holidays
Many managers will agree that the most difficult 
part of their job is finding time to get all the work 
done. And, while everyone loves a holiday or a long 
weekend, it’s hard to make up for any lost workdays.
So as we approach the year-end holidays, here are 
four good time management recommendations 
from workflow advisor Jason Womack of Ojai, 
CA, author of “Your Best Just Got Better: Work 
Smarter, Think Bigger, Make More.”
These recommendations cover interruption 
management, meeting time management, and how 
to find little gems of time throughout the day.

1. Head off the interrupters
First is to minimize the interruptions. Don’t 
expect to do away with them entirely, because 
any professional office “is a high-interruption 
environment.” But they can surely be controlled.
Suppose the managing physician comes in several 
times a day with assignments or questions. The 
solution, Womack says, is to interrupt the doctor 
first. In other words, shift the interruptions to the 
manager’s schedule, not the doctor’s schedule.
Do it at the start of the day. Take the bull by the 
horns and say, “I know we have a lot going on 
today. Is there anything on your mind right now 
that you’d like me to start working on?”

That preemptive strike lets the manager sort out 
the day’s workload and get the doctor’s extra 
work done during the slow times, not when the 
manager is deep into another issue. It also avoids 
the nightmare of having the doctor come in mid-
afternoon with a laundry list of things that need to 
be done by the end of the day.
Apply the same technique to staff in general or to 
any one staffer who is constantly interrupting. Head 
the interruptions off by asking at the start of the 
morning if there’s anything that needs to be talked 
about today.
The approach forces staff to think through the 
day and get organized. It also gives the constant 
interrupters an opportunity to have their say without 
draining the manager’s time little by little all day.

2. Bunch up the conversations
The second recommendation is not to break in on 
a busy doctor or busy staffer with questions that 
need to be answered right away. There’s a way to 
manage those interruptions, Womack says.
Keep a notepad on the side of the desk and build an 
agenda throughout the day. As an issue comes up 
that needs to be discussed, put the person’s name 
on the page and make a note of the discussion item. 
There will likely be one person who ends up with a 
lot of discussion items.
Then at some point during the day, go to those 
individuals and talk about the items on the list. 
Now each person gets interrupted one time with 
five things instead of five times with one thing. 

people believe that prolonged sitting increases 
the risk of early mortality, only 48 percent of 
people believe they are personally at risk. This 
demonstrates the need for further education and 
conversation throughout the business community.

“Over the last decade or so, employees have 
become much more health-conscious—being more 
mindful of the food they eat and the importance of 
exercise,” said Betsey Banker, Wellness Manager 
at Ergotron. “This focus has made its way into the 
workplace as expectations for employers to provide 
healthier work environments have escalated. 
Workers are beginning to understand that sitting 
disease—the term used to describe the metabolic 

impacts of a sedentary lifestyle—can cancel out the 
benefits of the positive behaviors they’ve adopted.”
The makeup and mindset of today’s workforce 
has altered priorities drastically. The workplace is 
riddled with distractions, and business leaders are 
striving to offer benefits that increase employee 
satisfaction and comfort while also improving 
business outcomes. Employers are investing in a 
variety of new perks and company benefits, such as 
flexible work schedules, wellness programs and even 
nap rooms or healthy snack deliveries. However, the 
data indicates that organizations are missing one of 
the most obvious points of employee dissatisfaction: 
sedentary work environments.  
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That saves a tremendous amount of time, he 
says, because going through a bullet list takes 
maybe eight minutes total whereas starting a new 
conversation for each item takes up at least five 
minutes every time.
3. Move meetings to a faster end
A third way to find more time is to shorten meetings.
For whatever reason, Womack says, tradition has set 
it that “meetings are supposed to be an hour long.”
Yet in any meeting, the decision-making invariably 
gets done during the last seven to 10 minutes. 
Whether it’s one hour or two, everybody spends 
those last few minutes deciding what to do.
Try shaving off 15 minutes and holding the 
meeting for 45 minutes instead of an hour, he says. 
Everybody knows when the decision-making time 
is coming up, and will finish by then.
For even greater efficiency, schedule the meetings 
at 15 minutes past the hour instead of on the hour. 
That gives everybody a 15-minute window to wind 
up whatever they are involved in and mentally 
prepare for the meeting.

4. Get value out of the bonus time
And then there’s bonus time.
That’s the “found” time that appears when a 
meeting or appointment is delayed or canceled.
Don’t waste it, Womack says.
If a meeting is going to start late or a vendor 
cancels an appointment, most people think “we’ll 
start in 10 minutes” or “I don’t have anything to 
do right now” and then use that time looking at 
Facebook or going through e-mails.
Change the mindset.
Use those minutes to keep working on whatever 
task is already in progress. Or pick up another 
brief task. Or plan a project. Or do something 
that wouldn’t otherwise get done for lack of time, 
perhaps writing a thank-you card to a colleague.
Unexpected time is a windfall. Use it as a 
productivity saver. Even better, use it “to create 
something of value.” And that something can be 
business-related such as counseling a staffer or as 
personal as making a call to a spouse. Whatever it 
is, make it something “that adds value” to the day.  

workplace. Next, build the walls against gossip by 
training your staff how to nip it in the bud.
Since gossip breeds in passive-aggressive soil, 
teach everyone how to successfully and directly 
handle conflict and how to raise issues so they can 
be resolved.
Because gossip requires two people—the spreader 
and the receiver—teach everyone simple statements 
they can make when another team approaches them 
with gossip, such as “I’m not comfortable talking 
about her behind her back” or “I hadn’t heard that, so 
let’s go ask her together and see if it’s really true.”
Teach those who’ve been or might be a gossip’s target 
how to directly take the gossiper on, with statements 
such as “I’ve heard you’ve been saying such and such 
about me. I’d appreciate you coming to me directly 
when you hear or think things like that.”

How to address the problem
Finally, lead your team in a discussion around “how 
do we want it to be in our workplace?” Work with 

them to define a culture that’s supportive, honest, 
and positive. 
You may want to create an anti-gossip policy to 
underscore this culture; however, realize that the 
National Labor Relations Board requires that any 
anti-gossip policy be narrow in scope and limited 
to non-work issues so that employees can talk 
about work-related issues and working conditions. 
(If you’d like more detail on this, you can look 
up the NLRB ruling against the Laurus Technical 
Institute’s anti-gossip policy).

Conclusion
Don’t ignore or underestimate the damaging effects 
of gossip in your workplace. Take steps now to 
stomp it out.
Lynne Curry, PhD, author of “Beating the Workplace Bully,” 
AMACOM 2016, and “Solutions” regularly presents to the 
Medical Group Management Association, Alaska Chapter and 
provides services to multiple medical practices and hospitals. 
You can contact Curry @ www.thegrowthcompany.com.  

(Insight, continued from page 2)

http://www.thegrowthcompany.com/
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How to generate enthusiasm
Although some people seem naturally enthusiastic, 
others require help getting revved up. And just about 
everyone requires ongoing support. Here is how to 
harness and cultivate enthusiasm in your medical office.
Identify and tap into people’s strengths. This 
requires knowing—really knowing—your staff, 
as individual employees. Do you know what each 
staff member is best at? Do you know what aspects 
of the job s/he enjoys most? (They may not be the 
same things). Find out what people like to do, and 
see if there is an opportunity for them to do more 
of those things. It may sound obvious, but people 
are enthusiastic when they enjoy their work. At the 
same time, people need to feel challenged and they 
need to grow. Here again, talk to your staff about 
their interests and aspirations, and discuss ways you 
and the practice can provide support. 
Match the people to the jobs. Sometimes 
conversations with staff members will reveal 
that people are not in the right jobs. As manager, 
part of your job is to assess skills, interests, and 
personalities as they relate to office tasks. Someone 
who dislikes interacting with people on the phone, 
for example, probably isn’t the ideal person for the 
role of receptionist. Yet, you may not know this 
unless you get to know your staff.
Encourage participation, in group settings and 
one on one. Make sure staff meetings encourage 
participation from everyone, not only the people 
who talk the most. Ask for ideas and feedback from 
all staff members, including employees who are 
introverts. In addition, make it a point to check in 
with folks one on one, whether in person or via 
email. People often feel more comfortable sharing 
new ideas one on one. Remember, generating 
enthusiasm doesn’t always require a grand gesture 
but it does require communication.
don’t shut down the process. Too often, when 
managers are busy and preoccupied with their own 
tasks, they don’t hear what employees are saying. This 
can result in a staff member presenting a new idea 
that gets ignored—or worse, squashed. Talk about 
stifling enthusiasm! Be alert to conversations where 
employees present ideas. If you don’t have the time 
when approached, schedule time for the conversation.
Recognize that enthusiasm takes many forms. 
The staff member who routinely comes up with new 

ideas at weekly meetings is clearly enthusiastic about 
her job. But so is the person who bakes cupcakes for 
the office. And the employee who wants to take a 
course to improve a skill is also showing enthusiasm.
Be aware of any and all signs of enthusiasm and 
encourage them. Sometimes all it takes is a word 
from the boss (that would be you).
“You always share great ideas at our meetings, 
Jane. Keep ‘em coming!”
“Thanks for brightening up our Monday morning 
with cupcakes, Joe. We really appreciate it.”
“Taking a course in basic accounting is a wonderful 
idea, Meg. I’m sure that skill will come in handy 
here and I’m happy to let you know the practice will 
reimburse you once you’ve completed the course.”
Understand and benefit from the impact. Finally, 
know that enthusiasm is contagious. Enthusiastic 
employees have a tendency to infect others—and this 
will likely include you. Why not go for the gusto?  

(Are you stifling your staff’s enthusiasm?, continued from page 1)
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