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Terminating a relationship with a disruptive patient
What can you do if a difficult patient has exceeded 
the definition of difficult and has, in fact, become 
disruptive? You can terminate the relationship with 
the patient.
Indeed, disruptive patient is the number one reason 
practices end relationships, according to steven M. 
Harris, a nationally recognized health care attorney 
and member of the law firm McDonald Hopkins LLC.

Defining disruptive
But how do you define disruptive behavior? Some 
situations, like when a patient threatens the safety 
of a staff member, require using common sense.
Other situations may not be so clear-cut. 
Continually missed or canceled appointments, 
mistreating the staff, and creating an uncomfortable 
atmosphere in the waiting area also have the 
potential to become disruptive.

Likewise, failing to pay bills can be disruptive to 
the practice and a reason to end a relationship with 
a patient.
Yet, Harris recommends exercising caution. 
Generally physicians are receptive to the occasional 
missed appointment, and most will try to resolve 
payment issues, he says.
Harris uses the word “chronic” to explain when the 
issue should be addressed, as in when the patient 
is unhappy and continues with the practice and 
chronically complains.

Ending the relationship
Even so, knowing when to end a relationship 
isn’t always easy. If the practice is considering 
terminating a patient relationship, it should not 
do so midway through treatment. You have to be 

™medical office manager

You’ve heard a lot of talk about Obamacare and 
the Affordable Care Act (ACA). There are a lot of 
changes for healthcare delivery that affect medical 
offices. But are you up-to-date on how ACA affects 
your office as an employer?
The ACA imposes new obligations on employers. 
Some of these are already in effect and are 
continuing obligations you should be satisfying, but 
others don’t kick in until next year or later. review 
our summary of the key requirements for 
employers below (and the table on page 15) to 
make sure you are compliant with those already 
in effect and will be ready for future deadlines.

(continues on page 3)

(continues on page 13)



If your office has a system that helps operations run smoothly, Medical Office Manager 
would like to write about it. Contact the Editor at barb@plainlanguagemedia.com. 
We pay $100 for every idea we write about in this column.  

Reader Tip
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Kentucky pediatrics office finds these 
simple communication tactics can 
dramatically improve your patient 
satisfaction
When a Kentucky pediatrics office surveyed its customers, it found 
great dissatisfaction with the nursing staff. Parents said the nurses 
were too busy, didn’t communicate well, and didn’t take personal 
interest in their children, says manager of the five-physician office.
Yet the office has what she describes as “the sweetest, nicest, kindest 
nurses imaginable,” and they as well as the nursing supervisor were 
“shocked” at the responses. Some parents said prescriptions hadn’t 
been called in. Some cited lost messages such as “I told the nurse I 
needed this, but the doctor didn’t know it when I got there.” Others 
said the nurses were distant.
The office’s solution was in-service education on communication, 
and the outcome was that the nurses set up a communication policy 
that guarantees satisfaction. Here are some of the major elements.

 j The physicians must sign off on nursing notes and prescription 
refills. And to assure patients that the doctor knows about the 
call, they tell the parents “the doctor will review this and will 
call you back if there is anything else to suggest.”

 j There are treatment protocols for problems such as vomiting and 
diarrhea. With common problems, the manager says, it’s not uncommon 
for one nurse to give slightly different advice from another, and 
that “can seem like a huge difference to a parent.” The protocols 
ensure that “all the nurses give the same advice” all the time.

 j Vaccines cause great confusion because the use recommendations 
are updated continuously. The office now gives the nurses 
updates on the changes so they can explain to parents why a 
vaccine has been added or why the inoculation time has changed.

 j There’s a standard response when a parent is irritated or 
argumentative. The nurses say “I appreciate that you are 
worried about your child, but is anything else going on?” 

Beyond that are simple communication tactics:
 j The nurses wear nametags.
 j They introduce themselves to the children when they call them 
into the exam area.

 j And to demonstrate personal attention, they address both the 
parent and the child by name.



MedicalOfficeMgr.com
If you are a current subscriber to Medical Office Manager you are 
automatically a PREMIUM member of MedicalOfficeMgr.com. 
There is no extra cost! Here’s what you get when you log-in:

 j Hundreds of searchable articles on virtually every medical office 
management topic

 j Downloadable, ready-to-use medical office policies, best 
practices, forms, checklists and many other practical “working 
tools” you can use to make your job easier

 j FREE professional development webinars from leading experts
 j And MUCH MORE!

Visit MedicalOfficeMgr.com TODAY!  If you don’t yet have a User Name and Password, 
please call Customer Service at 1-888-729-2315 and we’ll get you registered in just minutes!

Medical Office Manager is Pleased to Announce the Launch of our New Website:

What do you do when a former patient badmouths you on social 
media? See article on page 4.
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concerned about abandonment and that you give 
the patient ample time to seek alternative treatment, 
Harris explains.
What about referring the patient to someone else?
Harris says this can be a two-edge sword; you don’t 
want to refer a disruptive patient to a colleague. 
Instead, he recommends telling the patient that if 
they need a referral, they should call the office. 
Typically it is then up to the office manager to 
provide names of physicians if the patient follows up.
The office manager should not handle terminating 
a patient relationship on her or his own, according 
to Harris. When possible, he recommends that 
the office manager and the physician handle the 
termination together, in person. He tells Medical 
Office Manager that this is not always possible; 
for example, if a patient misses a series of 
appointments. Nevertheless, when feasible, it is 
recommended that both the office manager and 
physician are present.
It really is no different than when you terminate an 
employee, Harris says, indicating that it is a good 
idea to have more than one person in the room.
Moreover, the office manager brings important 
relationship data to the discussion, including 
specifics about the disruptive behavior.
When ending the relationship, a letter should 
be sent to the patient, even if a conversation has 
already taken place. “Documenting the file is of 
critical importance,” Harris says.

A standard form letter, where perhaps the first 
paragraph is generic, may be used, but the facts 
and circumstances must be specific to the patient 
relationship, and reason for termination must be 
included. Harris suggests that the physician sign the 
letter, as opposed to the office manager, because he 
or she is ultimately responsible.

Protecting the practice
Should your medical practice have a written policy 
that outlines when and how to handle ending a 
relationship with a patient? If you are thinking 
about going down that road, you may want to 
proceed with caution.
“Policies are wonderful, if you follow them. The 
worst thing you can have happen is if you have a 
written policy you don’t follow,” says Harris.
Policy or no policy, you may want to end a relationship 
with a disgruntled patient sooner rather than later. 
“The more disgruntled the patient is, the more likely 
there will be a claim for negligence,” Harris says.
Still, he cautions that determining when or if to end 
a relationship is more art than science, pointing out 
that physicians don’t like losing patients. “You have 
to make a judgment call,” Harris says.  

QUICK LINK: 1022 
Enter this code at medicalofficemgr.com for a Model Policy on 
terminating a patient relationship.

(patient non-disclosure, continued from page 1)

http://www.medicalofficemgr.com


It is recommended that a practice regularly check various social 
media outlets and rating sites for comments from disgruntled 
former patients.
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MAnAging pAtients
After a relationship with a 
disruptive patient ends
Your practice terminated a relationship with a 
disruptive patient, and everything went smoothly—
or so you thought, until negative comments about 
the practice started showing up on social media.
Disgruntled consumers of all kinds of services, 
including health care, have an outlet for their 
frustration. Actually, they have numerous outlets, 
including Facebook, Yelp, Scam.com, and 
physician ratings sites such as Healthgrades, among 
others. And they can reach large audiences of 
patients and potential patients very quickly.
It has become a significant problem in health care 
and other fields, according to peter t. berk, an 
attorney at McDonald Hopkins LLC with in-depth 
experience representing and advising clients on 
social media issues.

Negative posts on social media
Berk tells Medical Office Manager of one case 
where a father had posted negative comments 
about a practice that terminated his son as a patient. 
Fortunately, loyal patients came to the defense 
of the practice on their own, posting comments 
that countered the disgruntled father’s remarks. 
Meanwhile, the practice began legal action and the 
site took the negative post down.
But resolving what can turn into a public relations 
nightmare is not always so straightforward. “Each 
site has its own rules and regulations for what it 
takes down,” Berk says.
When it comes to addressing negative social media 
posts, the challenge isn’t specific to physicians. 
“It’s not a physician problem; it’s a business 
problem,” Berk explains.
Still, he acknowledges that in the health care field 
there is a difference.
“Certainly the issue facing physicians is your 
ability to respond is much more limited,” he says. 
As an example, he cites a towing company, which 
can refute negative remarks by sharing facts. A 
medical office, on the other hand, must protect the 
patient’s privacy.
The situation is further complicated by the nature 
of the online world. In the brick and mortar world, 
your response is one way, Berk explains, while in 

the social media world, this response could result in 
possible backlash.
 “In the social media world, your response can 
escalate the problem,” he says. “Your response to a 
social media attack has to be measured.”

Proactive approach
As obvious as it might sound, the best way to address 
the situation is to not let it get to the point where the 
patient is frustrated. With this in mind, Berk advocates 
employing basic customer service techniques at the 
time you terminate a relationship with a patient.
 “When you terminate them, be cognizant of how 
you’re doing it to lessen the impact to the patient,” 
Berk says.
This may alleviate any need for venting on social 
media. If it doesn’t, more diplomacy may be required.
 “If there is a disgruntled post on the practice’s 
Facebook wall, respond with a simple opening of the 
door to try and resolve it,” says Berk.
He tells Medical Office Manager that at the same 
time it’s not a bad idea for a practice to contact a 
lawyer, even from the standpoint of a confidentiality 
issue, and to find out how to document to protect 
yourself in the future, including documenting what 
you’ve done to help the patient. 

Sometimes it can be difficult to resolve these kinds 
of issues, because of the ease of anonymity. This 
was the situation with the father and son case, which 
required research to identify the parent and patient.
The number of outlets, too, can make it difficult to keep 
track of what’s being said. Facebook is clearly one of 
the top places, Berk says, and disgruntled patients post 
comments on a practice’s Facebook fan page.
One option, of course, is to simply delete those 
comments, but doing so is likely to escalate the 
situation. Again, it’s about a measured approach.
And speaking of approach, it is recommended that a 
practice regularly check various social media outlets 
and rating sites for comments from disgruntled 
former patients. “Unfortunately, in the world we 
live in, you have to be somewhat vigilant about your 
online brand,” Berk says.  
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CoMpliAnCe Alert
What you need to know about 
the new OIG 2014 Workplan
The OIG, Office of Inspector General, oversees 
Medicare and Medicaid enforcement and highlights 
areas of focus in its enforcement efforts in a 
Workplan. The 2014 Workplan was released at the 
end of January and contains some items of note for 
medical practices. 
Some items are new and others have been on the 
OIG Workplan in prior years and are a continuing 
project. The following items directly affect medical 
practices:
1. Evaluation & management services
Billing for E/M services continues to be a 
concern for the OIG and this is noted as an 
ongoing project. The OIG intends to look 
for “documentation vulnerabilities” in paper 
and electronic records. The OIG’s concern? 
“Medicare contractors have noted an increased 
frequency of medical records with identical 
documentation across services. Medicare 
requires providers to select the billing code for 
the service on the basis of the content of the 
service and to have documentation to support the 
level of service reported.”
2. Chiropractic services
The OIG has two new items in its Workplan 
that address chiropractic services and focus on 
questionable billing and maintenance therapy 
and Medicare Part B payments. The OIG is 
reviewing results of prior audits, evaluations and 
investigations for “trends in payment, compliance 
and fraud vulnerabilities” and will make 
recommendations for addressing vulnerabilities. In 
particular, the OIG noted that manual manipulation 
of the spine is only reimbursed by Medicare if there 
is a neuro-musculoskeletal condition. Medicare 
doesn’t pay for maintenance therapy. So the 
OIG is seeking to identify trends “suggestive of 
maintenance therapy billing.”
3. Physician & supplier assignment rules
The OIG continues an item in its Workplan focusing 
on claim assignment involving physicians and 
suppliers and the effect on Medicare and beneficiaries. 
Concerns include noncompliance with assignment 
rules and excessive billing of beneficiaries. 

4. Place of service
Another continuing item is improperly indicating 
place of service for services rendered at ambulatory 
surgical centers and hospital outpatient departments.
5. Physical therapists
The OIG is reviewing outpatient physical therapy 
services provided by independent therapists for 
compliance with Medicare regulations.
6. Ophthalmologists
The OIG continues an ongoing project reviewing 
2012 billing for ophthalmology services, looking 
for questionable billing practices and inappropriate 
payments. 
7. Mental health
The OIG has added a new item focused on a review 
of Medicare’s mental health provider enrollment 
and credentialing requirements, CMS’s oversight 
in verifying mental health service providers’ 
qualifications, and “whether selected providers 
have the required Federal and State qualifications 
to bill Medicare for mental health services.” The 
following items may be of interest to medical 
offices but don’t directly affect them:
The OIG will be looking at how hospitals review 
physicians applying for staff privileges, including 
NPDB review and credential verification. The 
OIG cites conditions of participation requirements 
that hospitals have organized medical staffs that 
periodically evaluate members. Because your 
medical office’s physicians may have or apply 
for hospital privileges, it’s worth noting that the 
OIG is concerned about the review of physician’s 
credentials. The OIG has added a new item focusing 
on security of networked medical devices at 
hospitals such as dialysis machines and radiology 
systems integrated with EMRs and health networks. 
A continuing item from prior Workplan also 
mentions concern for the security of PHI on portable 
devices and media including laptops, jump drives, 
backup tapes and equipment considered for disposal. 
While medical offices are not mentioned, the OIG’s 
focus on information security involving electronic 
records and networked systems and portable devices, 
is a reminder to review the information security of 
your network systems and portable devices.  

QUICK LINK: 1539 
Enter this code at medicalofficemgr.com for the links on the Office of 
the Investigator General workplan

http://www.medicalofficemgr.com
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stAff MAnAgeMent
How to schedule employee 
vacations for maximum 
efficiency & minimum conflict
Ah, vacation. A time synonymous with sun, 
fun, and relaxation—unless of course you’re the 
manager of a busy medical practice trying to create 
the office vacation schedule. Yes, staff members 
need, want, and okay, deserve time off, but how do 
you plan for vacations without adding stress to your 
calendar and causing employee conflict?

Granting time off
How much time off employees get can be a source 
of grumbling, and when viewed in a global context, 
complaints appear justified.
American workers average 14 vacation days per 
year, while employees in France, Denmark, and 
Spain average 30 days per year, according to a 
2013 study conducted by travel site Expedia.
You may not be able to change the number of vacation 
days awarded, but you can make sure a system is in 
place that allows your staff to enjoy their time off.
Smaller businesses, including medical practices, 
typically schedule vacations in one of two ways: 
based on seniority or by rotation.
Whatever your preference, it is recommended 
that you decide on an approach and stick with it. 
An employee who finally gets first dibs on choice 
vacation weeks based on rotation will be devastated 
if you suddenly schedule time off based on 
seniority. Likewise, staff members with longtime 
service may feel they are valued less if you no 
longer schedule based on seniority.
Even with a system in place, it can be difficult to 
satisfy every employee.

Avoiding conflict
robin thomas, J.D., managing editor of Personnel 
Policy Service, says her firm gets more questions 
about seasonal scheduling issues than any other aspect 
of vacation. She finds employers generally want to be 
flexible, but they also struggle with the fact that a lot 
of people tend to want to take off at the same time.
 Summer is the most popular vacation time, followed 
by the year-end holiday season. One issue that comes 
up for working parents is they want to take off while 
their children are on vacation. And it’s not always 
simply a matter of preference. Thomas points out 

that for many people there is the very real obstacle 
of childcare arrangements, such as a week between 
when school ends and summer camp begins.
How a practice handles vacation issues can be 
challenging, and most rely in part on written policy. 
“I think vacation policies are among the most 
important to have. This is one of those policies every 
employee wants to know about,” Thomas says.
Thomas recommends covering key points in a 
vacation policy, which include:

 j how much time off an employee gets;
 j when the time off can be taken;
 j how an employee requests time off;
 j how vacation is accrued; and
 j what happens at termination.

Note the term “vacation policy.” Recent surveys 
conducted by two different HR member associations, 
WorldatWork and the Society for Human Resource 
Management (SHRM), show more employers are 
moving toward Paid Time Off (PTO) plans, which 
combine all of an employee’s time-off benefits 
into a bank of days. However, Thomas advocates 
separating out at least any vacation from a PTO plan. 
It’s easier to manage, she says, and also a lot cleaner 
if you have to deal with the Family and Medical 
Leave Act (FMLA).
And there’s the issue of termination. In about a 
third of U.S. states, companies are required to pay 
out vacation at termination, Thomas explains. If 
a company includes vacation as part of a PTO, all 
the time accrued in the PTO is treated as vacation 
and must be paid when an employee leaves the 
organization.
Indeed, these are the reasons many employers still 
have traditional vacation plans.

Using allotted time
When establishing vacation plan criteria, the practice 
should also take into account how to handle unused 
vacation days. Depending on the state or states in 
which your practice operates, you may or may not be 
able to implement a “use it or lose it” policy. Be sure 
to consult state employment laws before adding any 
such stipulations regarding vacation usage.
Why, you may ask, would this even be an issue?
Consider yet another finding from the Expedia 2013 
vacation survey: Although Americans on average 
were given 14 days vacation, they left four days on 
the table.  



Let’s practice! 
How do you code the following?

A 65 year old patient is admitted six weeks post-acute anterolateral 
myocardial infarction with a subsequent posterior acute MI. Which 
is the appropriate coding and sequencing for the encounter for the 
posterior acute MI in ICD-10-CM?

 j I21.29 STEMI of other sites  

 j I25.2 Old Myocardial Infarction

Rationale: ICD-10-CM has two categories for acute myocardial 
infarction: I21, Acute myocardial infarction, and I22, Subsequent 
acute myocardial infarction. Category I21 is for all cases of initial 
myocardial infarction and is to be used from onset of the AMI 
until four weeks following onset. A code from I22 is to be used 
if a patient who has suffered an AMI has a new AMI within the 
four-week time frame of the initial AMI. A code from category 
I22 must be used in conjunction with a code from category I21 
(ICD-10-CM Coding Guideline I.C.9.e.4).

page 7medical office manager / april 2014 / medicalofficemgr.com 

Diseases of the circulatory 
system (I00-I99)
By Judy Monestime, MBA, CDIP, CPC, 
AHIMA Approved ICD-10-CM/PCS Trainer

Chapter 9 of ICD-10 CM ranges from I00 to I99. 
This chapter contains an expanded number of 
specific codes that describe coronary, cerebral, and 
vascular diseases. “Use additional code to identify” 
notes appear throughout the chapter to direct the 
coder to identify exposure to, history of current use 
of, and dependence on tobacco. Codes also specify 
the laterality of vessels to identify the specific 
location of disease, for example, left middle cerebral 
artery. The chapter includes the following blocks:

 j 100-102 Acute rheumatic fever
 j 105-102 Chronic rheumatic heart diseases
 j 110-115 Hypertensive diseases
 j 120-125 Ischemic heart diseases
 j 126-128 Pulmonary heart disease and diseases of 
pulmonary circulation

 j 130-152 Other forms of heart disease
 j 160-169 Cerebrovascular disease
 j 170-179 Diseases of arteries, arterioles and 
capillaries

 j 180-189 Diseases of veins, lymphatic vessels 
and lymph nodes, not elsewhere classified

 j 195-199 Other unspecified disorders of the 
circulatory system

The terminology used to describe several 
cardiovascular conditions has been revised to 
reflect more current medical practice. For example, 
acute myocardial infarction is now identified as ST 
elevation myocardial infarction (STEMI) and non-
ST myocardial infarction elevation (NSTEMI).
The ICD-10-CM Official Guidelines for Coding and 
Reporting state:
The ICD-10-CM codes for acute myocardial infarction 
(AMI) identify the site, such as anterolateral wall or true 
posterior wall. Subcategories I21.0-I21.2 and code I21.3 
are used for ST elevation myocardial infarction (STEMI). 
Code I21.4, Non-ST elevation (NSTEMI) myocardial 
infarction, is used for non ST elevation myocardial 
infarction (NSTEMI) and nontransmural MIs.

If NSTEMI evolves to STEMI, assign the STEMI 
code. If STEMI converts to NSTEMI due to 
thrombolytic therapy, it is still coded as STEMI.
For encounters occurring while the myocardial 
infarction is equal to, or less than, four weeks 
old, including transfers to another acute setting 
or a postacute setting, and the patient requires 
continued care for the myocardial infarction, codes 
from category I21 may continue to be reported. 
For encounters after the four-week time frame 
and the patient is still receiving care related to the 
myocardial infarction, the appropriate aftercare code 
should be assigned, rather than a code from category 
I21. For old or healed myocardial infarctions not 
requiring further care, code I25.2, Old myocardial 
infarction, may be assigned.
A code from category I22, Subsequent ST elevation 
(STEMI) and non ST elevation (NSTEMI) 
myocardial infarction, is to be used when a patient 
who has suffered an AMI has a new AMI within the 
four-week time frame of the initial AMI. A code from 
category I22 must be used in conjunction with a code 
from category I21. The sequencing of the I22 and I21 
codes depends on the circumstances of the encounter.

Judy Monestime is vice-president for consulting 
and ICD-10 expert at CodeSmart Group, Inc. She 
can be reached at 305-409-6899 or jmonestime@
codesmartgroup.com.  

coding update



THIS STORY WILL HELP YOU
Screen job applicants on social media websites without violating the law

“We don’t think employers should be asking 
prospective employees to provide their Facebook 
passwords (for pre-hiring background checking) 
because we don’t think it’s the right thing to do.”
 – facebook (statement on company’s website)

Facebook’s statement has set off a firestorm of 
controversy and misinformation. The popular 
consensus seems to be that the employer’s practice 
of demanding Facebook passwords from job 
applicants is morally “wrong” and “illegal.” We’re 
not qualified to pronounce judgment on morality; 
but we do have a decent grasp of the law. 
Long story short: There’s no law that says you 
can’t demand job applicants’ passwords and use 
them to do a background check. But as a practical 
matter, once you start checking a job applicant’s 
profile on Facebook or another social network site 
(which we’ll refer to collectively as “Facebook”), 
you bring privacy laws into play. And, in many 
cases, you incur liability risks greater than the 
benefits you gain from your search. 

Facebook screening and privacy
Federal laws like the Fair Credit Reporting Act ban 
employers from conducting personal background 
checks on employees and job applicants without 
the individual’s written authorization. Many states, 
including California, place even more stringent 
restrictions on employer collection of personal 
information about job applicants from third parties. 
It could be argued that comments, photos and other 
Facebook postings are personal information that 
can’t be collected without authorization.

However, there’s a huge loophole: Consent isn’t 
generally required to collect personal information 
that’s publicly available. Postings on a social 
networking site have been consistently recognized 
as publicly available information by courts, 
arbitrators and privacy commissions.

Reasonable expectations of privacy
Job applicants might also have privacy rights under 
collective bargaining agreements, individual 
employment contracts or common law, i.e., case 
law made by judges. To hold you liable for a 
privacy infraction, job applicants must show they 
had a “reasonable expectation” of privacy in their 
Facebook postings. The operable word is 
“reasonable.” Thus while there are plenty of 
Facebook users who assume otherwise, postings on 
social networks are not private communications. 
Thus it wouldn’t be reasonable to expect Facebook 
postings to be kept confidential. However, the job 
applicant would have a stronger argument to the 
extent the employer circumvents the host site’s 
privacy controls to gather the information.

To hold you liable for a privacy infraction, job applicants 
must show they had a “reasonable expectation” of privacy in 
their Facebook postings. 

Are you sure about this?

As long as you’re prepared to navigate the 
privacy minefield, you can demand Facebook 
passwords and conduct searches to your heart’s 
content. But the question isn’t just what you can 
but should do. You know the kinds of things 
people post on Facebook. Do you really think 
any of this going to help you evaluate a job 
applicant’s professional qualifications? If no, 
you’re best advised to stay away from Facebook 
and concentrate on traditional methods of 
pre-employment screening such as reference 
checking or job interviews—or at the very least, 
confine your internet search to professional sites. 
But if you’re ready, willing and able to take on 
the risks of going to Facebook, keep reading…
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Social media & hiring: Can you and should                     you use Facebook to screen job applicants?



Example
Sally, a recent college grad who has opted to 
limit her Facebook network to other recent 
grads, applies for a paralegal job with ABC 
Medical Office. Finding its access to Sally’s 
network blocked, ABC has an employee pose 
as a grad so he can “friend” Sally and join 
her network. ABC uses the information the 
employee acquires in processing her application. 
Sally would at least be in a position to argue that 
she had a reasonable expectation of privacy. 

Directly asking for a Facebook password makes it 
harder for job applicants to claim that your check 
violated their reasonable privacy expectations. So is 
directly notifying them of the check in advance. 
Job applicants’ privacy rights are also subject to 
the employer’s right to collect, use and disclose 
personal information to perform legitimate business 
functions.
Key question: Does demanding a job applicant’s 
Facebook password and conducting a pre-
employment count as collecting and using personal 
information for a legitimate business purpose? 
Answer: It depends. 
impact on you: To avoid liability, you must make 
sure your particular use falls on the “reasonable” 
side of the “it depends” line.

What to do
The best way to do this is to conduct a privacy 
assessment before conducting searches to determine 
if they’re reasonable. There are 8 factors to 
consider in your assessment: (See the Model 
Assessment below for a template you can adapt to 
ensure that privacy risks are adequately assessed 
before pre-employment Facebook checks take place 
at your medical office.) 

1. does the search serve a legitimate business 
purpose?  Yes  No
Searching Facebook is faster and simpler than 
traditional background checking methods. But 
simplicity isn’t enough. To justify a search 
as reasonable, employers must consider what 

information they can collect about the job applicant 
that they can’t garner from traditional screening 
methods such as reference checks and interviews.

2. does the search collect only relevant 
information?  Yes  No
For a Facebook search to be reasonable, it must 
provide relevant information and only relevant 
information. Relevant means information about 
the applicant’s qualifications. Personal information 
like what the applicant looks like or her recipe for 
lasagna is irrelevant.
Much of the personal information contained on 
social network sites is not just irrelevant but illegal 
to look at during the course of a hiring process. 
Especially dangerous is material that reveals an 
applicant’s race, gender, religion, family status, 
disability, age and other personal characteristics 
protected by anti-discrimination laws. 
Once you come into possession of such 
information, you can’t un-possess it. Electronic 
search records will show that you accessed the 
information and wind up as Exhibit A in the 
rejected applicant’s discrimination suit. You can 
argue that you didn’t look at the information; the 
problem is that merely possessing it is evidence that 
it factored into your employment decision.

3. Are you searching only relevant sites? 
Yes  No
Social media site checks can range from simple 
Facebook profile checks to sweeping searches of 
blogs, micro-blogs and file sharing sites. Decide in 
advance what websites you plan to check and make 
sure each site provides access to the exact relevant 
information you’re looking for.

4. is information collected current and accurate?  
Yes  No
You must ensure that the information you collect is 
current and accurate. That’s tricky because social 
media sites are littered with inaccurate information 
like mislabeled photographs and out of date bios. 
Moreover, simply looking at the information is 
deemed the equivalent of collecting it. So you 
need to have safeguards in place before doing your 
search.
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5. Will search reveal information only about the 
applicant?  Yes  No
One of the biggest challenges you face when 
getting access to a job applicant’s Facebook profile 
is to keep the search focused on just that individual 
and avoid capturing information about third parties 
like the individual’s “friends” who didn’t fork over 
their password or consent to the search. 

6. do you notify applicants of the search? 
Yes  No
Demanding passwords serves the purpose of 
notifying the applicant that you’re going to do the 
search. But you should also notify applicants of key 
aspects of the search, including: 

 j All sites you intend to search; 
 j The information you’re seeking and why you 
deem it relevant;

 j How you intend to use the information you 
collect; and 

 j A statement that your organization is an equal 
opportunity employer and that the search 
isn’t intended to collect information about the 
applicant’s race, sex, age, religion and other 
personal characteristics protected by the human 
rights laws.

Consider asking applicants to sign a form giving 
express consent to the search. But keep in mind 
that applicants can withdraw their consent at any 
time; when and if they do, you can no longer use 
the information to make your decision on their 
application. (See the link to a Model Notification 
below for language you can add to your job 
application.) 

7. Are your search methods on the level? 
Yes  No
Actual searches must be appropriate, consistent with 
the methods described in the application notification 
and in line with the host site’s use restrictions and 
applicant’s indicated privacy preferences. Practices 
that make Facebook searches “unreasonable” would 
include having individuals at your organization 
“friend” applicants to gain access to their privacy-
protected information (as in the Sally example 
above) or doing the search from a personal account 
to hide your medical office’s tracks. 

8. do you limit use of information collected to 
the stated purpose?  Yes  No
Remember that privacy restrictions apply not just 
to the information’s collection but also its use. 
To be reasonable, the use must be consistent with 
the stated purpose for which it was collected, 
i.e., to evaluate the applicant’s fitness for the job. 
Example: Your Facebook search reveals that the 
applicant is the regional director of a notorious hate 
group:

 j Appropriate: Rejecting the applicant on the 
basis of the information; 

 j inappropriate: Sending the applicant’s file to 
the police. 

Conclusion
You have every right to demand Facebook 
passwords to check job applicants as long as you 
keep your search “reasonable” under privacy laws. 
Keeping it “reasonable” isn’t so easy. You’re only 
allowed to collect information that’s relevant to 
the applicant’s qualifications. Personal information 
having no bearing on the applicant’s ability to do 
the job is off limits, as is personal information 
about third parties. And in the realm of privacy 
laws, where information seen is considered 
information collected, it’s quite a challenge to keep 
searches focused on the relevant and blind to the 
irrelevant—especially when sites are conducted 
on social networks like Facebook. That’s why, at 
the end of the day, medical offices determined to 
use the internet for pre-employment screening are 
better advised to concentrate on professional sites. 

Check out the Medical Office Manager job board, which 
you’ll find at www.medicalofficemgr.com. 

Because this job board is tailored to medical practices 
and allows for job search by location, it is an ideal tool for 
advancing your career or advertising your practice’s open 
positions. Job seekers can search open positions by entering 
keywords (job title) or location (city, state or zip) – or narrow 
the search using both fields. 

Why not visit the Medical Office Manager job board at 
www.medicalofficemgr.com today?

Searching for a new job?
Looking to hire staff?
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THE PROBLEM: Information collected about individual job 
applicants is considered personal information subject to privacy 
laws, regardless of whether the information is publicly available 
online. You need to consider these privacy risks you face before 
using social media sites like Facebook to gather personal 
information about job applicants.

HOW THE TOOL HELPS SOLVE THE PROBLEM: Completing 
the Privacy Risk Assessment below is a good way to do this 
systematically.

ABC Medical Office use of social media 
for pre-employment screening

PURPOSE: The purpose of this Assessment is to ensure that use 
of social media resources in the hiring process by ABC Medical 
Office personnel is carried out in a way that’s consistent with ABC’s 
commitment to equality of employment opportunity, respectful of 
job applicants’ privacy rights and in line with all other legal and 
ethical restrictions.

INSTRUCTIONS: Under privacy laws, collection of personal 
information about job applicants from social networking sites 
like Facebook are acceptable only if they’re reasonable in scope 
and methods. HR and other hiring personnel must complete this 
Assessment before conducting such searches to verify that the 
proposed search meets the criteria for reasonable. If they do not, 
such searches must not be carried out. 

1. List any privacy laws that apply: [list the federal and state personal 
privacy laws  and any contractual privacy restrictions that apply]:
       
       
      

2. List steps taken to ensure that the proposed search is consistent 
with the restrictions contained in the above laws:
       
       
      

3. List the purpose(s) for using social media to collect personal 
information about the applicant:
       
       
      

4. Indicate whether collection of the personal information for the 
above listed purposes is authorized under the privacy laws—and 
the basis for concluding that it is so authorized:

       
       
      

5. Can the purposes for collecting the information spelled out in 
Item 3 above be accomplished using other measures that are less 
intrusive of privacy, e.g., via checking the applicant’s references?
       
       
      

6. Identify the types and amounts of personal information likely 
to be collected during the proposed social network site search, 
including collateral personal information about other people that 
may be inadvertently collected:
       
       
      

7. List other risks associated with collecting and using this 
information, e.g., the risks of inaccuracies and/or of collecting 
information about an applicant’s race, sex, age, religion, or other 
personal characteristic protected by anti-discrimination laws:
       
       
      

8. Describe the policies, procedures and controls in place to address 
these risks:
       
       
      

9. List steps that will be taken to notify the individual that ABC will 
be performing a social media background check, including the sites 
checked, the information collected and how it will be used:
       
       
        

tool  
Model Privacy Risk Assessment
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It’s not the facts that cause conflicts but the emotions 
they bring out.
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MAnAging people
How to end 3 costly kinds of 
office conflict
One of the most unpleasant – if not dreaded – 
facets of management is dealing with conflicts. In 
a medical office, they come in one of three forms. 
They are conflicts between staffers, between staffer 
and manager, and between doctor and manager. 
And each gets handled in a different way.

1. Staffer versus staffer
Staffer and staffer conflict becomes apparent a 
number of ways. One side comes in complaining 
about the other. Or one says something in a meeting 
and the other argues. No manager wants to get into 
the middle of that. But if it’s allowed to go on, the 
other staff can get irritated with it or even drawn 
into it, and productivity declines.
The approach: Talk with each staffer individually 
and get both sides of the story. Then bring the 
two together to hash it out. But do the hashing 
somewhere other than in the manager’s office, 
because in that venue, the issue takes on formality. 
Don’t give it that much status.
Tell what effect their war is having on the office, 
perhaps that the other staff don’t like working 
around the friction or even that a patient has 
commented on their rudeness to one another.
Then proclaim neutrality: “I’ve heard your stories, 
and I assume the truth is somewhere in the middle. 
Don’t look to me to take sides. I’m counting on 
both of you to see this issue from the other person’s 
point of view and work it out.”
Turn to one staffer and say “tell your version of 
what happened.” The answer might run along the 
lines of “I asked her if she had seen my report, and 
she just ignored me.”
Then ask, “How did that make you feel?” It’s not 
the facts that cause conflicts but the emotions they 
bring out. If the answer is “it made me feel stupid 
and unimportant,” that’s the cause of the conflict. 
Now turn to the other side and repeat the same two 
questions using the very same words and the very 
same tone as before. Don’t say, “What do you have 
to say about that?” or “Why did you act that way?” 
That’s accusatory and gives the first staffer the 
winning seat.

Suppose the answer is “I was in the middle of a 
phone call. I couldn’t talk, and she was very rude.”
Follow again with, “How did that make you feel?”
Sometimes that’s enough for the two to see the light 
and apologize and go on their way. But sometimes 
not. The two may keep talking. Let them. If the 
conversation is fruitful and they are explaining the 
situation to one another, say, “Tell me more.”
If the conversation heats up, cool it down by asking 
about a question such as “What time of day did this 
happen?” or “What was the report about?”
The goal is to get them to say, “I understand.” At 
that point, there may still be a conflict, but now it’s 
rational and logical.
What if no solution appears? Ask each side, “What 
is the one thing you want to come out of this?” or, 
“What do you want from Staffer B?”
If one says “I want an apology,” ask the other if 
that’s possible: “Do you acknowledge that perhaps 
you could have handled this better?”
What if there’s no relief in sight? Stop the meeting 
and tell them to think about the issue and come 
back in an hour to continue the discussion.
And once the issue is settled, send the two away 
with praise of, “Thank you both for being open 
minded and working through this.”

2. Staffer versus manager
Staffer/manager conflict usually crops up when a 
staffer gets miffed about something the manager did, 
medical office manager didn’t do, said, or didn’t say. 
And rarely is there confrontation. The staffer simply 
detaches in little ways such as not saying hello in the 
mornings – and the hint is dropped!
Why, you may ask, would this even be an issue?
Break the ice, but not with a sledgehammer of “Do 
you have a problem with me?” or “What’s wrong 
with you?” The answer will invariably be “There’s 
no problem.”
Approach it instead with an invitation to a dialogue:

(continues on page 16)



Six reasons electronic records are 
good for your medical office business
1. Reduced storage costs. It costs money to own, rent, insure 

and maintain storage space.

2. Easy access. Electronic records can be accessed from 
anywhere.

3. More accuracy. Electronic records are more reliable than 
typed and handwritten records.

4. Reduced labor costs. It takes staff time to maintain and 
access paper files.

5. Better risk management. Clinical issues can be quickly 
traced through electronic records.

6. Improved patient care. Quick access to medical records 
helps with making the diagnosis and administering treatment.
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Here are 13 key ACA requirements for employers:

1. Notice to employees
Employers subject to the Fair Labor Standards Act 
should already have provided current employees 
and must provide new employees at time of hire 
with notice about the employee’s option to buy 
health insurance from the new health insurance 
marketplace. That notice must also advise the 
employee that if they do purchase insurance 
through the marketplace, they could lose their 
employer contribution to cost of health benefits. 
Finally, it must explain that if the employer’s 
contribution to cost of insurance is less than 60%, 
the employee may be entitled to a premium tax 
credit and cost sharing reduction for a qualified 
plan purchased from the marketplace. This 
notice must be given both part time and full time 
employees. You can get a sample notice and 
technical release from the Department of Labor 
website. So while you should have already done 
this for current employees, make sure you continue 
to do so for every new hire.

2. Summary of Benefits and Coverage
Provide all your employees a summary of their 
plan coverage and what it costs. You could face 
penalties if you don’t. See the Department of Labor 
website for information and model SBC forms. 

3. Medical Loss Ratio Rebates
If your insurer doesn’t spend at least 80% 
of premium on medical care rather than 
administrative costs, you could be eligible for a 
rebate (80% applies to small group markets; 85% 
for large group markets). See HHS’s website 
regarding the rebate. 

4. Providing health insurance
If you have 50 or more full time employees 
you must provide health insurance coverage 
to employees. You can purchase it privately or 
consider purchasing health care insurance through 
the new marketplace (also called exchanges).
If you qualify as a small business (50 or fewer 
employees), you have some incentives to provide 
health insurance coverage. You are eligible to 
consider purchasing insurance through the Small 
Business Health Options Program (SHOP). 
Employers must have an office in SHOP service 
area and allow all full time employees to 

participate. If you cover at least 50% of your full-
time employee’s premium costs on a plan obtained 
through SHOP and you have fewer than 25 full-
time equivalent employees with average annual 
wages of less than $50,000, you are entitled to a 
tax credit up to 35% for tax year 2013. For tax year 
2014 that credit can be up to a maximum of 50%.

5. Employer Shared Responsibility 
Provisions 
Employers with 50 or more full time employees 
must supply affordable health insurance coverage 
with a minimum level of coverage to its full 
time employees. If the employer fails to do so, 
it could owe a fee if at least one employee gets 
a premium tax credit for buying insurance in the 
Marketplace. Such businesses originally had until 
2015 to provide such insurance or risk liability 
for the fee. The IRS announced in February 
2014 that businesses with between 50 and 99 
full time employees have until 2016 to provide 
health coverage for employees before they face 
penalties. Employers with 100 employees or more 
must provide insurance to 70% of their full time 
employees in 2015 or face penalties and must 
provide insurance to 95% in 2016. Such insurance 
must be affordable and provide minimum level of 
care. If employees pay more than 9.5% of their 
income for insurance, the insurance is considered 
unaffordable.

(How the ACA affects your policies and practices, continued from page 1)

http://www.dol.gov/ebsa/healthreform/regulations/coverageoptionsnotice.html
http://www.dol.gov/ebsa/healthreform/regulations/coverageoptionsnotice.html
http://www.dol.gov/ebsa/healthreform/regulations/summaryofbenefits.html
http://www.dol.gov/ebsa/healthreform/regulations/summaryofbenefits.html
http://www.cms.gov/CCIIO/Programs-and-Initiatives/Health-Insurance-Market-Reforms/Medical-Loss-Ratio.html


Find the help and information you 
need free on government websites
The numerous provisions and requirements of ACA can become 
overwhelming. But the government has provided lots of free 
information to help explain the requirements, along with model 
notices and forms to help you comply. Here’s a listing of helpful 
resources we found among the government agency resources 
and an explanation of each:
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6. Automatic enrollment
If you have 200 or more employees, you must 
automatically enroll new workers in health 
insurance plan and give the employee notice 
of same and explain they can opt out. This 
requirement takes effect in 2015. 

7. 90-Day Wait Limit
Employees can’t be required to wait more than 
90 days after they are eligible for coverage. The 
government just issued guidance in February on 
this requirement.

8. Report insurance coverage on W-2
You should be reporting the annual cost of health 
insurance coverage that you provide employees on 
their W-2, unless you issue fewer than 250 W-2s for 
the prior calendar year.  

9. Self-insured plans
If you have a self-insured plan, you need to 
annually report information for covered employees 
and contribute a fee to the Patient Centered 
Outcomes Research Trust and to the Transitional 
Reinsurance Program, a fund that reimburses 
insurers for high claim costs. 

10. Annual reporting
Employers with 50 or more employees will have to 
report to the IRS for 2015 about the insurance they 
offer employees. The report is required annually but 
is optional for 2014. The annual report was due the 
end of February for a report concerning the prior 
calendar year. note: Employers who just got the 
extension to avoid employer shared responsibility 
until 2016 still must provide this annual reporting 
for 2015. You also have to provide statements by 
the end of January to employees whose information 
appears in the annual report concerning the prior 
calendar year. 

11. Additional Medicare Tax 
(withholding)
As an employer you’ll need to withhold an 
additional .9% on employee wages or compensation 
exceeding $200,000 individually or $250,000 for 
married filers.

12. Wellness programs
In 2014, employers can offer discounts to 
employees up to 30% off insurance premiums 
for participating in employer-sponsored wellness 
programs. 

13. FSA, HSA and HRAs
Your employees may have flexible spending 
accounts (FSA), health reimbursement accounts 
(HRA) or health savings accounts (HSA). ACA 
has requirements applicable to those as well so 
make sure your plans are compliant and employees 
understand any applicable limitations. For example, 
HSAs cannot be used to purchase over-the-counter 
medication without a prescription). And, employees 
can’t contribute more than $2,500 to an FSA.

Determine your office size
Many of the ACA requirements depend on the size 
of your organization. Determining the size of your 
office may sound simple, but in some cases it may 
not be as straightforward as it looks. Certain ACA 
provisions vary depending on how many employees 
you have. But it’s not simply the number of people 
you have on your payroll that you count. It’s how 
many full time employees or full time equivalents 
that count. Full time is considered 30 hours per 
week. You may think you just count how many 
employees you have working 30 or more hours per 
week. But you can’t just ignore part time workers. 
The rules require you count “full time equivalent” 
employees to determine your size. Your total full 
time equivalent employees is equal to all full time 
employees plus the number of part time employee 
hours worked divided by 30. Also note that when 
multiple employers are affiliated by common 
ownership or as part of a controlled group they 
must aggregate their employees when counting the 
number of full time equivalent employees.

QUICK LINK: 1633
Enter this code at medicalofficemgr.com for links to free 
information on ACA requirements for employers.

http://www.dol.gov/opa/media/press/ebsa/EBSA20140297.htm
http://www.medicalofficemgr.com
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ACA Provision/ 
Requirement

Who it Applies To: Employers with
Deadline/

Implementation DateUp to 25 
employees

Up to 50 
Employees

50-99 
employees

100 employees 
or more

Notice to employees 
regarding market-
place/exchanges

   
Ongoing. Must be provided all new hires

Summary of Benefits     Ongoing

Medical Loss Ratio 
Rebates    

Ongoing

Provide employees 
healthcare insurance 
or face Employer 
Shared Responsibility 
provisions

 

2016 for employers with 50-99 
employees. In 2015, employers of 100 
or more employees must insure 70% of 
employees; 
In 2016, employers of 100 or more 
employees must insure 95% of 
employees.

Ability to purchase 
insurance through 
SHOP

  *
Currently open to employers with up to 50 
employees; *in 2016, employers with up 
to 100 employees may be eligible

Automatic enrollment
*

2015
If you have 200 or more employees

90-day limit on 
enrollment wait    

Ongoing

Report health 
insurance on W-2 * *

Ongoing
*Exception if you issue fewer than 250 
W-2s

Self insured annual 
reporting and fund 
contribution

   
Ongoing

Healthcare tax credit  Currently available

Annual reporting of 
insurance provided  

First mandatory report due for 2015; 
reporting for 2014 optional. Report filed 
in February for prior calendar year

Additional Medicare 
Tax withholding    

Ongoing

Wellness program 
discounts    

Starts this year

FSA, HSA and HRA 
limits    

Ongoing  



Stay away from the emotions, stay away from being 
understanding, and stick to the facts. Doctors deal with facts 
and statistics, not emotions.

medical office manager™

subscription form

(Make checks payable to: Plain Language Media)

 payment enclosed       please bill me 
name:                   
title:                   
company:                  
address:                  
city:         state:         zip:              
phone:                   

or pay by credit card:   Visa      MasterCard      AMEX

name on card:                  
card #           exp date:            /             
billing address:                  
email:                   

(email address required for receipt and special report)

city:     state:    zip:              

medical office manager™

PO Box 509, New London, CT 06320
Phone: 1-888-729-2315 • Fax: 1-855-649-1623 • Web: medicalofficemgr.com

Get 12 Monthly Issues PLUS Full access to MedicalOfficeMgr.
com AND Your Valuable Special Report, 10 Policies Every 

Medical Office Needs, For Just $267 + S/H

page 16 medical office manager / april 2014 / medicalofficemgr.com 

“I sense there is a rift between us.” (A rift says 
it’s something that’s easily mended.) “Help me 
understand what’s going on.”
Whatever the answer, acknowledge the personal 
feelings, however unjustified they are: “I can see 
how you could feel that way” or “I had no idea you 
thought I was angry with you.” That’s no admission 
of guilt. It just acknowledges the staffer’s feelings. 
Then explain the behavior: “This is my perspective 
of what happened.” And then apologize – not for 
having done anything wrong but because it made 
the staffer feel bad: “I’m sorry that what I did made 
you feel that way.” End by thanking the staffer for 
“working through the rift.”
Quit right there. Unless the conflict reappears, don’t 
bring it up again.
To a great extent, the success of any meeting with a 
staffer that could be confrontational depends on the 
manager’s body language. It has to indicate that the 
manager is willing to hear and consider what the 
staffer has to say and is open to suggestions. Don’t 
cross the arms or the legs.
Don’t sit across a table from the staffer, because the 
table serves as a barrier. Instead, sit side by side and 
face the staffer with not a lot of body under the table.
Leave only enough space between the chairs so that 
either person could reach over and touch the other’s 
knee, she says. And if the staffer wants to move a 
little closer, okay. That’s far enough for comfort but 
close enough to put manager and staffer on the same 
level, and the table serves as a security to both. 
Make eye contact, but don’t stare. And if the words 
don’t come readily, admit it with, “Please give me a 
minute. Let me think how I want to say this.”

3. Doctor versus manager
Doctor/manager conflict is another story entirely. 
Stay away from the emotions, stay away from being 
understanding, and stick to the facts. Doctors deal 
with facts and statistics, not emotions. They don’t 
want to hear a sensitive, “When you did X, it hurt 
my feelings.”
Neither do they appreciate signs of weakness such 
as downcast eyes. And neither do they want to hear 
somebody beat around the bush and waste their time.
Talk in bullet points and hit the soft spot: how the 
situation is hampering the manager’s ability to do 
the job and thereby affecting the office’s bottom 

line. Say, for example, “When you are gruff and 
preoccupied, I can’t ask you about office issues, 
and those issues don’t get addressed as quickly as 
they should.”

From there, ask for a solution. But don’t put the 
responsibility on the doctor with “What can you do 
about this?” Shoulder the responsibility with “what 
can I do?” or “how should I communicate with you 
if this happens again?” That’s managing the boss.

The conversation will probably end right there. 
The doctor will either explain what to do or say 
“okay I was being a jerk. Next time just tell me it’s 
important.” Once again, the proper ending is “thank 
you for working through this with me.”  

(How to end 3 costly kinds of office conflict, continued from page 12)


